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Systems Development and Life
Cycle Management (SDLCM)

Executive Summary

Annudly the U.S. Department of Labor (DOL) invests millions of dollars on information technology
(IT) sysdems. Thee IT sysems are vitd to DOL misson programs and adminigrative functions.
The god isto rely on systems and technology for a safe, secure, and a dependable method to
provide services, develop products, administer daily activities, and perform short- and long-term
management functions. DOL must ensure data privacy and security when developing and
implementing information systems as well as establish uniform privacy and protection practices.

To effectively manage the Department’s I T development and maintenance efforts within the
framework provided by the "DOL Guideto IT Capita Investment Management (Version 2.0,
May 2000)," the DOL deve oped the Systers Development and Life Cycle Management
(SDLCM) Manud. The SDLCM serves as the mechanism to assure that developing, modifying,
or enhancing systems meet established user requirements and support DOL critical success
factors. It setsforth a standard and logica process for managing I T system devel opment
activities and acquisition approvas that are controlled, measured, documented, and ultimately
improved while responding to the following current legidation mandating the use of industry
standards:

Nationa Technology Transfer and Advancement Act of 1995

Information Technology Management Reform Act of 1996 — ITMRA (Clinger-Cohen Act)
OMB Director’s Policy Memorandum M-97-02 (Raines Rules)

OMB Circulars (e.g., A-130, A-94, A-109)

The SDLCM represents many years of systems development and engineering experience by
information systems professionals and the incorporation of lessons learned from prior
implementations. The purpose of this manud is to disseminate proven practices for use throughout
the DOL. The specific benefits expected include the following:

Reduced risk of IT system project failure.

Congderation of DOL program environments and associated system and data requirements
throughout the entire life of the system (lessons learned).

Early identification of technica and management issues to avoid investments in festures or
functions not benefiting the business community.

Formdlization of the IT system acquisition approval process.

Disclosure of dl life cycle costs to guide business decisons.

ES1
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Fogtering redistic expectations of what the system will and will not provide, through active
user involvemertt.

Information to enable consideration of dl aspects -- programmatic, technical, management,
and cogt -- of a proposed system development or modification effort.

Encouragement of periodic evauations to identify sysems that are no longer effective.
Measurements of progress and status to enable effective corrective action before
proceeding to the next phase.

Information that supports effective resource management and budget planning.

The DOL’s SDLCM dividesan IT sysem'slife cycle into seven (7) phases starting with conceptud
planning and ending with disposition. It describes the inputs, activities and ddiverables associated
with each phase. Further, it presents guidance on how the approach can be tailored to suit the
various types of systems development and maintenance projects that exist within the DOL today.

The use of the SDLCM gppliesto al DOL and contractor personndl who are developing, acquiring
(e.g., Commercid Off-the-Shef (COTS)), or managing new systems, or making modifications or
enhancements to existing systems. Adherence to the SDLCM by system developers, users, and dll
levels of DOL management across dl functiond aressis crucid to ddivering cost effective
information systems. DOL Agencies are responsible for ensuring that the systems devel opment and
management approach described in the SDLCM is practiced on a day-to-day basis. The Chief
Information Officer/Office of the Chief Information Officer (CIO/OCIO) is the ultimate authority for
the SDLCM.

ES2
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Systems Development and Life
Cycle Management (SDLCM)

1. INTRODUCTION

This manua describes the U.S. Department of Labor’s (DOL’s) Systems Development and
Life Cycle Management (SDLCM) methodology. The SDLCM presents a seven-phase
structured gpproach to developing and managing I T projects from concept to disposition. The
concepts presented are the foundation for the life cycle management approach adopted by the
DOL to improve the qudity of their information technology (IT) systems.

The SDLCM followsthe IT development and management framework provided by DOL Guideto
IT Capital Investment Management (Verson 2.0, May 2000). Exhibit 1-1 shows the processing of
IT projects and how they feed into the seven-phase SDLCM approach. Moreover, the exhibit
maps the SDLCM to the three phases (Sdect, Control and Evauate) of the IT Capital Planning and
Investment. Process reviews by Agency, OCIO, Management Review Council (MRC), and the
Technicd Review Board (TRB) are conducted and recommendations/approvals are given
addressing risk, complexity, cost and budget coverage. The products of these organizations help
facilitate project success.

As shown in Exhibit 1-1, there are four thresholds governing gpprova authority of IT systems.
They are defined asfollows:

Threshold 1: Initiatives with expected investment costs up to $100,000 annudly. Initiatives
meseting Threshold 1 criteriaare sdlf-certified at the Agency-leve per the format listed in the
DOL Guideto IT Capitd Investment Management (i.e,, DOL Guide)

Threshold 2: Initiatives with expected investment costs between $100,000 and $5,000,000
annudly. Threshold 2 initiatives are entered into the Information Technology Investment
Portfolio System (I-TIPS) and reviewed for gpprova by the OCIO using the procedures
found in the DOL Guide. I-TIPSisan innovative web-based decison support and project
management tool for managing IT investments. Additiond information on I-TIPS can be
found at I-TIPS Online-http//www.itips.gov.

Information Technology Capital Planning and I nvestment Phases
Exhibit 1-1: DOL Systems Development and Life Cycle Management (SDLCM) Methodology

11
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Agency OCIO TRB/MC
Review Review Review
(Threshold 1) (Threshold (Threshold 3)
b o2&l |

Systems Development
and
Life Cycle Management
(SDLCM)

Planning and . .
Re uirer_%_ents Design De\{g(LeITogg?ent Implementation

Operations &

Conceptual aintenance

Disposition
Planning

+ Business * Resources + Subsystems * Development « Installation in + Systems « Termination or
’ Need + Schedules & of Software Production Performance Migration of
* Feasibility + Budgets Environment | « Detail Testing Environment Monitoring Systems
+ Scope + Detail Specs * Acceptance
+ Project Testing
Planning

Project Control Activities (QA, CM, Requirements Mgmt, Project Planning/Tracking/Oversight, Security Reviews, efc.)

Threshold 3i: Initiatives that involve modification/revisons to the existing I T infrastructure
with no new technology involved. Review and gpprova isby OCIO. The TRB isinformed
at their scheduled meeting of OCIO review decisons.

Threshold 3: All initiatives above $5,000,000 annud investment cogts and any initiative,
regardiess of dollar value, meeting the exception criteria (interoperable, cross-cutting,
designated as “high interest,” infragtructure related, or affecting financid systems or data)
will be entered into I-TIPS. Then these initiatives will be reviewed by the TRB with
corresponding referrals to the DOL Management Review Council (MRC) per the
procedures found in the DOL Guide.

Chapter 1 of thismanua provides an introduction to the DOL SDLCM including organization of
the document, an overview of the SDLCM phase activities, a description of supporting project
management activities, and a description of the roles and respongbilities of key organizations
involved in the SDLCM. Chapter 2 discusses how the SDLCM can be gpplied across the
various types of projects within the DOL ; four work patterns are described. Chapters 3 through
9 describe the full-sequentid life cycle methodology from the Conceptua Planning Phase through
the Disposition Phase. A glossary and acronym list is provided in Appendix A. Appendices B
through G contain reference materid and generd guidance for preparing deliverables for each of

1-2



U.S. Department of Labor Systems Development and Life Cycle Management Manual Version 2.0

the seven phases of the SDLCM. Appendix H contains an in depth matrix for the SDLCM with
references to governing policy and associated industry standards cited.

1.1 Strategic Planning

Strategic planning affects SDLCM application systems projects by ng the benefits that each
project will provide and how these benefits support the DOL Strategic Plan. The purposeisto
ensurethat dl 1T systems development life cycle activities support DOL’s drategic gods. Strategic
planning is not part of the SDLCM, but it determines what information systems projects are to be
initiated and will continue to recaeive funding. A description of the Strategic planning processis
outside the scope of the SDLCM; however, there are several important activities thet affect a
project’slife cycle. They are described below.

1.1.1 Strategic Management Process

The am of the strategic management processisto identify potentia improvementsto DOL
information systems and to gain commitment of the required resources to change these systems.
This process develops and revises the Information Resources Management (IRM) Strategic Plan
based on the priorities defined in the DOL Strategic Plan. This strategic management process
ensures that effective plans are deployed and that the "return on investment” is an essential measure
of performance. It enables each individual application systems project to develop detailed plans
that support the overal DOL effort, while solving project-specific problems. DOL has defined the
drategic management process in the "Information Technology Architecture, Phase |: Misson Critica
Basdline Characterization and Opportunity Assessment, March 16, 2000."

1.1.2 Business Process Reengineering

Business process reengineering (BPR) is performed to change the way an organization conducts its
business. BPR isthe redesign of the organization, culture, and its business processes to achieve
ggnificant improvementsin codts, time, service, and qudity. It complements and augments the
drategic management process, and may result in theinitiation of an gpplication systems project(s).
BPR is performed before initiation of an gpplication systems project.

1.1.3 Performance M easur ement

Performance measurement is an essentia e ement in developing effective systems through a strategic
management process. The misson, gods, and objectives of DOL areidentified in its Strategic plan.
Strategies are devel oped to identify how DOL can achieve the gods. For each goa, DOL
establishes a set of performance measures. These measures of performance enable DOL to assess
how effective each of its projectsisin improving DOL operations. They aso address compliance
with OMB Circular A-94, which gtates the following guidelines:

Plan for periodic results-oriented eva uations of program effectiveness using the quantified
measures developed in the economic analyss.

13
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Place a high priority on information systems projects whose benefits accrue to the public or
to other levels of Government

Understand that funding approva request of most information system projectsis based on a
reasonable tradeoff between using the funds for the information system and using the funds
for other program objectives.

1.2 SDLCM Roles and Responsibilities

During the Conceptua Planning Phase, the Project Manager and appropriate project team members
areidentified. Anindividud, team, or reviewing authority such as the sponsoring agency, OCIO,
TRB or MRC, as appropriate, is designated as having review and gpprova responsbility for

project milestones and products prior to the project continuing to the next phase. Other
organizations and individuals become actively involved in the life cycle asthe IT sysem matures.
These organizations include user organizations or individuals responsible for database management,
data administration, Configuration Management (CM), acquisition (procurement) support, and
system security. Responsibilities and roles of important organizations involved throughout the
systems devel opment and management life cycle are described below.

1.2.1 Management Review Council (MRC)

Management Review Council (MRC) is chaired by the Deputy Secretary. The MRC hasthe
following respongibilities

"Evauate and ether approve, not approve, or approve with conditions TRB
recommendations on I T portfolios and initiatives and advise the ClO of the results.”
(Secretary's Order 1-2000, "Authority and Responsihilities for Implementation of the
Paperwork Reduction Act of 1995 (P. L. 104-13) and the Clinger-Cohen Act of 1996
Information Technology Management Reform Act of 1996) (Divison E of P. L. 104-
106)," Section 8, b, 1, page 9.)

"Ensure that MRC decisions and recommendations pertaining to I T investments
management deliver substantia business benefit to the Department and/or substantia
return-on-investment to the taxpayer." (Secretary's Order 1-2000, "Authority and
Responshilities for Implementation of the Paperwork Reduction Act of 1995 (P. L. 104-
13) and the Clinger-Cohen Act of 1996 Information Technology Management Reform
Act of 1996) (Division E of P. L. 104-106)," Section 8, b, 2, page 9.)

1.2.2 Technical Review Board (TRB)

The Technicd Review Board (TRB) serves as the Department's first tier investment review board
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for above threshold information technology (IT) investments and as aforum to identify and resolve
Department-wide I T-related issues. The TRB makes recommendations on the appropriate
dispogition of above threshold I T investments to the MRC based on standardized investment review
criteria, with afocus on the technical feasihility of theinvestments. The TRB aso serves asaforum
to conduct Departmenta 1T drategic planning, I T architecture management, and IT capitd planning
process improvements. The Deputy ClO chairsthe TRB. (Secretary's Order 1-2000, "Authority
and Responsihilities for Implementation of the Paperwork Reduction Act of 1995 [P. L. 104-13]
and the Clinger-Cohen Act of 1996 Information Technology Management Reform Act of 1996)
(Divison E of P. L. 104-106), (Technica Review Board Charter)

1.2.3 Chief Information Officer (Cl1O)/Office of the Chief Information
Officer (OCIO)

The Information Technology Management Reform Act (ITMRA) amended the Paperwork
Reduction Act (PRA) to: @) create the position of Department ClO, and b) assign al PRA duties
previoudy assgned to Department “senior officids’ to a Department CIO.

The Secretary’ s Order (1-2000) Authority and Responghilities for Implementation of the
Paperwork Reduction Act of 1995 (P. L. 104-13) and the Clinger-Cohen Act of 1996
(Information Technology Management Reform Act of 1996) (Divison E of P. L. 104-106)
delegates authority and assigns respongbility for implementation of the Paperwork Reduction Act of
1995 (P. L.104-13) and the Information Technology Management Reform Act (ITMRA) of 1996
(Divison E of P. L.104-106) and formally establishes within the Department of Labor the position
of the Chief Information Officer (CIO). The Secretary’s Order (1-2000) States that the CIO
provides advice and other assistance to the Secretary of Labor and other senior management
personne of the DOL to ensure that information technology (IT) is acquired and information
resources are managed for the Department in a manner that implements the policies and procedures
of the ITMRA. In accordance with the duties assigned to the CIO by the ITMRA, the CIO:

Serves as the senior I'T advisor to the Secretary and the Management Council.
Isresponsible for presenting proposed I T portfolios.

Promotes the effective and efficient design and operation of dl mgor information
management processes for the Department and provides fina portfolio enhancement.

Designs, implements and maintains in the DOL. a process for maximizing the vaue and
managing the risks of the IT acquigtions. By providing ameans for senior management
personnd to obtain timely information regarding the progress of an investment in an
information system, including a system of milestones for measuring progress, on an
independently verifiable basis, in terms of cost, cgpakiility of the system to meet pecified
requirements, timeliness, and qudlity.
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The Management Review Council (MRC) shdl designate the Deputy CIO to chair, and manage a
Technicd Review Board (TRB). The TRB assgsthe CIO with IT capital investment management,
budgeting, architecture development, and critical infrastructure protection, and participates in other
DOL IT management activities as requested by the CIO.

The TRB serves as the Department’ s fird tier Investment Review Board for above threshold IT
investments. In that context of this document, the role of the OCIO can be summarized below with
respect to the four thresholds of 1T investment established inthe IT Capitd Planning Guidance:

Threshold 1 of IT Capitd Planning Guidance - Agency Level Review and Approvd. The
OCIO does not review individud initiatives & this leve; it is an Agency respongbility. The
OCIO isrespongble for providing periodic oversght of the Agencies management of IT. In
particular, the OCIO is required to ensure that the Agency complies with the guidance
provided in this System Devel opment and Life Cycle Management (SDLCM) Manud.

Threshold 2 of the IT Capitd Planning Guidance - OCIO Leve Review and Approva. The
OCIO isthereview and approvd authority for individud IT initiatives at thislevel. The
OCIO will review the initiative to ensure that the project complies with the guidance
provided in the SDLCM. Thisincludes ensuring the supporting documentation for the
initiatives have been negotiated between the OCIO and the Agency.

Threshold 3i of the IT Capita Planning Guidance - OCIO Leve Review and Approval.
The OCIO isthereview and gpprovd authority for individud IT initigtives at thisleve.
Initiatives that involve modification/revisonsto the exiging I T infrastructure with no new
technology involved. The OCIO shall keep the TRB informed at their scheduled mesting of
its reviews and gpprovals.

Threshold 3 of the IT Capitd Planning Guidance — Technica Review Board
(TRB)/Management Review Council (MRC) Level Review and Approva. The TRB/MRC
are the review and gpprovd authority for individua 1T initigtives a thislevel. The OCIO
will assst the TRB/MRC by reviewing the initiative to ensure that the project complies with
the guidance provided in the SDLCM. Thisincludes ensuring that any additiona
requirements of the TRB/MRC have been followed by theinitiating project. If in
compliance, the OCIO recommends support of the initiative to the TRB/MRC.

1.2.4 Agency Head

As stated in the Secretary's Order 1-2000, roles and responsibilities of the Agency Head are as
follows

All Agency Heeds are assigned responsibility to fully support the ClO in matters concerning
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information collection and burden reduction and to ensure compliance by their organizations
with CIO, OMB, and PRA guidance and palicies.

All Agency Heeds are assgned responsbility to fully support the TRB and MRC in matters
pertaining to I'T initiatives and to ensure compliance by their organizations with Clinger-
Cohen and DOL IT guidance and palicies.

All Agency Heads are assigned responsibility to fully support the Department-wide
initiatives approved by the MRC and sponsored by the CIO, re-engineer agencieS mission
related processes to maximize return on I T expenditures, and ensure that I T initiatives are
managed for successful implementation.

The Solicitor of Labor isrespongble for providing legd assstance and adviceto al officids
of the Department who are responsible for activities under PRA and the Clinger-Cohen Act
and under this Order, except as provided in Secretary’s Order 2-90 (January 31, 1990)
with respect to the Office of the Inspector Generd.

1.2.5 Project Manager

The Project Manager has overdl responsbility for coordinating the management and technical
agpects of the life cycle of a system, including activities related to the development of a system.
Responghilities of a Project Manager may include (but are not limited to) the following: developing
a Project Management Plan; completing a project within schedule, budget and meeting customer
needs. In addition, a Project Manager may be respongible for coordinating the development,
implementation, operation and maintenance of a system with gppropriate units within an agency
(including centralized I T staff such as network operations staff, security personnd, database
management staff, the IRM manager, etc.) as well as reporting the results of projects to the System
Owner and other gppropriate agency staff. When appropriate a Project Manager will arrange
through agency representatives and the System Owner to have the progress of critica projects
presented to the Office of the Chief Information Officer (OCIO), the Technical Review Board
(TRB), or another entity within the Cagpita planning and investment management program. The
Project Manager may perform the following functions:

Determines project team organization based on user and information systems organization
recommendations.

Provides detailed work assignments, making sure there are written tasks for al work.
Develops measurement criteria that defines acceptable performance of each task.

Coordinates and/or performs system planning, design, and implementation.
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Schedules and directs SDLCM documentation and milestone reviews and participatesin
reviews conducted by independent staff or areview committee,

Leads the resolution of problems during al phases.

Ensures ddlivery of base lined and fully documented ddliverables required to initiate system
implementation.

Oversees preparation of required documentation and maintains a project file.
Follows SDLCM guidance as outlined in this manual.
Coordinates with the Computer Security Officer (CSO) to ensure al security activities are
completed. The DOL Computer Security Handbook contains more in-depth information
on this subject.
1.2.6 System Owner
The System Owner is located within the DOL organization benefiting from or requesting the work
on asystems project and is frequently thought of asthe “customer” for that project. The System
Owner performs the following functions:

Maintains active senior-leve involvement throughout the development of the system.

Initiates the need identification process to generate arequest for a new information system
or modification to an exising system.

Participates in project review activities and reviews project deliverables.
Coordinates activities with the Agency IRM/IT manager.

Obtains and manages the budget throughout the project'slife cycle.
Identifies high-level business functions and the need for new devel opment.
Defines the scope and context of the new devel opment.

Sdlects functiona organization representatives as the essentid participants on the project
team with respongbility for defining functional and user needs.

Holds review and approva authority for ensuring that developed products meet user
requirements.
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The System Owner is responsible for conducting areview of Privacy Act issuesto
determine applicability. If determined to be gppropriate, the System Owner will prepare or
oversee preparation of the Privacy Act Notice and coordinate with the Records
Management representative on the Privacy Act System Notice.

1.2.7 Users
Active user participation is essentid at dl levelsin the definition, design, and development of an IT
system. Users are respongble for initiating and expeditioudy resolving issues reating to both system
development efforts and identification and documentation of requirements. Specificdly, user
objectives are asfollows:

Provide a quick and consistent review of the requirements.

Provide statistical information relative to the work processes.

Develop performance standards.

Review and refine the functiona requirements and their documentation.

Approve and prioritize requirements.

Perform user acceptance testing.

1.2.8 Project Team

Project team members bring technica and functiona expertise to the project with each member
planning and performing tasks in that individud’ s area of expertise. Team members may not
necessarily serve on the project team for the duration of the project; however, al essentid project
team members must be identified in the Conceptud Planning Phase of the project.

The project team may include individuas fulfilling the roles of: system developer; system tester; data
adminigtrator; database administrator; quaity assurance (QA) representative; Computer Security
Officer (CS0O); Configuration Management (CM) representative; telecommunications
representative; Acquisitions Management representative; Systems Operations representative;
Freedom of Information Act/Privacy Act (FOIA/PA) representative; and other representatives
required by the project. Not every project will have full-time staff assigned to every role, and some
projects may not need dl rolesfulfilled. However, consder dl roles during project planning.
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1.3 SDLCM Phase Overview

The life cycle review process ensures that al products created during the life cycle meet functiona
and performance requirements as outlined in al requirements documentation. The requirements for
holding specific milestone reviews are determined by the system size, complexity and by
management direction. The completion of a phase representsalogica point a which a milestone
review should occur.

In formulating alife cycle development process, it is essentid that requirements documentation,
work efforts and system specifications reflect Department of Labor's guidance on IT Architecture,
Security, Capital Planning and Records Management. The specific guideines are:

Computer Security Handbook, Version 1.0, April 18, 2000.

Guide to Capita Investment Management, A Practica Reference for Department and
Agency Managers and Staff, Verson 2.0, May 2000.

Information Technology Architecture, Phase I: Misson Critica Basdline
Characterization and Opportunity Assessment, March 16, 2000.

DLMS 1 Records Management, Chapter 400 - Records Management Program.

Decisons reached and ddliverables produced in one phase may be updated in subsequent phases.
Asthe project progresses, maintenance of life cycle documentation becomes an integral part of the
development process. The SDLCM methodology identifies specific documentation that is prepared
or updated during each phase. Some documentation may remain fairly stable and unchanged
throughout the life cycle, while others may evolve as the systlem progresses through the life cycle
phases.

Examining the Size, scope, and complexity of every project will determine the appropriate work
pattern. Depending on specific project requirements, a SDLCM work pattern (see Chapter 2)
may be sdected that could result in combining or overlgpping specific phases and ddiverables.
An overview of each SDLCM phase follows.

1.3.1 Conceptual Planning Phase

The Systems Development and Life Cycle Management (SDLCM) methodology begins with
the Conceptua Planning Phase. It is during this phase that a need to develop or significantly
enhance a system isidentified, its feasibility and costs assessed, and risk and project-planning
approaches defined.
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1.3.2 Planning and Requirements Definition Phase

The Planning and Requirements Definition Phase begins after the project has been defined and
appropriate resources have been committed. There are two key aspects of this phase: 1)
planning and 2) defining the functiond requirements that the systlem will need to address. It is
during this phase that the Project Management Plan is updated to include or provide additiona
detall regarding the development approach and methods, tools, tasks, resources, and
schedules. Functiona requirements are defined to address data, system performance, security,
and maintainability aspects of the system.

1.3.3 Design Phase

Upon completion of the Planning and Requirements Definition Phase, the system progresses to the
Design Phase. During this phase, functiond requirements are trandated into preliminary and detailed
designs. Decisons are made to address how the system will meet functiona, physicd, interface,

and data requirements. A preliminary (generd) system design emphasizing the functiond features of
the system is produced as a high level guide. Then afind (detailed) system design is produced
which expands the design by specifying dl the technica detail needed to develop the system.

1.3.4 Development and Test Phase

During the Development and Test Phase, executable software is devel oped from detailed design
specifications. The system is vaidated through a sequence of unit, integration, system, and
acceptance test activities. The objective is to ensure that the system functions as expected and user
requirements are satisfied. Large systems are solicited, awarded, and managed in accordance with
the Acquisition Plan. All hardware, system software, communications, applications, procedures,
and associated documentation are devel oped/acquired, tested, and integrated. This phase requires
strong user participation in order to verify thorough testing of al requirements and meet dl business
needs.

1.3.5 Implementation Phase

During the Implementation Phase, the new or enhanced system isingtdled in the production
environment, users are trained, data is converted (as needed), and the system is turned over to the
user. This phase includes efforts required to implement the system as well asto resolve any
problems identified during the implementation process.

1.3.6 Operations and Maintenance Phase

Once a system becomes operationd, it moves to the Operations and Maintenance Phase. The
emphasis of this phase isto ensure that the user needs continue to be met and that the system
continues to perform according to specifications. Routine hardware and software maintenance and
upgrades are performed to ensure effective system operations. User training continues during this
phase as needed, to acquaint new users to the system or to introduce new features to the current

1-11



U.S. Department of Labor Systems Development and Life Cycle Management Manual Version 2.0

users. Additional user support is provided, as an ongoing activity, to help resolve reported
problems. This phase continues until the system is retired.

1.3.7 Disposition Phase

The Digposition Phase represents the end of the systems life cycle. It providesfor the systematic
termination of a system to ensure that vital information is preserved for potentia future access and/or
resctivation. The system, when placed in the Disposition Phase, has been declared surplus and/or
obsolete, and is scheduled to be shut down. The emphasis of this phase isto ensure that the system
(e.g. software, data, procedures, and documentation) is packaged and archived in an orderly
fashion, enabling the system to be reingdled later, if desired. System records are retained in
accordance with DOL policies regarding retention of eectronic records.

1.4 Project Management Overview

In addition to performing day-to-day project management duties described in Section 1.2.5, the
Project Manager (PM) must ensure that responsibilities have been assigned (if not dready the
responsibility of the PM), as needed to address the following areas of project management and
control:

Project Planning - Ensure project work approach, commitments, and estimates of the effort
are documented in Project Management Plan (PMP).

Project Tracking and Oversight - Permit project management team to continualy assess and
manage risks, identify future resource requirements, and recommend corrective actions.

Configuration Management (CM) - Protect the basdline system configuration from
unauthorized and uncoordinated changes, and control future version releases.

Quadlity Assurance (QA) - QA is an independent function that objectively monitors and
reports the application of methodology, policies, processes, procedures, and standards that
contract and/or project personned use to devel op software products and services and/or
hardware deliverables.

Integrated Data Management - Ensure effective management of al DOL dataand
adherence to DOL’s Information Technology Architecture (ITA) modd. All sysemsare
created and maintained in accordance with data management policies and practices. Life
cycle activities are to be carried out consistently with the existing and planned data
management environment and data management concerns will be addressed during all
phases of thelife cycle.
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1.5 Security Compliance

1.5.1 Telecommunications, Communications, and I nformation Security
Policy Consider ations

The ClO isresponsible for overseaing the protection of information assets againgt |oss, theft,
damage, and unauthorized destruction, modification, and access. To ensure I T system
Security, various security activities are performed throughout the systems development life
cycle. A description of the security activities and documented security procedures can be
found in the DOL Computer Security Handbook, Version 1.0 (April 18, 2000). All project
planners and project managers should refer to it frequently, when planning and managing
system projects.

1.5.2 Agency Point of Contact

The Agency Point of Contact (POC) for security matters isthe primary point of contact for
computer and telecommunications security for the Agency. The DOL Computer Security Officer
(CS0) manages computer and telecommunications security. The CSO is responsible for
coordinating program requirements throughout the DOL with designated POCs. All projectswill
identify, in writing, a POC who is respongible for the following:

Identification of al security systems at the Agency Site in accordance with the Computer
Security Act of 1987 and Office of Management and Budget Circular A-130.

Provison of security summary information.

Development of security plans for Agency systems under the Computer Security Officer’s
(CSO) direct management control.

Ensuring security plans are developed for other Agency systems and assisting in the
implementation of the Agency’s Computer and Technica Security (C&TS) Program.

Ensuring that Computer Security Certifications (CSCs) are designated, in writing, for all
Agency systems and to assigt in the implementation of the Agency C& TS Program.

Ensuring that al pending procurements include provisons for system security, including
reviewing procurements for compliance with system security orders.

Coordinating with the necessary security office in the event procurements involve other

Security programs (that is, personnel, classified, physical, communications, and security
education).
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- “‘ Systems Development and Life
\ Cycle Management (SDLCM)

2. SDLCM WORK PATTERNS

An important objective of the Systems Development and Life Cycle Management (SDLCM)
methodology isto provide flexibility that alows tailoring to suit the characteristics of aparticular IT
system development. One methodology does not necessarily fit all Sizes and types of systlem
development and enhancement efforts. The SDLCM provides thisflexibility by providing four work
patterns that characterize the various types of projectsthat exist withinthe DOL. The full sequentid
work pattern isthe modd for al project development processes. The level of detail captured within
the documentation is reviewed and determined based on the Capital Planning Threshold Leve
gpprova authority. A work pattern permits a project planner to tailor the Project Management Plan
to meet the specific needs of the project and till conform to SDLCM standards.

During the Planning and Requirements Definition Phase, the Project Manager and Project Owner or
other agency authorities will evauate the system concept definition documentation and identify the
work pattern that best suitsthe IT development or maintenance effort. The four patterns of work
for DOL IT system efforts are as follows:

Large System Effort - Threshold 3 Initiative

Medium New System Effort - Threshold 2 Initiative

Maintenance and Enhancement Effort - Threshold 3i Initictive

Small New System - Threshold 1 Initiative
Commercid-off-the-Shdf Software (COTYS) integration and enhancement efforts may be applied to
any of the work patterns described above. Existing documentation is adopted where gpplicable and

developing core ddliverables according to Agency policy and procedures. A description of each of
the four SDLCM work patternsis provided in the following sections.
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2.1 Large System Effort Work Pattern

The Large System Effort Work Pattern is aso referred to as the “Full-Sequential Work Pettern”
and follows the methodology described in Chapters three through nine of this manuad. The system
effort may be a replacement, modernization, or anew development initiative and is characterized as
aThreshold 3 Initiative. Exhibit 2-1 showsthe core, optiond and updated ddliverables for each
phase. A detalled deliverables matrix for this work pattern, showing governing regulations and
policies as well as associated industry standards, is provided in Appendix H.

Phase Phase Phase | Phase Phase Phase Phase
1 2 3 |/, 4 5 6 7

RITS/Statement of Concept

Cost Benefit Analysis

Risk Management Plan

Project Management Plan

Feasibility Study

Acquisition Strategy/Plan

Work Breakdown Structure

SOW

Functional Requirements Document

Project Risk Assessment

System Security Plan/Security Risk Assessment
Test Plans

CM Plan

Legacy Data Plan

Detailed Design

Contingency Plan

Implementation Plan O
Acceptance Test Plan

Acceptance Test Report

Acceptance Test Approval

Training Plan

Delivered System

System Manuals

User Manuals

System Fielding Authorization

Agency Computer Security Certification
Security Accreditation Letter
Implemented System

Trained Personnel

Implementation Certification Statement
Disposition Plan C
Archived System C

Legend

O|0
010
c|C
c|C

ofo|o|o|o|ofa]lo

o|o|o|o|o|o
olo|c|c
clo|Cc|c

(o] @)

C
C

©
C

olO|0I0|0I0|0]10]|0

O|010|0|0

Phase 1 - Conceptual Planning Phase C - Core
Phase 2 - Planning & Requirements Definition Phase O - Optional
Phase 3 - Design Phase U - Updated
Phase 4 - Development & Test Phase

Phase 5 - Implementation Phase

Phase 6 - Operations & Maintenance Phase

Phase 7 - Disposition Phase

Exhibit 2-1: Large System Effort Work Pattern (Full-Sequential)
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The Medium New System Effort Work Pettern appliesto new IT system efforts with a Threshold 2

Initigtive level. Thiswork pattern closdly follows the Large System Effort Work Pattern. Core
deliverables are the same, except the Agency will determine the level of detail and rigor to apply

commensurate with the dollar effort of the project. Multiple deliverables may be combined, as
gppropriate, resulting in fewer documents. Exhibit 2-2 shows the core deliverables for each phase

of thiswork pattern.

RITS/Statement of Concept

Phase
4

Phase Phase Phase
1 2 3

Phase

5

Phase
6

Phase
7

Cost Benefit Analysis

Risk Management Plan

Project Management Plan

(eliel el kel

Feasibility Study

Acquisition Strategy/Plan

Work Breakdown Structure

SOW

Functional Requirements Document

Project Risk Assessment

O

System Security Plan/Security Risk Assessment

Test Plans

CM Plan

Legacy Data Plan

Detailed Design

Contingency Plan

Implementation Plan

Acceptance Test Plan

Acceptance Test Report

Acceptance Test Approval

Training Plan

Delivered System

System Manuals

User Manuals

QlO|0|010|0]0]|0

System Fielding Authorization

Agency Computer Security Certification

Security Accreditation Letter

Implemented System

Trained Personnel

Implementation Certification Statement

(el lelielielie)

Disposition Plan

Archived System

Phase 1 - Conceptual Planning Phase

Phase 2 - Planning & Requirements Definition Phase

Phase 3 - Design Phase

Phase 4 - Development & Test Phase
Phase 5 - Implementation Phase

Phase 6 - Operations & Maintenance Phase
Phase 7 - Disposition Phase

Legend

C - Core
O - Optional
U - Updated

Exhibit 2-2: Medium New System Effort Work Pattern
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2.3 Maintenance and Enhancement Effort Work Pattern

The Maintenance and Enhancement Effort Work Pettern appliesto existing IT systemsthat are

being maintained or enhanced. Thisisa Threshold 3i Initiative. Funding for thiswork pattern may

come from the Agency steady-dtate (base) of operations. Updating existing documentation, as

needed. Exhibit 2-3 shows the minimum core deliverables for each phase of thiswork pattern.

Phase | Phase
4 5

Phase Phase Phase
1 2 K]
RITS/Statement of Concept C

Phase
6

Phase
7

Cost Benefit Analysis

Risk Management Plan

Project Management Plan

Feasibility Study

Acquisition Strategy/Plan

Work Breakdown Structure

SOW

Functional Requirements Document C

Project Risk Assessment

System Security Plan/Security Risk Assessment

Test Plans C

CM Plan

Legacy Data Plan

Detailed Design

Contingency Plan

Implementation Plan C

Acceptance Test Plan

Acceptance Test Report

Acceptance Test Approval

Training Plan

Delivered System C

System Manuals

User Manuals

System Fielding Authorization

Agency Computer Security Certification

Security Accreditation Letter

Implemented System C
Trained Personnel C
Implementation Certification Statement C

Disposition Plan

Archived System

Legend
Phase 1 - Conceptual Planning Phase C - Core
Phase 2 - Planning & Requirements Definition Phase O - Optional
Phase 3 - Design Phase U - Updated

Phase 4 - Development & Test Phase
Phase 5 - Implementation Phase

Phase 6 - Operations & Maintenance Phase
Phase 7 - Disposition Phase

Exhibit 2-3: Maintenance and Enhancement Effort Work Pattern
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2.4 Small System Effort

The Smal System Effort Work Pettern appliesto anew IT system development effort with a
Threshold 1 Initiative level. The system effort involves development of or update to deliverables
that are rdlatively minor in nature. Documentation follows the norma policies and procedures
edtablished by the Agency. Exhibit 2-4 shows the minimum core deliverables for each phase of this
work pattern.

Phase Phase Phase | Phase Phase Phase Phase
1 2 3 |/, 4 5 6 7

RITS/Statement of Concept C
Cost Benefit Analysis
Risk Management Plan
Project Management Plan
Feasibility Study
Acquisition Strategy/Plan
Work Breakdown Structure
SOW
Functional Requirements C
Project Risk Assessment
System Security Plan/Security Risk Assessment
Test Plans/Criteria C
CM Plan
Legacy Data Plan
Detailed Design
Contingency Plan
Implementation Plan
Acceptance Test Plan
Acceptance Test Report

Acceptance Test Approval C
Training Plan
Delivered System/Product C

System Manuals

User Manuals

System Fielding Authorization

Agency Computer Security Certification
Security Accreditation Letter
Implemented Product/Documentation C
Trained Personnel

Implementation Certification Statement
Disposition Plan

Archived System

Legend
Phase 1 - Conceptual Planning Phase C - Core
Phase 2 - Planning & Requirements Definition Phase O - Optional
Phase 3 - Design Phase U - Updated

Phase 4 - Development & Test Phase
Phase 5 - Implementation Phase

Phase 6 - Operations & Maintenance Phase
Phase 7 - Disposition Phase

Exhibit 2-4: Small System Effort Work Pattern
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2.5 Additional Work Patterns

Project teams should endeavor to follow the appropriate work pattern that best appliesto their
particular project. However, from time to time, new project environments or system requirements
may evolve necessitating the definition of anew work pettern. In this Situation, the Project Manager
will arrange through appropriate agency representatives and the System Owner to coordinate with
the designated OCI O representative, to develop and document a proposed new work pattern,
submit it as an update to this manud, and useit as the basis of their project planning and execution.
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Systems Development and Life
Cycle Management (SDLCM)

3. CONCEPTUAL PLANNING PHASE
3.1 Phase Overview

The Systems Devel opment and Life Cycle Management (SDLCM) methodology begins with the
Conceptua Planning Phase. It is during this phase that a need to develop or sgnificantly enhance a
system isidentified, its feasbility and costs assessed, and risk and project-planning approaches
defined. Exhibit 3-1 identifies key inputs, activities, and ddiverables of this phase.

Planning and

—m Requirements
Definition
Phase

CONCEPTUAL
PLANNING PHASE

Deliverables (Qutput)

[nput Activities
» Feguest for [T Services (RITS)

= [dentfication of need or
opportunity

1. Document DOL missionsfcore
processes.

2. Submit initial budget request.

3. Initiate study to justify need for
project (user inv ol ement).

4. Performm initial risk planning.

5. Establish Project Manager,
Systermn Owner and User
representatives.

. Determine security classifications.

Staternent of Concept - C
® Cost Beneft Analysis- C
& Rigk Management Flan - C
s Project Management Plan - C
= Feasibility Study- O
= Acquisition Strategy - O
= Work Breakdown Structure - O
= Statement of Work - O

Key:
C-Core
0 - Optional
- Update

Exhibit 3-1: Conceptual Planning Phase Inputs, Activities, Deliverables
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3.2 Phase Inputs

Conceptua planning begins with a need to develop anew IT (information technology) system or to
enhance an exiging one. Theidentification for aneed or opportunity may be communicated via
telephone, email or averba discussion.

The Request for Information Technology Services (RITS) may become documented in a statement
of work (SOW). Subsequently, judtification for continuation occurs a the Agency leve, through a
Feasibility Study, a Cost Benefit Anadysis (CBA), and Risk Management Plan initiates the remaining
life cycle phases. Alternatdy, fallure to justify further work resultsin the appropriate early
termination of the project. During the judtification process, afunctional manager providesthe firgt
critical description of the information management concept and secures the resources needed for
further examination of the concept and potentia approaches.

Idedly, gtrategic planning and review activities performed prior to the submission of aRITS identify
and prioritize business needs or opportunities for sysemswork. Alternately, to begin the
judtification process, afunctional manager may prepare a concept paper (issue paper or decison
paper) that identifies and describes the information management concept. Depending on the
sengtivity or criticdity of theissue, the functiona manager may submit the concept paper to program
management or executive management for information and/or gpprova.

3.3 Phase Activities

3.3.1 Document DOL Mission/Cor e Processes

A review of DOL’s misson gatement is criticd beforeinitiating an I'T project. The following two
important points are noted here:

Thereis astrong emphasis on defining the information management need or opportunity and
linking it to specific U.S. Department of Labor (DOL) missions and/or core processes, as
required by the Clinger-Cohen Act, implemented by the Office of Management and Budget
(OMB).

No assumption can be made that the approach will necessarily result in the development of
anew system or the replacement of a manua process with an automated system. A
modification to existing manua or automated systems may be the best gpproach to address
the need or opportunity; the determination will be recommended in the Feasibility Study. In
al cases, amanud process should be evduated for improvement opportunities before
conddering automation.

3.3.2 Submit Initial Budget Request
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Aninitid budget request is prepared and submitted to ensure the availability of funding, personnd,
and other resources to proceed with subsequent conceptua planning activities of this phase as well
as to proceed to the Planning and Requirements Definition Phase,

3.3.3 Initiate Study to Justify Project Need

The Conceptud Planning Phase is where the identification of need isformdized. The need or
opportunity identified prior to initiating this phase is formalized into a Request for IT Services
(RITS) or Statement of Concept defining what the need is, benefits to the organization, and the
proposed solution and approach. The IT system concept is defined in business terms to enable the
successful development of an gppropriate solution.

To continue, agency management must commit resources to explore ways to address the need or
opportunity. Management must also determine if Saff or other resources will be devoted to defining
and evaluating aternative ways to respond to the identified need or opportunity. At this point, the
decision to proceed generaly may be supported by a Feasibility Study accompanied by a Cost
Benefit Analyss (CBA). A Feashility Study in conjunction with a CBA should provide information
that management needs to make decisons to initiate or continue the devel opment, procurement and
modification of proposed project (FIPS PUB 64 1.3). The process used is the same process
followed under the Departments I T Capita Investment Management salection process.

3.3.4 Perform Initial Risk Planning

A process for identifying, assessing, monitoring, reporting, and mitigating project risks is identified
and documented in a Risk Management Plan. Project risks are identified and analyzed to determine
any negative scope, technicd, cost, and schedule risks to the project.

Frequent review points are identified when the project is divided into manageabl e tasks and
activities. By authorizing effort to be expended only for the next phase and by requiring approva to
proceed beyond that point, senior management can limit exposure to only the cost of the next phase.

Further, because confidence in estimates is strongest for the next immediate phase and isless
predictable for subsequent phases, management may assume they are authorizing work to be
performed againgt an estimate that is reasonably reliable. To facilitate risk management at the end of
each phase, the SDLCM methodology requires a detailed and accurate time and cost projection for
the next phase, while permitting a less detailed time and cost estimate for the balance of the project.
This enables management to make decisions in an environment where risks can be managed and
controlled.

3.3.5 Establish Project Manager, System Owner, and User Representatives
After core deliverables are reviewed and accepted Agency and/or executive management, the I T

system project begins. Identify essentid project personnd. Designate a Project Manager having
the appropriate kills, experience, credibility, and availability to lead the effort. Identify the System
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Owner point of contact and support personnd from key organizations.
3.3.6 Deter mine Security Classifications

A determination is made whether the IT development, modification, or enhancement requires a
security classfication (See DOL Computer Security Handbook). Sensitive systems must be
identified (as per Public Law 100-235, The Computer Security Act of 1987). Coordination
between the CIO and appropriate Agency officias takes place to ensure posting in the Federa
Regiger.

3.4 Phase Deliverables

Ddiverables produced and/or updated in the Conceptua Planning Phase are described below.
Déiverables are reviewed and gpproved by the designated reviewing authority before moving to the
next phase.

3.4.1 Core Deliverables

Core ddliverables are those that are required during this phase. If the projectisanew IT
development effort, the core ddliverables are initiated during this phase and subsequently updated in
later phases, as gppropriate. If the project represents a modification or enhancement to an existing
system, then the existing core documents are updated as gppropriate. The following core
deliverables are initiated, or updated if they already exi<t, during the Conceptua Planning Phase:

RITSStatement of Concept - An agreement between the requesting organization and the IT
organization reviewing the request is reached. Decisions are made as to when the project
will be initiated, the target completion date and resources needed from both the user
community and the IT organization to ensure a successful implementation.

Codgt-Benefit Analysis (CBA) - The CBA provides cost and benefit information for
andyzing and evduating dternative solutions to a problem and for making decisons about
initiating, as well as continuing, the development of information processing-related services.
Two sample formats for producing a Cost Benefit Andysis are provided in Appendix B.
See Clinger-Cohen Act 1996, |EEE 12207.0-1996 Section 5.1.1.2(c).

Risk Management Plan - The Risk Management Plan provides an assessment of potentia
outcomes of a project and the likelihood that one or more unsuccessful outcomes may
result. It provides a controlled mechanism to monitor, report, and direct al risk mitigation
activities. It aso describes how risks are accepted, transferred, or mitigated. The plan
documents and identifies project risks: the analys's, assessment, and prioritization of those
project risks; and plans to implement actions to reduce project risks throughout the project
lifecycde. A sampleformat for a Risk Management Plan is provided in Appendix B. See
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Clinger-Cohen Act 1996 Section 5122(a)(b)(c), OMB Director’s Policy Memorandum M-
97-02 (Raines Rules), IEEE/EIA 12207.0-1996 Section 5.1.1.6, NIST Handbook (March
1995), OMB A-130 Appendix 111 B, IEEE/EIA 12207.2-1997 Section 7.1.2.1(f)/ Annex
L.

Project Management Plan (PMP) - The PMP provides a vehicle for documenting project
scope, tasks, schedule, allocated resources, and interrelationships with other projects. It
aso provides details on the involved agency units, required job tasks, milestone and review
scheduling. It isone of severd key-planning documents that use a building block approach
to planning. A sample format for aPMPis provided in Appendix B. See IEEE/EIA
12207.2-1997 Section 5.2.4.2.

3.4.2 Optional Deliverables
The following optiond deliverables may be initiated during the Conceptua Planning Phase:

Feasibility Study - A Feasibility Study provides an overview of abusiness requirement or
opportunity and determines if feasible solutions exist before resources are committed. Itis
an Agency sponsored activity. A sample format for a Feasibility Study is provided in
Appendix B. See Clinger-Cohen Act 1996 Section 5122(b) and 5123, IEEE/EIA
12207.2-1997 Section 7.1.1.1, and OMB A-130, Appendix IV, Section 8b(1).

Acquigition Strategy - An Acquisition Strategy describes the methods to be used for
acquiring necessary hardware, software, telecommunications capabilities, and contract
support services. The Acquisition Strategy, if developed during this phase, evolvesinto an
Acquisition Plan that becomes a core document in the Design Phase (see Chapter 5). See
OMB Director’s Policy Memo —97-02 (Raines rules), Clinger-Cohen Act 1996 Section
5124, OMB A-130 Appendix IV Section 8b(5), OMB A-109, IEEE/EIA 12207.0-1996
Sections 5.1.1.8, and 5.2.4.

Work Breakdown Structure (WBS) - The WBS defines the product to be developed and
relates the elements of work involved to each other and to the end product. The WBS, if
developed during this phase, is updated in subsequent Planning and Requirements Definition
Phase and becomes a core ddliverable in the Design Phase (see Chapter 5). See IEEE/EIA
12207.2-1997 Section 5.2.4.5 (c).

Statement of Work (SOW) - A SOW presents the scope of the work that isto be
Investigated and the objectives to be accomplished. See Clinger-Cohen Act 1996 Section
5312.

3.5 Phase Consider ations
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Key congderations during this phase may address the following questions.

>

Isit feasible to proceed (i.e., isthe IT need or opportunity beyond the capabilities of
exiging systems and is developing anew system a promising gpproach)?

Are the projected benefits of the proposed IT system effort justify the project costs and
resources needed?

Are appropriate funding and other needed resources available to proceed?

Have project risks been examined and reviewed by dl parties concerned and arisk
management plan appropriately documented?

Has a security classfication been established?

Has a User Group been established (if needed, at the discretion of the Agency)?
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Systems Development and Life
Cycle Management (SDLCM)

4. PLANNING AND REQUIREMENTSDEFINITION
PHASE

4.1 Phase Overview

The Planning and Requirements Definition Phase begins after the project has been defined and
appropriate resources have been committed. There are two essentia aspects of this phase: 1)
planning, and 2) defining the functiona requirements thet the system will need to address. Itis
during this phase that the Project Management Plan is updated to include or provide additiond
detail regarding the development approach and methods, toals, tasks, resources, and schedules.
Functiond requirements are defined to address data, system performance, security, and
maintainability aspects of the system. Exhibit 4-1 identifies key inputs, activities, and ddiverables of
this phase.

PLANNING &
REQUIREMENTS

Conceptual
Planning
Phase

Design
Phase

— -

DEFHNITION PHASE

Inputs

= Request for IT Services (RITS) 4
Staterment of Concept

= Cost Benefit Analysis (CBA)

= Risk Management Plan (RMF)

= Project Management Plan (PWF)

Activities

1. Define project planning and
rmanagement approach.

2. |dentify project tools and
methodologies.

3. Assess project risks.

4. Perform systern security planning
and risk assessment

5. Estirnate resource reguirerments.

B. Analyze functional requirements

Dealiverables (Cutput)

= Functional Requirements
Docurment - C

= Project Risk Assessment - ©

= System Security Plan/Security
Risk Assessment - C

= Acquisition Strategyw/Plan- O

= Wyork Breakdown Structure - O

e Test Plan- O

e Configuration Mgt. Plan - O

= Legacy Data Flan- 0O

= Cost Benefit Analysis- U

= Project Management Flan -

= Risk Management Plan-U

Koy
C - Core
O - Optional
U - Update
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Exhibit 4-1: Planning and Requirements Definition Phase Inputs, Activities,
Deliverables

4.2 Phase I nputs

The key inputs to the Planning and Reguirements Definition Phase are the core ddliverables that
were produced during the Conceptud Planning Phase. They are:

- Request for Information Technology Services (RITS)/Concept Statement
- Cogt Benefit Andysis (CBA)

- Risk Management Plan (RMP)

- Project Management Plan (PMP)

Depending on the strategy adopted, a SOW may or may not be an input to this phase. Normdlly,
the business need for a solution is described in a SOW, based on the strategic planning process, a
legidative mandate, a user problem report, or auser proposa.

4.3 Phase Activities

4.3.1 Define Project Planning and Management Approach

The methodology to be adopted for the IT effort, based on the SDLCM work pattern selected (see
Chapter 2, SDLCM Work Patterns), is defined and customized. For large or complex systems, it
may be appropriate to divide the system into major subsystems and manage the evolution of each
subsystem through the life cycle. However, for such systems, proper coordination across the
ubsystems is necessary to ensure consistency and successful integration. How phase activities are
to be documented, reviewed, and approved are identified and planned. Other factors related to
defining the project planning and management approach include the following:

Identifying the SDLCM work pattern and any tailoring aspects. This information should be
included inthe IT system Project Management Plan.

Egtablishing project schedules. This information should be documented inthe IT system’s
Project Management Plan and should alocate time for routine systems maintenance
activities such as. conversion/upgrades of hardware and software; removal of defects or
minor modifications to reflect changes in the business or technica environment or legidation;
dteration, rewriting, or restructuring of a system to reduce the maintenance effort or to
make operations more efficient.

Panning for emergency maintenance and establishing procedures to address sudden
breakdowns due to hardware or software failure.

Managing life cycle activities by setting specific milestones for measuring the work
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completed to the costs incurred during the life cycle. See Clinger-Cohen Act 1996 Section
5122 (b) (1) and (3).

4.3.2 I dentify Project Tools and M ethodologies

The organization of the project, the specific SDLCM work pattern to be adopted, and
methodologies and tools to be used in this phase and subsequent phases are identified and planned
for inthisphase. The set of methods and tools may include prototyping and utilization of computer-
alded software engineering tools, as well as the needs for linking the tools across al subsequent life
cycle phases and activities.

4.3.3 Assess Project Risks

Asessing an I T system’s project risk entails andlyzing its information needs and vulnerabilities.
Recommended actions necessary to reduce identified risks are determined. Project risks are
identified, analyzed, assessed and categorized by severity with the highest risk at the top and the
lowest risk at the bottom. The results of the assessment are documented in a Project Risk
Assessment (or may be part of the overal Risk Management Plan) and includes aligt of
vulnerabilities and recommended measures to overcome/lessen such risks. Assessing project risks
is an ongoing activity where previoudy identified risks are reassessed during subsequent phases and
new risksidentified. Project risk assessments produce information that can help a Project Manager,
and sSte senior manager make decisions on even operating at an acceptable level of risk.
Conducting a Project Risk Assessment for asystem istypicaly at the following times:

Before development and operationa use of a new system.

When there is a Sgnificant modification to the operationa environment or configuration
basdine of an exiging system specificaly concerning interfaces.

At periodic intervals or at least once ayear, commensurate with the risk assessment of the
information processed by a system.

The Project Manager is respongible for coordination with the Chief Security Officer (CSO) or
designee for implementing a security project risk assessment.

4.3.4 Perform System Security Planning and Security Risk Assessment

All Federd 1T systems have some levd of senstivity and require protection from being accessed by
unauthorized sources. Assuch, it isimperative, that System Security Plans (SSP)/Security Risk
Assessments (SRA) be developed to safeguard againgt any intrusons. The problem becomes even
more acute if syssems have multiple interfaces to other smilar sendtive systems. SSP/SRAsare
living dynamic documents that are initiated in this phase and are updated through the life cycle
process. SSP/SRAS need to be updated every 3 years or when there is a significant change or
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modification to the system. Other activities that are done as part of the SSP/SRA are defined in the
DOL Computer Security Handbook as part of the SSP/SRA and include:

All SSP/SRA systems need to be identified by unique DOL Identification Numbers.
Personnel working on such systems need to be cleared to the appropriate level of the
security classfication of the system. This applies both to employees and contractor
personnd.

Ongoing regular training on the different agpects of security needs to be planned.

Each page of the SSP/SRA should be marked on the bottom, front of each page as
Sengtive Information in bold font.

Audit trails of transactions and documentation need to be established.

Systemsthat are interconnected for sharing sengtive datalinformation need to have signed
and gpproved Memorandums Of Understanding (MOU)/Agreements in place before
establishing the interconnection. See OMB Circular A-130.

A network diagram or schematic to hep identify, define and clarify the system boundaries
for the system and the interconnections to other networks (LAN/WAN) should be
prepared and maintained.

4.3.5 Estimate Resour ce Requirements

Estimating human resource requirements for staffing a project is a key activity of project planning
and should be done in conjunction with evauating the scope of the project, identifying the tasks and
deliverables, estimating the required resource hours, distributing resource hours and leveling
resources and reviewing the preliminary estimates thoroughly. Another essentia activity of project
resource planning is estimating hardware and software requirements and available resources to
determine the availability and suitability for project gpplications.

4.3.6 Analyze Functional Requirements

Requirements andyss and definition during this phase involves an iterdive andyss of system-leve
requirements that are then defined in terms of high-level functiona and data requirements.
Documentation related to user requirements from the previous phase is used as the basis for further
andyss and for the development of functiond requirements. The andysis may reved new ingghts
into the overdl information systems requirements and the related ddiverables should be revised
accordingly. The system is defined in terms of functions to be performed. The requirements are
defined to alevel of detail sufficient for system design to proceed. During the Design Phase, these
high-level functiond reguirements are further andyzed and defined in terms of detailed functiona and
data requirements that address data, system inputs, processes, outputs, interfaces (both interna and
externd), security, and maintainability aspects of the system.

Functiond requirements are documented in a Functiona Requirements Document (FRD). This

document addresses the activities that need to be performed to analyze, understand, and review the
overdl architecture of the proposed system, the extent of interfaces with other existing
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internd/externd systems or systems currently under development. In addition, activities may aso
relate to the high-level dataand functiona requirements, user organization definition, and the ability
of exigting system or data resources to satisfy system requirements.

In addition to analyzing functiond requirements from a system's perspective, planners must be
cognizant of additiona congderations that must be addressed during the Planning and Requirements
Definition Phase. Severd references cited below are exemplars demondrating that laws, regulations

and policies may apply.

The Americans with Disabilities Act and Section 508 of the Rehabilitation Act require, regardless of
the systlem development effort, that €ectronic and information technology alow individuas with
disahilities to have gppropriate access and use of information and data that is comparable to access
and use of information and data by people who do not have a disability (P. L. 105-220). For
additiona information, see the Federd IT Accesshility Initiative a www.section508.gov.

Panners are dso respongble for ensuring the privacy, confidentidity, integrity, and availability of
citizen and employee information. The DOL recognizes that privacy protection is both a persond
and fundamenta right of dl citizens and employees. Among the most basic of citizens and
employees rights is an expectation that the DOL will protect the confidentidity of persond,
financid, and employment information. Citizens and employees aso have theright to expect that
DOL will collect, maintain, use, and disseminate identifiable persond information and data only as
authorized by law and as necessary to carry out misson respongbilities. Citizen and employee
information is protected by the following:

Privacy Act of 1974, as Amended (5 USC 552a) which affords individuas the right to privacy
in records that are maintained and used by Federa agencies. Note that 5 USC 552aincludes
the Computer Matching and Privacy Act of 1988 (Public Law 100-503);

Computer Security Act of 1987 (Public Law 100-235) which establishes minimum security
practices for Federal computer systems;

OMB Circular A-130, Management of Federd Information Resources, which provides
ingructions to Federd agencies on how to comply with the fair information practices and
Security requirements for operating automated informeation systems,

Freedom of Information Act, as Amended (5 USC 552) which provides for the disclosure of
information maintained by Federd agenciesto the public while dlowing limited protections for

privacy.

4.4 Phase Deliver ables
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Déliverables produced and/or updated in the Planning and Requirements Definition Phase are
described below. Ddiverables are reviewed and approved by the designated reviewing authority
before the IT system moving to the next phase.

4.4.1 Core Déeliverables

Core deliverables are those that are required during this phase. If the projectisanew IT
development effort, the core ddiverables are initiated during this phase and subsequently updated in
later phases. I the project represents amodification or enhancement to an existing system, then the
existing core documents are updated as gppropriate. The following core ddliverables are initiated,
or updated if they dready exigt, during the Planning and Requirements Definition Phase:

Functiond Requirements Document (FRD) — The FRD isaformd statement of an
gpplication’s business requirements, and serves the same purpose as a contract. The
developers agree to provide the capability specified and the client agrees to find the product
satisfactory if it provides the specified capabilities. A sample outline for an FRD is provided
in Appendix C. See IEEE/EIA 12207.0-1996 Sections 5.1.1.2//5.2.4.3.

Project Risk Assessment (PRA) — A PRA examinesrisks to the system and examinesthe
potentid impacts on the mission due to loss or degradation of automated information system
resources. It may describe how risks are accepted and transferred. The PRA may be part
of the Risk Management Plan. See Clinger-Cohen Act 1996 Section 5122(a)(b)(5), OMB
Director’s Policy Memo M-97-02 (Raines Rules), IEEE/EIA 12207.0-1996 Section
5.1.1.6, OMB A-130 Appendix 111 B, IEEE/EIA 12207.2-1997 Section 7.1.2.1(f)/ Annex
L.

System Security Plan (SSP)/Security Risk Assessment (SRA) —All Federd IT systems
have some leve of sengtivity and require protection as part of good management practice.
One agpect of managing an IT system is the development of a SSP/SRA that documents the
protection afforded to the systemn by technical, managerid, and operationd means.
Furthermore, the implementation of a SSP/SRA is required by OMB A-130 and the
Computer Security Act 1987 (CSA). An SSP/SRA isaliving, dynamic document
reflecting the current posture of the IT system and should be initidly developed in the
Planning and Requirements Definition Phase and updated in later phases. 1t should be
updated after a Sgnificant system configuration change, or at least once in every 3 years.
See OMB A-130 Section 8 and Appendix |11 Ba2, IEEE/EIA 12207.0-1996 Section
5.2.4.5, Clinger-Cohen Act 1996 Section 5131, and DOL Computer Security Handbook.

4.4.2 Optional Deliverables
Thefollowing optiond deliverables may be initiated during the Planning and Requirements Definition:

Acquisition Strategy - An Acquisition Strategy describes the methodology to be followed for
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acquisition of resources required for project execution. The Acquisition Strategy, if developed
during this phase (or updated if initialy developed during the Conceptuad Planning Phase,
evolves into an Acquisition Plan during the Design Phase (see Chapter 5). See OMB
Director’s Policy Memo —97-02 (Raines Rules), Clinger-Cohen Act 1996 Section 5124,
OMB A-130 Appendix IV Section 8b(5), OMB A-109, IEEE/EIA 12207.0-1996 Sections
51.1.2,and5.2.4.

Work Breakdown Structure (WBS) - WBS defines the product to be devel oped and
relates the eements of work to be accomplished to each other and to the end product(s). It
is often produced as part of the PMP. The WBS, if developed during this phase, becomes
acore ddiverable in the Design Phase (see Chapter 5). Additiond information is provided
in Appendix B (see PMP). See|EEE/EIA12207.2-1997 Section 5.2.4.5 ().

Configuration Management (CM) Plan - The CM Plan establishes uniform CM practicesin
a system development project to manage the establishment of, and changes to, system
hardware and software. The CM Plan, if developed during this phase, becomes a core
ddiverable in the Design Phase (see Chapter 5). A sampleformat for aCM Planis
provided in Appendix D. See IEEE/EIA 12207.2-1997 Section 6.2, IEEE/EIA 12207.0-
1996 Section 5.2.4.5, and 1SO 10007.

Test Plan - Basad on the functiond requirements document, a preliminary Test Plan may be
initiated in this phase. The Test Plan establishes a minimum acceptable performance level
and conformance to the stated requirements. The plan is refined during the later phasesto
ensure that al aspects of the system are adequately tested and can be implemented. Test
Plans become core ddliverables in the Development and Test Phase (see Chapter 6). A
sample format for aTest Plan is provided in Appendix E. See IEEE/EIA 12207.2-1997
Annex D H.4(c).

Legacy Data Plan - Sometimes the upgrading of a system or parts of a system will create
legacy data, i.e., and old datain aformat that cannot be processed by the new system. The
Legecy Data Plan identifies the time period covered by the data, volume of data, and where
it resdes. If someor dl legacy data have dready been converted to a new format, the
approach to testing the converted data must be discussed. Requirements for processing
legacy datain the future and plans for meeting those requirements are provided. Itis
acceptable to say that datawill be converted if they are needed in the future, but information
about what is required for the conversion process must be provided. Thisinformation
includes a discussion of resource requirements for doing the converson and potentia
problems that would need to be overcome. See IEEE/EIA 12207.2-1997 Section 5.5.5.

4.4.3 Updated Deliverables

The following documents generated during the Conceptua Planning phase may be updated during
this phase. These are living documents that evolve throughout the life cycle and are updated, as
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needed, to reflect the current level of maturity of the project.

Project Management Plan (PMP) — The PMP is updated to include updated resources
dlocation and scheduling information. Additiona project planning activities are documented
or updated including the development approach, methods, tools, tasks, resources,
schedules, and user inputs. The plan is prepared based on the information available and will
be updated and refined in the subsequent phases. Consderation of disabled personnd is
made in accordance with the Physica Disabilities Act of 1990. A sample format for aPMP
isprovided in Appendix B. See IEEE/EIA 12207.2-1997 Section 5.2.4.2.

Cog Benefit Andysis (CBA) — The CBA is updated to include additiond tangible/intangible
benefits that may accrue along with variations in the budgeted costs. Two sample formats
for producing a Cost Benefit Andlysis are provided in Appendix B. See Clinger-Cohen Act
1996 sec. 51122(c), |IEEE 12207.0-1996 Section 5.1.1.6

Risk Management Plan (RMP) — The RMP is updated to include improved risk
management/reduction efforts, usng customized tools and smilar devices. A sample format
for aRisk Management Plan is provided in Appendix B. See Clinger-Cohen Act 1996
Section 5122(a)(b)(5), OMB Director’s Policy Memorandum M-97-02 (Raines Rules),
|EEE/EIA 12207.0-1996 Section 5.1.1.6, NIST Handbook (March 1995), OMB A-130
Appendix 111 B, IEEE/EIA 12207.2-1997 Section 7.1.2.1(f)/ Annex L.

4.5 Phase Considerations

Automated project scheduling systems facilitate the production of initid project saffing estimeates
and permit aregular review of staffing projections throughout the life cycle. Actud-to-estimated
comparisons should be made and maintained, and forwarded to estimators to help improve
edimating skills. Subsequent work includes refining the requirements, defining the solution, and
confirming the project management gpproach. The end of this phaseis a criticd juncture for the
project; it is the point at which agreements between the Project Manager and System Owner are
made, to procure the resources required for accomplishment of the remaining phases of the project
lifecycle. Thiscan be addressed by answering the following question:

» What resources are needed for completion of the remaining phases of the Life Cycle?
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Systems Development and Life
Cycle Management (SDLCM)

5. DESIGN PHASE

5.1 Phase Overview

Upon completion of the Planning and Requirements Definition Phase, the system progresses to the
Design Phase. During this phase, functiond requirements are trandated into preliminary and detailed
designs. Decisions are made to address how the system will meet functiond, physicd, interface,

and datarequirements. A preliminary (generd) system design emphasizing the functiona features of
the system is produced as ahigh level guide. Then afind (detailed) system design is produced
which expands the design by specifying al the technical detail needed to develop the system.

Exhibit 5-1 identifies key inputs, activities, and deliverables of this phase.

DESIGN

lennir]g — - —® Development
equirements and Test
Definition PHASE Phase
Phase

Input Activities Deliverables (Output)

1. Develop preliminary system & Anguisition Flan - ©
design. o Wiork Breakdown Structure - ©

2. Develop detailed systerndesign. | » ChMPlan- C

3. Review statutoryfadditional = Detailed Design - &
reguirernemts. & Cantingency Flan - O

4 Hold review sessions with user s |mplermentation Flan - O
camrmunity. ® TestPlan- O

5. Review and update System ® Cost Beneft Analysis- U
Security Plan. ® Risgk Management Flan - L

G. Review and update Project & Project Managerment Plan - U
Management Plan. ® Project Risk Assessment - L

7. Perform contingency planning. # Systern Security Flan - L

3. Review Acquisition Strategy and
develap plan. Key:

3. Submit formal program budget. - Caore

10. Start procurernent solicitation - Optional

process, - Update

s Functional Reguirements
Document (FRO)

® Project Risk Azsessment

® Systern Security Plan'Security
Risk Assessment

Exhibit 5-1: Design Phase Inputs, Activities, Deliverables
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5.2 Phaselnputs

The key inputs to the Design Phase are the core ddiverables that were produced during the
Panning and Reguirements Definition Phase. They are:

Functiona Requirements Document (FRD)
Project Risk Assessment
System Security Plarn/Security Risk Assessment

5.3 Phase Activities

5.3.1 Develop Preliminary System Design

The prdiminary system design clarifies the generd characterigtics of the system. It specifiesthe
operating system, architecture components, their timing and sizing, externd and internd interfaces,
inputs and outputs of each subsystem, administrative activities, and security and auditing needs. It
serves the same purpose astheinitia design of abuilding and is the foundation for further detailed
design. See|EEE/EIA 12207.2-1997 Section 5.3.4.2/ 5.3.5.6/ 5.3.7.5/ 5.3.8.5 and NIST Special
Publication 500-223 Section 2.2/ 2.3.

5.3.2 Develop Detailed System Design

The preliminary design is the foundation for the detailed design. System components are further
specified into modules, processes, data, and interfaces and are defined to alevel of detall that will
enable a smooth trangtion to the Development and Test Phase. This top-down approach follows
the Structure previoudy set and adds substructure so that developers need minima additiona
guidance. The detailed design is documented in the Detailed Design Document, a core deliverable
of this phase.

5.3.3 Review Statutory/Additional Requirements

After the design review is completed, statutory or additiona requirements may be identified that
necessitate arevison to prior phase decisions or documents. Alternatively, these may lead to anew
project.

5.3.4 Hold Review Sessionswith User Community

Asthe desgn isinitiated, participation from the user community is essentid to ensure that the
requirements and the design will be consstent with the new or enhanced business requirements.
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5.3.5 Review and Update System Security Plan

The gpplication/system devel oper should identify specific security requirements, allocate them to
specific modules in the design, and update the System Security Plan, as needed to reflect any
changes. For example, if arequirement exists to audit a specific set of user actions, the devel oper
may have to add aworkflow module into the design to accomplish the auditing.

Public Law 100-23 5, the Computer Security Act of 1987, requires Federal agenciesto prepare
security plansfor sysems that process, store, or transmit sengtive information. A security planis
the primary reference point that documents the nature and extent of al security-protective measures
designed to safeguard the facility, equipment, personnel, and information processed or stored by
automeated data processing operating within the facility. The plan focuses on specific protective
measures and any specia policies or procedures set up for asystem. See the DOL Computer
Security Handbook for pertinent or related materid.

5.3.6 Review and Update Project Management Plan

Astasks are completed in this phase, the project manager will update the Project Management Plan
as needed. Project planning information, such as schedules, resources, and project tools and
methodologies are updated to reflect changes in gpproaches and decisons.

5.3.7 Perform Contingency Planning

Contingency planning is optiond in the Design Phase. The objectiveisto ensure that DOL systems
are able to recover from processing disruptions in case of locdized emergencies or large-scale
disasters. An emergency response plan, developed in conjunction with the System Owner and
maintained a the primary and backup computer ingtalations, ensures that reasonable continuity of
support is provided if events occur that prohibit norma operaions. Contingency Plans must be
routinely reviewed, updated, and tested to enable vital operations and resources to be restored as
quickly as possible and to kegp system downtime to an absolute minimum.

5.3.8 Review Acquisition Strategy and Develop Plan

The acquisition strategy, if developed during the Conceptua Planning Phase or Project Planning and
Requirements Definition Phase, is reviewed for accuracy and completeness and is formaized into an
Acquigtion Plan. Additiond detail is added, if not aready specified, indicating how specific
equipment or resources are to be acquired.

5.3.9 Submit Formal Program Budget

Initiation of a budget request is performed at this stage to dert dl affected parties of the cogs that
will incur if the project should continue through the implementation phase. Proper gpprovads are
necessary to obtain the required funding in order to proceed.
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5.3.10 Start Procurement Solicitation Process

Upon completion of the forma budget process, purchase orders for al required hardware,
software, and telecommuni cations equipment are submitted to the Agency’ s procurement
organizetion.

5.4 Phase Ddliverables

Déliverables produced and/or updated in the Design Phase are described below. Deliverables are
reviewed and gpproved by the designated reviewing authority before the IT syslem moving to the
next phase.

5.4.1 Core Deliverables

Core ddliverables are those that are required during this phase. If the projectisanew IT
development effort, the core ddliverables are initiated during this phase and subsequently updated in
later phases. If the project represents a modification or enhancement to an existing system, then the
exigting core documents are updated as appropriate. The following core documents are initiated, or
updated if they dready exi<t, during the Design Phase.

Detailed Design — The Detailed Design is an extension of the prdiminary design activity. It
involvesfilling in the details implied by the prdiminary design. Subsystems may be further
subdivided and described using charts and pseudo code. Logic specifications are given and
data usage is defined in detail. User input and user approvals are spelled out. It so
includes detailed system requirements used to develop the system. Changes to the detailed
design due to changes in the preliminary desgn may create additiona costs and delays that
may require revisons to the schedules set in the Project Management Plan. A sample
outline for a Detailed Design Document is provided in Appendix D. See IEEE/EIA
12207.2-1997 Section 5.3.4.2/ 5.3.5.6/ 5.3.7.5/ 5.3.8.5 and NIST Specia Publication
500-223 Section 2.2/ 2.3.

Work Breakdown Structure (WBS) - The WBS defines the product to be developed and
relates the elements of the work involved to each other and to the end product. It describes
these arrangements in a manner that promotes verification and measurement of technica
accomplishments, and it provides a conceptua framework for integrated planning and
control. The WBS supplements the Project Management Plan. It isoptiond in the first
phase, Conceptua Planning, and optiona in the second phase, Planning and Requirements
Definition, but it isa core ddiverable for Design. In the Development and Test Phase, the
WBS s updated. The WBS should be distinguished from the Contract WBS. Additiona
detal is provided in Appendix B. See |IEEE/EIA12207.2-1997 Section 5.2.4.5 ().

Configuration Management (CM) Plan - Systematic control of revisonsis necessary to
enable reproduction of past results from ateam effort. This plan identifies the automated
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CM system to be used for software devel opment, and other items to be placed under
control, with methods of control. Locations where items are stored are specified and plans
for audits are specified. This document is optiond in the prior Planning and Requirements
Definition Phase, becomes a core ddliverable in this phase, and is updated in the
Development and Test Phase. Starting in the prior phase may optimize the workload in this
phase. A sample outlinefor aCM Planis provided in Appendix D. See IEEE/EIA
12207.2-1997 Section 6.2 and |SO 10007.

Acquistion Plan - The Acquidtion Plan follows from the Acquisition Strategy, if developed
and/or updated in the previous two phases. It describes the methods to be used in
acquiring necessary hardware, software, telecommunication capabilities, and contractor
support services. It promotes planning and verification that necessary resources will be
available when needed. A milestone schedule emphasizesthis. During this phase, asthe
details of the system are defined, resources that need to be acquired are identified. A
sample outline for an Acquisition Plan is provided in Appendix D. See OMB Director’'s
Policy Memorandum M- 97-02 (Raines Rules), Clinger-Cohen Act 1996 Section 5124,
OMB A-130 Appendix IV Section 8b(5), OMB A-109, |IEEE/EIA 12207.0-1996
Sections 5.1.1.2, 5.1.1.8, and 5.2.4.

5.4.2 Optional Deliverables
The following optiond deliverables may beinitiated during the Design Phase:

Contingency Plan - The Contingency Plan documents the sequence of events and actions
that will enable DOL to continue to function if the new system does not meet business
requirements. See OMB A-130 Appendix 11 A3 b(2)d.

Implementation Plan — The Implementation Plan describes how the system isto be
implemented and includes: a description of the implementation activities, an implementation
schedule; support needed for implementation; personnel and roles and respongbilities;
training; performance monitoring; Ste unique requirements; and verification methods. 1t
includes back-off plans for use when necessary. It is optiona during the Design Phase, but
it becomes a core deliverable during the subsequent Development and Test Phase asthe
implementation details are further defined. Training, project planning, and testing
components of the Implementation Plan must be consstent with the Training Plan, PMP,
and Test Plan. A sample outline for an Implementation Plan is provided in Appendix E. See
|[EEE/EIA 12207.2-1997 Section 5.3.1.

Test Plan — The Test Plan documents the test environment, resources, training, methods,
sequence, evauation, and test descriptions. For larger systems it should be begun early to
minimize oversghts. Although optiond at this phase, early test definition can begin to
include the definition of test gpproach, test scenarios, identification of test tools, smulators,
and specid test requirements. Test schedules and approach components of the Test Plan
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must be consistent with the Implementation Plan and PMP. The Test Plan becomes a core
deliverable in the Development and Test Phase (see Chapter 6). A sample outlinefor a
Test Planisprovided in Appendix E See IEEE/EIA 12207.2-1997 Annex D-H.4(c).

5.4.3 Updated Deliverables

The following documents generated during the Conceptud Planning Phase and Planning and
Requirements Definition Phase may be updated during this phase. These are living documents that
evolve throughout the life cycle and are updated, as needed, to aleve of detall that reflects the
maturity of the project.

Project Management Plan (PMP) - The PMP is a core ddiverable of Conceptua Planning
and is subsequently updated during this phase to reflect design decisons. Project planning
information, such as schedules, resources, and project tools and methodologies, are
updated to reflect changes in gpproaches and decisons. The PMP is updated to reflect
implementation and testing plans reflected in the Implementation Plan and Test Plan,
respectively. A sample outline for aPMP is provided in Appendix B. See IEEE/EIA
12207.2-1997 Section 5.2.4.2.

Risk Management Plan (RMP) - The RMP isacore deliverable of Conceptua Planning,
and is subsequently updated through five life cycle phases, including the Operations and
Maintenance Phase. Asthe project advances, previoudy identified risks are re-evaluated
and newly redlized risks are defined and assessed. A sample outline for an RMP is
provided in Appendix B. See Clinger-Cohen Act 1996 Section 5122(a)(b)(5), OMB
Director’s Policy Memorandum M-97-02 (Raines Rules), IEEE/EIA 12207.0-1996
Section 5.1.1.6, NIST Handbook (March 1995), OMB A-130 Appendix |11 B, IEEE/EIA
12207.2-1997 Section 7.1.2.1(f)/ Annex L.

Project Risk Assessment — The Project Risk Assessment is updated during this phase to
address the re-evauation of previoudy identified risks as well as additiond risks that may
have been identified during design activities. This assessment may be a part of the RMP.
See OMB A-130 Section 8 and Appendix 111 Ba2, IEEE/EIA 12207.0-1996 Section
5.2.4.5, and Clinger-Cohen Act 1996 Section 5131.

System Security Plan (SSP)/Security Risk Assessment (SRA) — The SSP/SRA isaliving,
dynamic document reflecting the current posture of the IT system and should be initidly
developed in the Planning and Requirements Definition Phase and updated in later phases.
More specificity is added in this phase to reflect design decisions. It is aso updated after a
ggnificant system configuration change, or & least oncein every 3 years. See OMB A-130
Section 8 and Appendix 111 Ba2, IEEE/EIA 12207.0-1996 Section 5.2.4.5, Clinger-Cohen
Act 1996 Section 5131, and DOL Computer Security Handbook.

Cog-Benefit Analyss (CBA) — The CBA is updated in this phase as needed to include
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additiond tangible or intangible benefits that may accrue dong with the budgeted costs. A
sample format for a CBA is provided in Appendix B. See Clinger-Cohen Act 1996, |IEEE
12207.0-1996 Section 5.1.1.6.

5.5 Phase Considerations

Key congderations during this phase may address the following questions.

>

Has a sufficient didog occurred with the designated future users to document their needs
before writing the preliminary desgn?

Have all project stakeholders (Project Manager, customer, performing organization, and
owner) reviewed the finad design to ensure incorporation of al requirements and design
consderations (see A Guide to the Project Body of Knowledge, William R Duncan,
Director of Standards, Section 2.2)?

Has proper funding been dlocated to continue the implementation of the project?

Have dl sgnificant risks been identified and documented?

Was a Configuration Management Plan that will track, modify, and update software
development entities?

Have new management, risk, and security cons derations been documented in light of new
understandings flowing from the growth of the project?

Were gatutory requirements (e.g., bility) met?
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Systems Development and Life
Cycle Management (SDLCM)

6. DEVELOPMENT AND TEST PHASE

6.1 Phase Overview

During the Development and Test Phase, executable software is developed from detailed design
specifications. The system is vaidated through a sequence of unit, integration, system, and
acceptance test activities. The objective isto ensure the system functions as expected and user
requirements are satisfied. Large systems are solicited, awarded, and managed in accordance with
the Acquisition Plan. All hardware, system software, communications, applications, procedures,
and associated documentation are devel oped/acquired, tested, and integrated. This phase requires
strong user participation in order to verify that al requirements have been thoroughly tested and
meet dl busness needs. Exhibit 6-1 identifies essentid inputs, activities, and deliverables of this

Besign DEVELOPMENT & TEST __ o IpIERETEaton
Phase — ™ PHASE Phase

Input Activities Deliverables {Output)

" it 1. Developfprocure systern. * Test Plans- C©

| ﬁgrilgtrlggk?oﬁ:gs}'{isggm 2. Develop Test Flans. * Implementation Plan-

3. ldentify training requirements. * Acceptance Test Plan - ©

4. Conduct unittesting. » Acceptance Test Report- C
5. Conduct integration testing. » Acceptance Test Approval- C
B. Conduct system testing. » Training Plan- C

7. Conduct acceptance testing. » Delivered System - ©

g. werify security contrals. * Systemn hanuals - C

s Usger Manuals- C

* Configuration Management FPlan
+ Detailed Design

» Systemn Fielding Authorization - O

* Risk Managerment Plan - U

* Project hanagement Flan- U

» Acquisition StrategyPlan - L

= Work Breakdown Structure - U

* Project Risk Assessment - U

* Systern Security Plan'Security
Risk Assessment - L

+ Configuration Managerment Plan -
U

Key:
C-Core 0O-Optional U - Update

phase.
Exhibit 6-1: Development and Test Phase Inputs, Activities, Deliverables
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6.2 Phaselnputs

The key inputs to the Development and Test Phase are the core ddliverables produced during the
Design Phase. They are:

Detalled Design Document - contains the subsystem logic specifications and their inputs and
outputs.

Work Breakdown Structure (WBS) - The WBS defines the product to be developed and
rel ates the elements of the work involved to each other and to the end product.

Configuration Management (CM) Plan — I dentifies the management, tracking, and control
methods for maintaining system configuration items (software, hardware, documentation,
change requedts, etc.). 1t may identify an automated CM system to be used for software
and other items to be placed under control.

Acquisition Plan - describes the methods to be used in acquiring necessary hardware,
software, telecommunication capabilities, and contractor support services.

6.3 Phase Activities

6.3.1 Develop/Procure System

Obtain hardware, software and other required resources. Develop the system.  Identifying
personnel assigned to the project, generate code, compile and link it, perform unit testing in
accordance to development approach and standards defined in the Project Management Plan.
Methods specified in the Configuration Management Plan are utilized to ensure systlem versons and
changes are managed, tracked. Items to be procured include those for both development and
production environment. They are procured, as needed in accordance to the process defined in the
Acquigtion Plan.

6.3.2 Develop Test Plans

Testing activities are planned and documented and may include test cases, test scripts, and test
scenarios. Test Plans are documented at varying levels, as appropriate, to vaidate the detailed
requirements defined in the Design Phase and functiona requirements defined in the Planning and
Requirements Definition Phase. Test Plans are the basis for performing integration, system, and
acceptance testing activities that occur later in this phase. Test Plans must be kept consistent with
the methods and schedules specified the Project Management Plan and Implementation Plan.

6.3.3 ldentify Training Requirements
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Training activities are planned and documented and include a training schedule, class outline, class
descriptions, training materias, resources and facility requirements, and identification of the target
audience. Training materids and classes are planned and coordinated with the System Owner and
user community to ensure that gppropriate personnd are trained on new systems or capabilities.

6.3.4 Conduct Unit Testing

Unit testing usudly occursin conjunction with module development. Individua software modules
are executed and tested in a controlled environment (e.g., test data and Smulated software). The
software modules are vaidated to ensure they yidd the correct results given arange of valid and
invaid inputs. Upon successful completion of unit testing, testing activities advance to the next stage
- integration tests.

6.3.5 Conduct Integration Testing

Integration testing is conducted in accordance to previoudy documented integration test plans and
procedures. The objective isto vaidate that integrated program components, or modules, function
properly and yield expected results. In alarge systemn, modules are typicaly combined into logica
functiond groupings caled subsystems and tested at thislevel. Upon successful completion of
integration testing, testing activities advance to the next sage - system testing.

6.3.6 Conduct System Testing

System testing is conducted in accordance to previoudy documented system test plans. The
objectiveisto combine dl the system components (e.g. subsystems), vdidate that the system
functions properly and meets dl technical, performance, and interface requirements. Systems are
tested in redlistic conditions having changing and competing priorities.

6.3.7 Conduct Acceptance Testing

Acceptance testing is conducted in accordance to the Acceptance Test Plan findized earlier in this
phase. Users participate in acceptance testing to confirm that the developed system meets al user
requirements identified in the Planning Requirements and Definition Phase. Acceptance tedting is
conducted in asmulated “red” user environment using Smulated or red target platforms and
infrastructures. Acceptance test results are documented in an Acceptance Test Report. Upon
completion of acceptance testing, the Acceptance Test Approva is prepared by the approving
authority stating that test results have been reviewed and testing successfully completed.

6.3.8 Verify Security Controls

Security controls are tested before implementing the system implementation to uncover any design
and implementation flaws that would violate security policy. Security Test and Evauation (ST&E)
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may be conducted as part of sysem testing. It involves verifying that a system’s security
mechanisms are adequate, complete, and correct, and system documentation is consstent with the
actud implementation.

6.4 Phase Deliverables

Ddliverables produced and/or updated in the Development and Test Phase are described below.
Ddiverables are reviewed and gpproved by the designated reviewing authority before moving to the
next phase.

6.4.1 Core Deliverables

Core ddliverables are those that are required during this phase. If the projectisanew IT
development effort, the core ddliverables are initiated during this phase and subsequently updated in
later phases. If the project represents a modification or enhancement to an existing system, then the
existing core documents are updated as gppropriate. The following core ddliverables are initiated,
completed, or updated if they aready exist, during this phase.

Ddlivered System - Is devel oped/procured and tested in this phase. See OMB A-130
Appendix 111 A; IEEE/EIA 12207.2-1997 Sec 5.3.12.

Test Plan(s) - The plan documents the test environment, resources, training, methods,
schedules, evauation, and test descriptions for unit, integration and system test activities as
gopropriate. Test plan development is optiond for the prior Planning and Requirements
Definition Phase and for the Design Phase; however in this phase it is a core ddiverable so
that a testing approach needs to be established before test execution. A sample outline for
aTes Planisprovided in Appendix E. See IEEE/EIA 12207.2-1997 Sec 5.3.13.1 and
Annex D-H.4.

Acceptance Test Plan - This plan documents the scope, content, methodology, sequence,
management of, and respongbilities for acceptance test activities. It ensuresthat al aspects
of the system are adequatdly tested against requirements. See |EEE/EIA12207.2-1997
Sec 5.3.13.1 and Annex D-H.4.

Acceptance Test Report - Documents software testing as defined in the Acceptance Test
Pan. A summary of test results documenting problems encountered during testing, are
attached to this report, as appropriate. See IEEE/EIA 12207.2-1997 Section 5.3.11.2;
|[EEE/EIA 12207.0-1996 Annex E3, 4.

Acceptance Test Approva — Is a checkpoint where a confirmation is reached that the IT
system satisfies the intent of the project and is ready to be released for implementation. It
documents that acceptance test results have been reviewed and acceptance testing
successfully completed and is Sgned by the designated gpprova authority. It may be
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attached to the Acceptance Test Report. See IEEE/EIA 12207.2-1997 Annex D-H.4.

Syster Manudss - Includes documents providing information to describe the design,
development, production, distribution, operation, maintenance, and management of the
system and are produced as needed to meet specific project needs. System manuds are
produced during this phase and updated as needed during the operations and maintenance
phase to reflect changes or enhancements. See IEEE/EIA 12207.2-1997 Section 6.1.

User Manuas— Document ingructions, guidance, and reference information relating to user
execution of the system. User manuas are produced during this phase and updated as
needed during the operations and maintenance phase to reflect changes or enhancements to
the system. See IEEE/EIA 12207.2-1997 Section 6.1.

Implementation Plan - Drawing on prior documents, this plan describes a plan for
implementing the system in the operationd environment. It trandates business needs into
key activities (e.g., ingdlation, training, verification, monitoring); specifies an implementation
schedule; and identifies specific personnel, hardware, software and Ste requirements. It
includes back-off plans for use when necessary. If apreiminary Implementation has
aready been produced in prior phases, it isfindized in this as the implementation details
become better defined. A sample outline for an Implementation Plan is provided in
Appendix E. See IEEE/EIA 12207.2-1997 Section 5.3.1.

Training Plan - Outlines the objectives, needs, strategy, and curriculum to be addressed for
training users on the new or enhanced information systlem. The plan presents the activities
needed to support the development of training materias, coordination of training schedules,
reservation of personnd and facilities, planning for training needs, and other training-related
tasks. Training activities are conducted in accordance with the Training Plan to teach users
how to operate the sysem. A sample outline for a Training Plan is provided in Appendix E.
See |[EEE/EIA 12207.0-1996 Section 5.2.4.5 (0), OMB A-130 Appendix 111 A 3a2) b)
and Clinger-Cohen Act 1996 Section 5112(i).

6.4.2 Optional Deliverables
The following optiona deliverable may be developed during the Development and Test Phase:

System Fielding Authorization (SFA) - Used to ensure that program management, Site
automated data processing and/or facilities operation support staff, and the user of the
proposed fielded system agree that the system meets al known requirements, that it has
been developed and tested in accordance with the provisions in the Project Management
Plan and other SDLCM plans. The designated approva authority Signs off on the SFA.
See |IEEE/EIA 12207.2-1997 Section 5.3.12 and NIST Specia Publication 500-223
Section 2.5.

6-5



U.S. Department of Labor Systems Development and Life Cycle Management Manual Version 2.0

6.4.3 Updated Deliverables

The following documents generated during previous SDLCM phases may be updated during this
phase. These are living documents that evolve throughout the life cycle and are updated, as needed,
to aleve of detall that reflects the maturity of the project.

Project Management Plan (PMP) — The PMP is a core deliverable of Conceptua Planning,
and is subsequently updated as the project advances and management has more information
and additiona time to improve the previous andysis and conclusons. Updating continues
through four phases, into the Implementation Phase. A sample format for aPMPis
provided in Appendix B. See IEEE/EIA 12207.2-1997 Section 5.2.4.2.

Risk Management Plan (RMP) - The RMP is updated during this phase to reflect project
advances, reassessment of exigting risks, and identification and assessment of new risks. A
sample format for aRMP is provided in Appendix B. See Clinger-Cohen Act 1996 Section
5122(a)(b)(5), OMB Director’s Policy Memorandum M-97-02 (Raines Rules), IEEE/EIA
12207.0-1996 Section 5.1.1.6, NIST Handbook (March 1995), OMB A-130 Appendix |11
B, IEEE/EIA 12207.2-1997 Section 7.1.2.1(f)/

Annex L.

Acquigtion Plan - The Acquisition Plan, produced during the Design Phase (see Chapter 5),
is updated as needed, to address any changes needed for acquiring necessary hardware,
software, telecommuniceation capabilities, and contractor support services. 1t supplementsthe
Project Management Plan. A sample outline for an Acquisition Plan is provided in Appendix
D. See OMB Director’s Policy Memorandum M- 97-02 (Raines Rules), Clinger-Cohen Act
1996 Section 5124, OMB A-130 Appendix IV Section 8b(5), OMB A-109, IEEE/EIA
12207.0-1996 Sections 5.1.1.8, and 5.2.4.

Work Breakdown Structure (WBS) - The WBS supplements the Project Management Plan
and is updated during this phase to reflect any planning and tasking changes that have been
made to the PMP. Additiond information for aWBS (e.g., Summary WBS, Project WBS,
and Contract WBY) is provided in Appendix B. See IEEE/EIA12207.2-1997 Section
5.2.4.5 (c).

Project Risk Assessment - The Project Risk Assessment is updated during this phase to
address the re-evauation of previoudy identified risks as well as additiond risks that may
have been identified during development and test activities. This assessment may be a part of
the RMP. See OMB A-130 Appendix |11 Ba2, IEEE/EIA 12207.0-1996 Section 5.2.4.5,
and Clinger-Cohen Act 1996 Section 5131.

System Security Plan (SSP)/Security Risk Assessment (SRA) — The SSP/SRA isaliving,
dynamic document reflecting the current posture of the IT system and should be initidly
developed in the Planning and Reguirements Definition Phase and updated in later phases.
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6.5

More specificity is added in this phase to reflect development and test decisions; eg., if any
modules/interfaces that have been developed affect sengtive data that might be shared among
users of the system. It is dso updated after a Sgnificant system configuration change, or at
least oncein every 3 years. See OMB A-130 Section 8 and Appendix |11 Ba2, IEEE/EIA
12207.0-1996 Section 5.2.4.5, Clinger-Cohen Act 1996 Section 5131, and DOL Computer
Security Handbook.

Configuration Management (CM) Plan — The CM Plan is updated in this phase, as needed, to
support identification of, or changesto: the locations where configuration items are stored
(electronicaly or hard copy); the automated libraries used to store other documentation; the
software components of the system; and configuration audits that will be performed. See
|[EEE/EIA 12207.2-1997 Section 6.2, IEEE/EIA 12207.0-1996 Section 5.2.4.5, and SO
10007.

Phase Consider ations

Key congderations during this phase may address the following questions:

>

>

Has the newly deve oped/enhanced system undergone code, testing and/or qudity reviews?

Have the gppropriate parties formally accepted the newly developed system or
enhancement?

Has proper funding been alocated to continue through the remainder of the SDLCM?

Did the test team document any discrepancies that were existed in the origina
Specifications?

Problems or new information identified in this phase may require changes to products developed in
earlier phases. If thisisthe case, is an dternate gpproach necessary and is the project ready to
proceed (e.g., go/no-go decision)?
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Systems Development and Life
Cycle Management (SDLCM)

/. IMPLEMENTATION PHASE

7.1 PhaseOverview

During the Implementation Phase, the new or enhanced system isingtdled in the production
environment, users are trained, datais converted (as needed), and the system is turned over to the
user. This phase includes efforts required to implement the syssem as well asto resolve any
problemsidentified during the implementation process. Exhibit 7-1 identifies key inputs, activities
and deliverables of the Implementation Phase.

IMPLEMENTATION
PHASE

Input Activities

Development
& Test
Phase

—# Operations and
Maintenance

Phase
Deliverables {Output)

» Test FPlans

» Implementation FPlan

» Acceptance Test Plan

» Acceptance Test Report

« Acceptance Test Approval
» Training Plan

» Dielivered System

» Systern Manuals

» Uzer Manuals

1. Review test documentation.

2. Review and update systerm and
user rmanuals.

3. Review and update project
planning docurmentation.

4. Train personnel,

5. Perform computer security
cerfication and accreditation,

G. Implernent system.

& Computer Security Cerification -

® Security Accreditation Letter- C

s Implementad Systern- ©

® Trained Personnel - C

e Implementation Cerification
Staternent - C

= Rizk Managerment Plan- U

= Project Managerment Plan- U

= Aoguisition StrategyPlan - U

= YWork Breakdown Structure - U

® Project Risk Assessment - U

* Systern Security Plan®Security
Risk Assessment - U

® Chd Plan- U

* Systern Manuals- U

e Llzer Manuals- L

Key:
C-Core  U- Update

Exhibit 7-1: Implementation Phase Inputs, Activities, Deliverables
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7.2 Phaselnputs

The essentid inputs to the Implementation Phase are the core deliverables that were produced
during the Development and Test Phase. They are:

Test Plans

Implementation Plan
Acceptance Test Plan
Acceptance Test Report
Acceptance Test Approva
Training Plan

Delivered System

Sysem Manuds

User Manuds

7.3 Phase Activities

7.3.1 Review Test Documentation

All test plans, test cases and test results produced during the Development and Test Phase,
including those for acceptance testing, are reviewed for completeness and used within this phase.
Some sample testing of the tests conducted in the previous phase may be conducted for purposes of
vaidating system operability once the sysem isindaled.

7.3.2 Review and Update System and User Manuals

System and user manuals devel oped or updated during the Development and Test Phase are
reviewed for accuracy and completeness and updated, as needed. Changes are incorporated to
reflect modifications or enhancements that have been incorporated. Additiond detail is
incorporated to reflect the availability of new information.

7.3.3 Review and Update Project Planning Documentation

The Project Management Plan (PMP), Work Breskdown Structure (WBS), Risk Management
Plan (RMP), Acquisition Plan, Project Risk Assessment, and Configuration Management (CM)
Plan are updated in this phase, as needed. Any changesin project activities, schedules, or resource
needs that may have occurred as aresult of implementation planning and execution are incorporated
into the appropriate planning documents (e.g. PMP, WBS, Acquisition Plan, CM Plan). Risk
planning and assessment documents are updated to reflect closure of previoudy identified risks as
wdl as newly identified risks.
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7.3.4 Train Personn€

Users and operations personnel trained during this phase in accordance with the processes
edablished in the Training Plan. The purposeisto fully acquaint them with the systlem and equip
them for usng the system effectively and efficiently. System and user manuds devel oped during the
previous phase are utilized during the training sessons.

7.3.5 Perform Computer Security Certification and Accreditation

Computer Security Certification isthe comprehensive analyss of the technical and non-technica
security features and other safeguards of a system to establish the extent to which a particular
system meets a set of specified security requirements. The certification process includes completing
a Security Risk Assessment, System Security Plan, Security Operating Procedures, Security Test
and Evauation, and Certification Statements. All of these documents grouped together comprise
the certification package. They are submitted to the Agency Computer Security Officer for review
and gpprovd. It isthen submitted to the designated gpprova authority within the Office of the Chief
Information Officer (OCIO).

Computer Security Accreditation is defined as a“formal declaration by an accrediting authority that
acomputer system is approved to operate in a particular security mode using a prescribed set of
safeguards.” The Designated Accrediting Authority (DAA) may be a senior manager of DOL or
from within the Agency. The DAA will review the letter from the OCIO and the accompanying
certification package. The DAA will determine, based on the remaining resdud risk, if the systemiis
operating in the best interest of DOL/Agency. After ensuring that al needs have been fulfilled,
Computer Security Accreditation is granted.

7.3.6 Implement System

The Implementation plan, developed in the previous phaseis reviewed. Incorporate changes as
needed. Conduct afind sysem review. Ingtdl the system in the production environment, datais
converted as needed, and sample testing is conducted to verify that the system operates correctly.
System and user documentation is reproduced and distributed to appropriate personne. An
Implementation Certification is signed by the Project Manager and the System Owner to confirm
that the system has been successfully implemented according to documented plans and procedures.

Successful implementation is ensured when known deficiencies and requirements are addressed and
resolved before system implementation. M odifications made to the system both before and during
implementation should be documented and provided to system users, operators, and other affected
personnel. At the end of this phase, the product basdline (conssting of the production system,
database(s), an updated data dictionary, and supporting documentation) is established.
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7.4 Phase Deliverables

Déliverables produced and/or updated in the Implementation Phase are described bel ow.
Deliverables are reviewed and gpproved by the designated reviewing authority before the IT system
moves to the next phase.

7.4.1 Corede€liverables

Core ddiverables are those that are required during this phase. The following core deliverables are
initiated, or updated if they aready exist, and findized in the Implementation Phase.

Computer Security Certification - The following four documents comprise the certification
package. They must be submitted to the Agency Computer Security Officer for
certification:

a A memorandum gtating completion of security activities
b. A Computer Security Certification Statement

c. A Summary of Compliance
d. A Statement of Resdud Risk

Sample outlines for the above documents are provided in Appendix F. See dso FIPS
Publication 102 and the DOL Computer Security Handbook, Appendix A and G.

Security Accreditation Letter - Upon completion of the Computer Security Certification,
the certification package (see above) and the Security Accreditation Letter are submitted by
the OCIO Program Manager to the Designated Accrediting Authority (DAA) for review
and approval. See FIPS Publication 102 Sections 2.5.2/2.6.2 and DOL Computer
Security Handbook, Appendices A and G.

Implemented System - Following successful completion of acceptance testing, the system is
reedy for implementation as a production sysem. The sysem isingdled and verified in the
production environment. Associated system and user manuals are turned over to the
production staff and are carried forth into the Operations and Maintenance Phase.

Trained Personnd - Users and operations training is conducted in accordance with the
Traning Flan.

Implementation Certification Statement - This statement is Signed by the Project Manager
and the System Owner and verifies that the system has been successfully implemented
according to documented plans and procedures. A sample outline for an Implementation
Certification Statement is provided in Appendix F. See IEEE/EIA 12207.0-1996 Section
5.3.12.
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7.4.2 Updated Deliverables

The following documents, generated and/or updated during previous SDLCM phases, may be
updated or findlized during this phase. These are living documents that evolve throughout the life
cycle and are updated, as needed, to aleve of detail that reflects the maturity of the project.

Risk Management Plan (RMP) - The RMP is updated during this phase to reflect project
advances, reassessment of exigting risks, and identification and assessment of new risks. Itis
essentid that new risks identified during this phase (pertaining to implementation and future
operations) are documented so that appropriate measures can be taken during the operations
and maintenance phase to overcome or mitigate such risks. A sample format for aRMP is
provided in Appendix B. See Clinger-Cohen Act 1996 Section 5122(a)(b)(5), OMB
Director’s Policy Memorandum M-97-02 (Raines Rules), IEEE/EIA 12207.0-1996 Section
5.1.1.6, NIST Handbook (March 1995), OMB A-130 Appendix 11 B, IEEE/EIA 12207.2-
1997 Section 7.1.2.1(f)/ Annex L.

Project Management Plan - The PMP isacore ddliverable of Conceptua Planning, and is
subsequently updated as the project advances and management has more information and
additiona time to improve the previous analysis and conclusons. Updating continues through
four phases, into the Implementation Phase where it is findized to reflect any changesin
tasking, scheduling, or resources. A sample format for aPMP is provided in Appendix B.
See |EEE/EIA 12207.2-1997 Section 5.2.4.2.

Acquisition Strategy/Plan - The Acquisition Plan, produced during the Design Phase (See
Chapter 5), is updated as needed, to address any changes needed for acquiring necessary
hardware, software, telecommunication capabilities, and contractor support services. It
supplements the Project Management Plan. A sample outline for an Acquigition Planis
provided in Appendix D. See OMB Director’s Policy Memorandum M- 97-02 (Raines
Rules), Clinger-Cohen Act 1996 Section 5124, OMB A-130 Appendix IV Section 8b(5),
OMB A-109, IEEE/EIA 12207.0-1996 Sections 5.1.1.2,5.1.1.8, and 5.2.4.

Work Breakdown Structure (WBS) - The WBS supplements the Project Management Plan
and is updated during this phase to reflect any planning and tasking changes that have been
made to the PMP. Additiona information for aWBS (e.g., Summary WBS, Project WBS,
and Contract WBS) is provided in Appendix B. See IEEE/EIA12207.2-1997 Section
5.2.4.5(c).

Project Risk Assessment (PRA) - The Project Risk Assessment is updated during this phase
to address the re-evauation of previoudy identified risks aswell as additiond risks that may
have been identified during implementation activities. This assessment may be a part of the
RMP. See OMB A-130 Section 8 and Appendix |11 Ba2, IEEE/EIA 12207.0-1996
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Section 5.2.4.5, and Clinger-Cohen Act 1996 Section 5131.

System Security Plan (SSP)/Security Risk Assessment (SRA) - The SSP/SRA isaliving,
dynamic document reflecting the current posture of the IT system and should be initidly
developed in the Planning and Requirements Definition Phase and updated in later phases. It
is updated in this phase to reflect system security considerations discovered during system
implementation activities. It isdso updated after a Sgnificant system configuration change, or
at least oncein every 3 years. See OMB A-130 Section 8 and Appendix |11 Ba2, IEEE/EIA
12207.0-1996 Section 5.2.4.5, Clinger-Cohen Act 1996 Section 5131, and DOL Computer
Security Handbook.

Configuration Management (CM) Plan - The CM Plan is updated in this phase, as needed,
to support identification of, or changesto: the locations where configuration items are stored
(electronicaly or hard copy); the automated libraries used to store other documentation; the
software components of the system; and configuration audits that will be performed. See
|[EEE/EIA 12207.2-1997 Section 6.2, IEEE/EIA 12207.0-1996 Section 5.2.4.5, and SO
10007.

Systems Manuds - System Manuds are updated during this phase to reflect needed changes
identified during system implementation activities. At the end of this phase, they should
accurately document the design, development, production, distribution, operation,
maintenance, and management of the IT sysem. This documentation is carried forward into
the Operations and Maintenance Phase. See IEEE/EIA 12207.2-1997 Section 6.1.

User Manuds - User Manuas are updated during this phase to reflect needed changes
identified during system implementation activities. At the end of this phase, they should
accuratey document ingructions, guidance, and reference information relating to user

execution of the system. This documentation is carried forward into the Operations and
Maintenance Phase. See IEEE/EIA 12207.2-1997 Section 6.1.

7.5 Phase Considerations

A number of project related decisions are made in this phase that may address the following
questions:

» What changes are necessary to complete the system implementation?
» Isaprocessin placeto alow for continued upgrade decisions such as.
o What upgrades are required to address new or changing requirements?

o What approvals are necessary to undertake the change?

7-6



U.S. Department of Labor Systems Development and Life Cycle Management Manual Version 2.0

o Arethe gppropriate resources and sufficient funding available to support approved
system changes, upgrades, and new requirements?
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Systems Development and Life
Cycle Management (SDLCM)

8. OPERATIONSAND
MAINTENANCE PHASE

8.1 Phase Overview

Once a system becomes operationd, it moves to the Operations and Maintenance Phase. The
emphasis of this phaseisto ensure that user needs continue to be met and that the system continues
to perform according to specifications. Routine hardware and software maintenance and upgrades
are performed to ensure effective system operations. User training continues during this phase as
needed to acquaint new users to the system or to introduce new features to the current users.
Additiona user support is provided as an ongoing activity to help resolve reported problems. This
phase continues until the sysem isretired. Exhibit 8-1 identifies essentia inputs, activities, and
ddiverables of this phase.

OPERATIONS AND

Implementation —= —m Disposition

Phase MAINTENANCE Phase
PHASE

Input Activities Deliverables (Cutput)

1. Perform system maintenance. = Disposition Plan (to be developed

2. Update System Security near end of phase) - C
Plan/Security Risk Assessment.

3. Conduct periodic system review.

4. Test Contingency Planis).

3. ldentify system disposition needs. | Key:

= Agency Computer Security
Certification

» Security Accreditation Letter

» Implemented System

® Trained Personnel

» Implementation Certification

Staterment

Exhibit 8-1: Operations and Maintenance Phase Deliverables, Activities, Deliverables
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8.2 Phaselnputs

The essentid inputs to the Operations and Maintenance phase are the core ddiverables that were
produced during the Implementation phase. They are:

Agency Computer Security Certification signed off by the Project Manager and the System
Owner

Security Accreditation letter sgned off by the Designated Accreditation Authority

An Implemented System indtaled and operating in the production environment

Trained personnd, along with associated training documentation

Implementation Certification Statement

All ddliverable documents produced in prior phases are turned over to system adminigtrators,
maintainers, and support personnel. Documentation is updated as needed utilizing established
configuration management and control processes as system enhancements or changes are
incorporated.

8.3 Phase Activities

8.3.1 Perform System Maintenance

System Maintenance encompasses awide gamut of activities including routine activities such as
backing up data and program files and upgrading/replacing hardware/software systems, gpplication
software, and vendor supplied COTS packages. Maintenance activities dso involve fixing
previoudy undetected errors. Various reviews may be conducted during this phase to gather
important information used to assess continued use of the system, to evauate additiona
enhancements, and to obtain user comments.

Maintenance personne determine if modifications to the system and databases are needed to
resolve errors, enhance system performance, or to provide new capabilities. New capabilities may
take the form of routine maintenance or congtitute enhancements to the system or database in
response to user requests for new or improved capabilities. The Request for Information
Technology Services (RITS) is the mechanism used to identify aneed or opportunity to enhance a
system or fix previoudy undetected errors.

Proposed changes are reviewed and approved by the appropriate review authority (as per the DOL
Guideto IT Capitd Invesment Management) before implementation. Mgor syslem modifications
or enhancements that are needed after the system has been implemented will follow the life cycle
process from planning through implementation as appropriate. In this case a Project Management
Pan incuding a Feasibility Study is updated or developed to identify needed modifications to the
exising system and related documentation. The appropriate reviews and testing are conducted
based on the scope of the modification. The maintenance manud is updated as needed to
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document gpproved changes to the system.
8.3.2 Update System Security Plan/Security Risk Assessment

By thetimethe IT effort getsto this phase, al security activities should have been ether initiated or
completed. The System Security Plan (SSP)/Security Risk Assessment (SRA) is updated once
every 3 years or when asignificant change occurs (see DOL Computer Security Handbook).
Computer and telecommuni cations security awareness training is provided to al personnd having
accessto DOL IT systems. The Project Manager must ensure that security-operating procedures
are also kept updated. See OMB A-130 Section 8 and Appendix |11 Ba2, IEEE/EIA 12207.0-
1996 Section 5.2.4.5, and Clinger-Cohen Act 1996 Section 5131, DOL Computer Security
Handbook.

8.3.3 Conduct Periodic System Review

The Periodic System Review is conducted (at least annually) during this phase. Thisreview is
performed to evauate system performance, user satisfaction with the system, adaptability to
changing business needs, and new technologies that might improve the system. Thisreview is
diagnogtic in nature and may lead to development or maintenance activities. See IEEE/EIA
12207.2-1997 Section 6.6 and Clinger-Cohen Act 1996 Section 5113 B4.

8.3.4 Test Contingency Plan(s)

Contingency plan(s) are tested during this phase. To the extent possible, dl testing should be done
by smulaing actua conditions. Problems noticed during testing ong with optimum solutions
should be discussed and disseminated to gppropriate parties as “Lessons Learned”. Contingency
Plan(s) testing should be done at regular periodic intervas to creste and maintain a sense of
awareness and preparedness among Agency personnd of likely caamities that could occur.

8.3.5 ldentify System Disposition Needs

Sincethenormd life cycle of an IT system isusudly severd years, digpogtion planning may not
occur until the end of this phase (i.e., when a decison has been madeto retire the IT system).
However, if the system processes sendtive data and interfaces to other IT systems, it is
advantageous to identify and document the system disposition plan and associated impacts in the
eaxrly sages of thelife cycle. Thiswill ease the effort later in this phase when the find Disposition
Plan is prepared.

8.4 Phase Ddliverables

Ddliverables produced and/or updated in the Operations and Maintenance Phase are described
below. Ddiverables are reviewed and gpproved by the designated reviewing authority before

83



U.S. Department of Labor Systems Development and Life Cycle Management Manual Version 2.0

the IT system can move to the next phase.
8.4.1 Core Deliverables

Core ddiverables are those that are required during this phase. The following core deliverables are
initiated during the Operations and Maintenance Phase:

Disposition Plan — The objective of the Digposition Plan is to ate the approach and
processes for disposing of a system in a planned orderly manner and to ensure that the
system is properly archived or incorporated into other sysems. The Dispostion Plan is
initiated (or updated, as needed, if it dready exists) in thisphase. It isfindized once a
decision has been made to retire the system, which may not occur until later in the phase. A
sample outline for a Disposition Plan is provided in Appendix G. See IEEE/EIA 12207.0 —
1996 Section 5.5.6.

8.4.2 Updated Deliverables

The following documents generated during previous SDLCM phases may be updated during this
phase. These are living documents that evolve throughout the life cycle and are updated as needed
to aleved of detal that reflects the maturity of the project.

Risk Management Plan (RMP) — The RMP isreviewed to ensure that it reflects any
maintenance activities that have occurred during this phase. It is possible that certain risks
that were projected during the development phase may no longer be applicable or may
need to be upgraded or downgraded depending upon the prevailing circumstances. In
addition, due to the changing environment, new risks may have surfaced that may require
additiona means/measures for risk reduction. See Chapter 3 for a description of the Risk
Management Plan. See Clinger-Cohen Act 1996 Section 5122(a)(b)(5), OMB Director’s
Policy Memorandum M-97-02 Raines Rules), IEEE/EIA 12207.0-1996 Section 5.1.1.6,
NIST Handbook (March 1995), OMB A-130.

Project Risk Assessment — During this phase, programmetic and technical risks associated
with maintenance activities (e.g., hardware/software upgrades, personnel changes, IT
system disposdl, etc.) may need to be reassessed. The Project Risk Assessment may be
part of the Risk Management Plan. See Chapter 4 for adescription of the Project Risk
Assessment. See Clinger-Cohen Act 1996 Section 5122(a)(b)(5), OMB Director’s Policy
Memo M-97-02 (Raines Rules), IEEE/EIA 12207.0-1996 Section 5.1.1.6, OMB A-130
Appendix Il B, IEEE/EIA 12207.2-1997 Section 7.1.2.1(f)/ Annex L.

System Security Plan (SSP)/Security Risk Assessment (SRA) — With the passage of time,
information that was once considered of high security value may need to be declassified or
have its classfication downgraded. Advances in hardware technology may permit
applications and software that were once encoded before transmisson to be transmitted as
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plain text code over a more secure network. To reflect this constantly changing pattern in
hardware and software, SSP/SRA’s are updated as needed. See Chapter 4 for a
description of the System Security Plan/Security Risk Assessment. See OMB A-130
Section 8 and Appendix |11 Ba2, IEEE/EIA 12207.0-1996 Section 5.2.4.5, and Clinger-
Cohen Act 1996 Section 5131 and DOL Computer Security Handbook.

System Manuas — System manudss are updated to reflect any changes in hardware and
software that may occur in the operating environment, application software or procedures
for ingtdling, operating or maintaining applications. See Chapter 6 for adescription of
System Manuals. See IEEE/EIA 12207.2-1997 Section 6.1.

User Manuas — User manuas need to be updated to reflect changesin application

software, databases, file layouts, operating procedures, etc. See Chapter 6 for a
description of User Manuals. See IEEE/EIA 12207.2-1997 Section 6.1.

8.5 Phase Considerations
Key project gpproach considerations during this phase may address the following questions:

» How should the evauation of the system/data be conducted?

» What new or additiona user support activities are needed?

» What improvements in systemv/data functiondity, quality, and performance are required?

»  What adjustments are needed to the current system/data management procedures?
Project execution considerations include planning the required changes or enhancements to the
system and determining if a particular enhancement should be implemented during this phase or
cycled back through the SDLCM. These can be addressed by obtaining an answer to the following

question:

> Doesthis change/enhancement need to be implemented during this phase or be cycled back
through the SDLCM?

Panning now begins for the preservation of dataiin accordance with the records management and
property disposa requirements of the Agency. Thiswill include archiving/converting of the datato
suit the new environment and eventua archiving of the software. The system planning activities
preserve information about the current production system and the evolution of the system through its
lifecycle. The following question can be asked:

» Isarecords management and property disposa process defined to address
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archiving/conversion of software/data and disposa of hardware for the system under
retirement?
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9. DISPOSITION PHASE

9.1 Phase Overview

The Digposition Phase represents the end of the systemslife cycle. It providesfor the systematic
termination of a system to ensure thet vita information is preserved for potentid future access and/or
reectivation. The system, when placed in the Disposition Phase, has been declared surplus and/or
obsolete, and is scheduled to be shut down. The emphasis of this phaseis to ensure that the system
(e.g. software, data, procedures, and documentation) is packaged and archived in an orderly
fashion, enabling the system to be reingtdled later if desred. System records are retained in
accordance with DOL palicies regarding retention of electronic records. Exhibit 9-1 identifies

essentid inputs, activities, and deliverables of the Digpogition Phase.

Operations and

Maintenance
Phase

DISPOSITION

PHASE

Input

® Disposition Plan

Activities

1. Organize system closure

2. Informusers of disposition.

3. Archive ortransfer data and
software.

4. Archive SDLCM deliverables

5. Dispose of equipment.

B “erify security compliance.

Leliverables (Cutput)

e Archived System - C

Key:

Exhibit 9-1: Disposition Phase Inputs, Activities, Deliverables
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9.2 Phaselnputs

The key input to this phase is the core ddiverable produced during the Operations and Maintenance
Phase, the Digposition Plan. The Plan addresses all facets of archiving, transferring, and disposing
of the system and the data. Particular emphasisis given to proper preservation of the data
processed by the system so that it can be effectively migrated to another system or archived and
restored in accordance with applicable record management regulations and policies. The
Disposition Plan is executed during this phase and the system is retired in accordance with the
documented processes.

9.3 Phase Activities

9.3.1 Organize System Closure

Initial digpogtion planning activities specified in the Digposition Plan areinitiaied. The schedule for
system digposd is finalized and coordinated with involved parties. Specific activities for proceeding
are defined and may include: identifying the software components to be preserved; identifying the
datato be preserved; determining how the remaining equipment will be disposed of; and identifying
what support life cycle products should be archived and the method for doing so.

9.3.2 Inform Users of Disposition

Users, operators, and maintainers of the system are notified of the plansfor digposing the system.
Ample time must be permitted for users to produce needed reports and/or archive specific
information they may need to support their work activities.

9.3.3 Archiveor Transfer Data and Software

Copies of code and data are archived to a designated environment specified in the Disposition Plan.
Related system build, ingtdlation, and set-up scripts are archived so that the system may be
reinddled later. The system disposition activities preserve information not only about the current
production system but also about the evolution of the system through itslife cycle.

9.3.4 Archive SDLCM Dedliverables

SDLCM life cycle documentation or deliverables are archived for future reference. Thisincludes
development information (e.g., requirements, design, and testing documents), planning information
(e.g., implementation, risk management, implementation, dispostion, and training plans), and
information specifying how to use and operate the system (e.g., user and system manuas).

9.3.5 Dispose of Equipment

Retirement of IT systems may result in obsolete or excess equipment that needs to be either
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disposed of or reallocated. Excessinventory is disposed of or redllocated, as needed, accordance
with DOL policies and procedures.

9.3.6 Verify Security Compliance
As specified in the DOL Computer Security Handbook, the retirement of classified systems requires
that documentation, software, and data are archived with gppropriate security classfications. A

determination needs to be made regarding how and when the termination of the system/data should
be conducted.

9.4 Phase Ddliverables

The only ddiverable of the Digposition Phase is a system that has been archived in accordance with
the procedures et forth in the Disposition Plan. The archived system is comprised of the packaged
st of software, data, procedures, and documentation associated with the archived application.
Additiond information for this ddiverable is provided in Appendix G. See IEEE/EIA 12207.2-
1997 Section 5.5.6.1.

9.5 Phase Considerations
Key congderations during this phase may address the following questions:
» Havedl potentid future users of the system been natified of the archiving plan?
» Haveadl necessary code, data, and documentation been located?
> Isthe means of preservation of the materias and their location consdered secure?

> Will ingructions for regeneration of the system be easy to find and understand?
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APPENDIX A —ACRONYMSAND GLOSSARY OF TERMS

Acronym List

ADP Automated Data Processing

BPR Business Process Reengineering

CBA Cost Benefit Andlysis

CM Configuration Management

COTS Commercid-off-the-shelf

CsC Computer Security Certification

CsO Computer Security Officer

C&TS Computer and Telecommunications Security
DAA Designated Accrediting Authority

DOL Department of Labor

FOIA Freedom of Information Act

FRD Functiona Reguirements Document

IRM Information Resources M anagement/I nformation Resources Manager
IT Information Technology

ITA Information Technology Architecture
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I-TIPS Information Technology Invesment Portfolio System
ITMRA Information Technology Management Reform Act (AKA Clinger-Cohen Act 1996)
LAN Loca Area Network

MOU Memorandum of Understanding

MRC Management Review Council

OCIO Office of the Chief Information Officer

OMB Office of Management and Budget

PM Project Manager

PMP Project Management Plan

POC Point of Contact

PRA Project Risk Assessment

QA Quality Assurance

RD Requirements Document

RITS Request for Information Technology Services

RMP Risk Management Plan

SCR System Change Request

SDLCM System Deveopment and Life Cycle Management

SFA Sysem Fidding Authorization
SOwW Statement of Work

SRA Security Risk Assessment
SSP System Security Plan

ST&E Security Test and Evaluation
TRB Technical Review Board
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WAN Wide Area Network

WBS Work Breakdown Structure
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Glossary of Terms

Acquisition Plan — The plan that outlines how dl the hardware, software, and other services will be
acquired during the life of the project.

Change Control Documents — These documents may be used in the configuration management process
to track, control, and manage the change of configuration items over the life cycle.

Computer Security Certification — Four documents that must be submitted to the OCIO Computer
System Security Manager before implementation.

Configuration Management (CM) — The uniform practices that manage, establish, and change the
system hardware and software.

Configuration Management Plan — The document that outlines the CM practices. The plan will identify
which items need to be placed under configuration management, the methods for tracking and
reporting changes, and where the items are stored.

Contingency Plan — The plan that documents how an entity will continue to operate in the event of a
sysem failure.

Cod Benefit Andysis (CBA) — The anadlyss that provides the costs versus the benefits of implementing
the various dterndivesin a project. The purpose of the Cost Benefit Analysis Document is to provide
managers, users, designers and auditors with adequate cost and benefit information to analyze and
evauate dternative gpproaches. This document, in conjunction with the Feasibility Study Documert,
should provide the information for management to make decisonsto initiate or continue the
development, procurement or modification of the project.

Customer [J Theindividua or organization who will use the project product.

Dispogition Plan — A plan developed to end the operation of the system in a planned, orderly manner,
and to ensure that system components and data are properly archived or incorporated into other
systems.

Feasibility Study — A study to determineif aproject isfeasible, before expending resources. The
purpose of the Feaghility Study Document isto provide: (1) an andyss of the objectives, requirements
and system concepts, (2) an evauation of aternative approaches for reasonably achieving the
objectives, and (3) identification of a proposed gpproach. This document, in conjunction with the

Cogt Benefit Anadlyss Document, should provide management with adequate information to make
decisonsto initiate or continue the development, procurement or modification of the project.

Implementation Plan — The plan that explains how a completed system will be placed into production.

Information Resources Management/Information Resources Manager (IRM) —Manager at the Agency
level who may assist the Project Owner in developing an initiative, especidly during the early stages of
implementation of the IT Capitd Planning process.
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Information Technology Investment Portfolio System (I-TIPS) [ An innovative web-based decision
support and project management tool for managing IT investments. Additiond information on I-TIPS
can befound at I-TIPS at Online http://Aww.itips.gov.

Legacy Data Plan — This plan identifies the old data that cannot be processed by the new system. It
aso states the period of time that the data covers, and whereit resides. 1t aso discusses the old data
that may have been converted.

Network Diagrams — Graphica representations of the relationships between tasks within a project and
the dependencies that may affect schedule or resource requirements.

Office of the Chief Information Officer (OCIO) — Conssts of the CIO and hisher gaff. If the initiative
isat the ClO leve threshold, the OCIO is responsible for performing a due diligence review process
and deciding the selection Satus of the initiative. The OCIO is aso respongble for checking initiatives
againg cross-cutting exceptions. If theinitiative is at the TRB/MRC leve, the OCIO isresponsible for
working with the Project Owner to provide initiative information to the TRB and coordinating Agency
presentations to the TRB/MRC.

Performing Organization [ The enterprise whose employees are most directly involved in doing the
work of the project.

Periodic System Review — A review conducted at least annudly, which evauates the system
performance, user satisfaction, adaptability to changing business needs, and new technologies.

Pogt-Implementation Review — A review which is conducted to ensure that the system functions as
planned and expected, to verify that the cost is within estimates, and to verify that the intended benefits
are derived.

Pogt-Termination Review — A report that details the findings of the post-disposition review.

Project Management Plan (PMP) — The overall plan of aproject. This plan includes the various tasks,
the schedule, the needed resources, and the measurement criteriato ensure that the project is
proceeding as planned.

Project Manager (PM) — The person who has the overall responsihility for the management of the
project. The project manager usually works with the System Owner to ensure that the project is
meeting the needs and requirements of the System Owner.

Requirements Document (RD) — A forma statement of the gpplication’ s business requirements, which
may serve the same purpose as a contract.

Reguirements Management Process — the process that establishes and maintains a common
understanding between a customer (DOL agency or OCIO management) and the software
development team and controls the establishment, prioritization, acceptance of, and changes to
documented requirements.
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Risk Assessment — The assessment documents the risk of the system and outlines potentia impacts on
the mission of the system due to loss or degradation of resources. 1t should aso evaluate the
effectiveness of protection of sengtive and critical gpplications.

Risk Management Plan — The plan that describes the various risks within aproject. The plan includes
how to control and mitigate the risks, and the likelihood of an action occurring.

Security Operating Procedures— A guidance document that provides users and administrators with
detailed requirements on how to operate and maintain the system in a secure manner.

Security Test and Evauation (ST& E) — The process of determining the adequacy of asystem’s
security mechanisms in relation to completeness and correctness and the degree of consistency
between system documentation and actua implementation.

Software Development Folder — This is the documentation that pertains to the development of each
unit or module, including test cases, software, test results, approvals, and any other itemsthat help to
explain the functiondity of the software.

Statement of Work (SOW) — This document outlines the scope of the work that is to be performed.

System Fielding Authorization — The agreement between the Project Manager, the System Owner, the
data processing support staff, and the user, stating that the system meets with al known needs and that
it has been developed and tested according to the provisions of the Project Management Plan and
other SDLCM plans, and is acceptable for ingtallation.

System of Record — The primary system that a department or agency is using to perform a specific
task. The system must be recorded in the Federd Register. Included in the notice are the purpose of
the system, the use of the system, the types of data the system contains, where the records are located,
how the records are stored, and the identity of the System Manager.

System Owner — The person, or organization, which is sponsoring the project. The System Owner is
respongble for insuring that resources are secured, including funding, personnd, and facilities.

System Security Plan — This plan documents the management of systlems that contain sensitive
informetion.

Technicad Review Board (TRB) — Serves as the Department’ sfirgt tier Investment Review Board for
above threshold I T investments and a forum to identify and resolve Department-wide I T related issues.
The TRB isresponsible for scoring the initiatives and recommending an I T investment portfolio to the
MRC. The TRB ischaired by the Deputy CIO and its members consst of IRM Managers and

Adminigrative Officers (AOs) from each Agency.

Test Analysis Approva Determination — A document attached to the test analysisreport. It
summaxrizes the readiness of the software from migration to production.
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Test Analysis Report — This report documents the testing of the software as it was defined in the test
plan.

Test and Evauation (T&E) — A process that verifies that a change to amode has been implemented
correctly.

Test Plan — The document prepared to ensure that al aspects of the system have been tested and can
be implemented.

Test Problem Reports — This report documents the problems that were encountered during testing.

Training Plan — This plan outlines the objectives, needs, srategy, and curriculum to be addressed when
training the users on the new or enhanced system/application.

User Group — A group of people that provides subject matter expertise in the development of the
project.

User Satisfaction Review — A review designed to provide responses on operationa systemsto help
determineisthe systems are accurate and religble.

Work Breakdown Structure (WBS) — As part of the Project Management Plan, this structure ties the

tasks to the specific phase of the life cycle aong with the time requirements for each task within each
phase of the life cycle, for accomplishment.
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Systems Development and Life
Cycle Management (SDLCM)

APPENDIX B-CONCEPTUAL PLANNING PHASE
DELIVERABLES

Cost Benefit Analysis

A Cod Bendfit Andysis (CBA) isatoal for providing vauable information to decison makers
about the viability of initiating or continuing information technology (IT) sysem deve opment
projects. CBAS serve many purposes. (1) to compare cost and benefit information in dollar terms;
(2) to assessthe totd effect of potentid system benefits, both in dollar terms and in quditative terms,
over adefined life cycle; (3) to identify afeasible dternative that best meets program objectives, (4)
to help determine a basdline for measuring if a system meets performance objectives; and (5) to
provide critica information, such as performance and cost data, necessary in an ongoing investment
management process to help plan, budget, and alocate scarce resources among competing
priorities. Two sample outlinesfor a CBA are shown in Exhibits B-1 and B-2.

Sample Cost-Benefit Analysis Format 1(Traditional)
Cover Page
Table of Contents
Executive Summary
1. Overview
1.1 Purpose
1.2 Scope
1.3 Methodology
1.4 DOL Needs
1.5 Background
1.6 Architecture
1.7 Expected Useful Life
2. Objectives and Performance Measures
2.1 DOL Mission
2.2 DOL Strategic Objectives and Performance Measures
2.3 Program Objectives and Performance Measures
2.4 Tactical Objectives and Performance Measures
2.5 <System> Performance Measurement and the DOL Mission
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3. Assumptions, Constraints, and Conditions
3.1 Assumptions
3.2 Constraints
3.3 Conditions
4. Feasible Alternatives
4.1 Alternative 1
411  Assumptions, Constraints, and Conditions—Alternative 1
412 Advantages and Disadvantages—Alternative |

4.2 Alternative 2
421  Assumptions, Constraints, and Conditions—Alternative 2
422  Advantages and Disadvantages—Alternative 2
4.3 AlternativeN
5. Cost Analysis
5.1 Cost Categories
5.2 <System> Cost Analysis
6. Benefit Analysis
6.1 Key Benefit Terms
6.2 Tangible Benefits
6.21  Tangible Benefit 1: <Name>
6.3 Summary of Tangible Benefits
6.4 Intangible Benefits

6.5 Summary of Intangible Benefits
7. Comparison of Costs and Benefits for <System>
7.1 Results of the Comparison for <System>: Tangible Benefits

7.2 Results of the Comparison for <System>: Intangible Benefits

7.3 Conclusion
8. Sensitivity Analysis
8.1 Key Sources of Uncertainty
8.2 Sensitivity Results
9. Results of the Analysis
9.1 Results
911 Alternative 1: <Name>
912 Alternative 2: <Name>
9.1.3 Alternative N: <Name>
10. Implementation Schedule
10.1 Schedule
11. References and Documentation
11.1 Documentation
112 Interviews
12. Glossary and Acronyms
12.1 Glossary
12.2 Acronyms

Exhibit B-1: Sample Cost-Benefit Analysis Format 1 Outline
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Sample Cost-Benefit Analysis Format 2 (Alternative)
Cover Page
Table of Contents
Executive Summary
1. Overview
11  Purpose
12  Scope
13  Methodology
14 DOL Needs
15 Background
16  Architecture
17  Expected Useful Life
2. Objectives and Performance Measures
21 DOL Mission
22 DOL Strategic Objectives and Performance Measures
2.3  Program Objectives and Performance M easures
24  Tactical Objectives and Performance Measures
25  <System> Performance Measurement and the DOL Mission
3. Assumptions, Constraints, and Conditions
31 Assumptions
32 Constraints
33 Conditions
4. Cost Anadysis
4.1 Cost Categories
42  <System> Cost Analysis
5. Benefit Analysis
51 Key Benefit Terms
52  Tangible Benefits
521 Tangible Benefit 1: <Name>
522  Tangible Benefit 2: <Name>
53  Summary of Tangible Benefits
54  Intangible Benefits
55  Summary of Intangible Benefits
6. Comparison of Costs and Benefits for <System>
6.1  Results of the Comparison for <System>: Tangible Benefits
6.2  Results of the Comparison for <System>: Intangible Benefits
6.3 Conclusion
7. Sensitivity Analysis
7.1 Key Sources of Uncertainty
7.2  Sensitivity Results
8. Resultsof the Analysis
81 Results
82 Conclusion
9. Implementation Schedule
9.1 Schedule
10. Referencesand Documentation
10.1 Documentation
10.2 Interviews
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11. Glossary and Acronyms
11.1Glossary
11.2Acronyms

Exhibit B-2: Sample Cost-Benefit Analysis Format 2 Outline

Feasibility Study

The feashility study describes the information management, bus ness requirement, or opportunity in
clear, technology-independent terms on which dl affected organizations can agree. An information
management requirement or opportunity can be prompted by such factors as new legidation,
changes to regulations, or the growth of a program beyond the support capability of existing
systems.

The feashility study provides an overview of acomplex business requirement or opportunity and
determinesiif feasible solutions exist before full life cycle resources are committed. The requirement
or opportunity is assessed in terms of technica, economic, and operationa feasbility. The sudy
contains decision criteria, comparisons of generd solution possibilities, and a proposed solution.
The study is conducted any time a broad andyssis desired before commitment of development
resources.

A Cost Benefit Andlysis (CBA) is prepared as a companion document with the feasibility study.
The CBA is the document that provides managers with adequate cost and benefit information to
andyze and evauate dternative gpproaches. It providesinformation for management to make
decisonsto initiate a proposed program—to continue or discontinue the development, acquistion,
or modification of information systems or resources.

A sample outline for afeashility sudy is provided in Exhibit B-3.

Sample Feasbility Study Outline

Cover Page
Table of Contents
1. Introduction
1.1 Origin of Request
Identifies the originator and describes the circumstances that precipitated this project request.
Provides the objectives of the feasibility study in clear, measurable terms.

1.2 Explanation of Requirement
Describes the infor mation management requirement in programmatic, technol ogy-independent
terms. Should state the specific deviations from the desired situation and the source and/or
cause of the new requirement or opportunity. Describes any new infor mation need(s)
associated with the requirement or opportunity. Should identify the cause(s) and effect(s) of
the requirement or opportunity and validate the description of the requirement or opportunity
with all affected organizations.
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1.3 Organization Information
I dentifies the organization(s) mentioned in Section 1.1, Origin of Request, and the pertinent
current procedures, information, and systems of those organizations. Provides descriptions of
the relevant procedures and systems as appropriate. Should specify all organizational units
involved, list the organizational unit(s) at all levels of the DOL and external organizations that
relate to the requirement or opportunity, and describe the pertinent mission area(s) and
programmatic functions of each.

2. Evauation Criteria
States the criteria by which the alternatives will be evaluated. The criteria should make a
distinction among characteristics that must be present in the system for it to be acceptable.

3. Alternative Descriptions
Provides a description for each alternative proposed to handle the defined problem. Should
describe the resources required; associated risk, system architecture, technology used, and the
manual process flow for each alternative. Should state at least two alter natives for each
feasibility study—one being the alter native of doing nothing—and predict the anticipated
benefits of each alternative and the likely effects of not taking action on the alternative.
Should also state benefitsin terms of technical, operational, and economic feasibility.

31 Alternative Model
Presents a high-level data flow diagram and logical data model, if possible, from current
physical processes and data for the proposed system alter native.

3.2 Description
Sates the required and desirable features, and provides a concise narrative of the effects of
implementing this alternative.

4. Alternative Evaluation
A systematic comparison of the alternatives and documents potential problems resulting from
the implementation of each.

5. Recommendation
A narrative that supports the recommended alternative. Should select the most advantageous
alternative to implement the required functional capabilities based on the functional and
technical concepts that satisfy the need. The information system should not be obtained at the
price of inappropriate development risk or the loss of efficiency, capability, or capacity in the
supported function.

Glossary

Exhibit B-3: Sample Feasibility Study Outline

Risk M anagement Plan

Risk Management (RM) refers to the assessment of potential outcomes of a project and the
likelihood that one or more unsuccessful project outcomes may result. It o refersto the process
of accepting, transferring, or mitigating risk. The Risk Management Plan (RMP) documents and
identifies project risks; the analys's, assessment, and prioritization of those project risks, and lays
out plans to implement actions to reduce the project risks throughout the project’s life cycle. The
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plan provides a control mechanism to monitor, report, and direct dl risk mitigation activities. The
RMP isinitiated during the Conceptua Planning Phase and is updated and revised during the

subsequent phases up to, and including, the Operations and Maintenance Phase. A sample outline
of an RMP is shown in Exhibit B-4.

Sample Risk Management Plan Outline

Cover Page
Table of Contents

1. Introduction
11 Purpose
A clear, concise statement of the purpose of the RMP. Include the name and code name of the

project, the name(s) of the associated system(s), and the identity of the organization that is
responsible for writing and maintaining the RM plan.

1.2 Background
Describes the history of the project and the environment in which the project will operate.
(Thisinformation may be included through reference to other project deliverable documents.)
Includesidentification of other systems with which the subject systeminterfaces; contractor
support for devel opment and maintenance; number of sites; system architecture, operating

system, and application languages; and devel opment methodol ogy and tools used for the
project.

1.3 Scope

A definitive statement of the scope of the risk management planning contained in this document,
including the limits and constraints of the RMP.

1.4 Policy
Policy decisions that affect how risk management is conducted. May include requirements
driven by legislative action or broad objectives of DOL or the project. Refer to the statement of

work (SOW) and client interviews, for example, to determine what policy decisions have effect
on the RMP.

1.5 Reference Documents
Lists documentsthat are referenced to support the risk management process. Include any

project or standards documents that are referenced in the body of the plan or that have been
used in the devel opment of the document.

16 Glossary

2. Risk Identification List
List of risks. Therisk identification list is used fromthe beginning of the project and is a major
source of input for the risk assessment activity. Usetherisk identification list throughout the life-
cycle phasesto ensurethat all risks are properly documented.

3. Risk Assessment

The Project Management Plan and the risk identification list are inputs to the risk assessment.
Document results of the risk assessment in this section. Therisk identification list should be
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divided into two sections: external risks and internal risks. Internal risks are those that you can
control. External risks are events over which you have no direct control. Each risk should be
scored with an evaluation tool category such asO for “norisk,” upto5 for “ very seriousrisk.”

4. Risk Prioritization
Theresults of prioritizing therisks. Prioritize the risk items from high to low based on the
probability and impact analysis assessment from the previous section. If the evaluation tool of 0
to 5 was used fromthe previous section, then all the 5s (risk exposure threatens failure of the
project) would be listed first, then the 4s, on down to the Os.

5. Risk Action Plan
Identifies and describesin detail the actions that will be taken to transfer or mitigate risksthat are
prioritized as high in Section 4. These actions should ultimately result in the reduction of project
risk and should directly affect the Project Management Plan and the metrics used for the project.

Exhibit B-4: Sample Risk Management Plan Outline

Project M anagement Plan (PM P)

The Project Management Plan (PMP) is prepared for al projects. It isone of several essentia
project-planning documents that use a building-block gpproachto planning. It isavehicle for
documenting project scope, tasks, schedule, alocated resources, and interrel ationships with other
projects. It dso provides details on the involved Agency units, required job tasks, and milestone
and review scheduling.

Revisions to the PMP occur at the end of each phase and as information becomes available,
Software tools designed for work breakdown structures (WBSs), Gantt charts, network diagrams,
and activity detail reports are available and should be used to complete the PMP. The size of the
PMP should be commensurate with the Sze and complexity of the systems development effort. A
sample outline for aPMP is shown in Exhibit B-5.

Sample Project Management Plan

Cover Page
Table of Contents

1. Introduction
Description of the Project Management Plan purpose and scope.

1.1 Project Description
Description of the project in as much detail asisrequired to understand the nature of the project.
I dentify the project name and code, state the project’ s objective(s), and give the date the plan was
finalized in the Conceptual Planning Phase.
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1.2 Project Background
Describes why the project isimportant to the organization, its mission, and the capabilities the
project will provide to the organization. Include any background or history that isimportant to
under standing the project.

1.2.1 Project Development Strategy
An overview of the devel opment strategy (work pattern) selected for the project. For example,
this strategy might include prototyping the system, use of commercial off-the-shelf software, or
conversion of an existing system from one hardware and software family to another.

1.2.2 Organization of the Project Management Plan
Describes the organization of the Project Management Plan.

13  Pointsof Contact
I dentifies the key points of contact for the Project Management Plan, including the Project Owner
and Project Manager. ldentify any additional points of contact.

14  Project References
A bibliography of essential project references and deliverables produced before this point. For
exampl e, these references might include cost benefit analyses, existing documentation describing
internal processes, or existing documentation of the system if the project is a conversion.

15 Glossary
This section provides a glossary of all terms and abbreviationsused inthe plan. If theglossaryis
several pagesin length, include it as an appendix.

2. Organization and Responsihilities
The various organizations and staff titles, roles, and responsibilitiesinvolved inthe IT project. Describe
team structures, reporting responsibilities, relationships, and guidelines for status reporting internally
and externally for any contractor support. Also, provide arolesand responsibilities matrix. Identify the
following key organization components. organization owner for the project; manager responsible for
the day-to-day administration of the project (if different from the owner); Quality Assurance (QA)
organization; Configuration Management (CM) organization.

3. Project Description, Schedule, and Resources
List of all tasks/activities to be completed within each phase of the project. If possible, use diagrams and
tables (automated tools) to list the tasks and show any possibl e relationships among them. Repeat any
subsection for each known task within the project. Should provide a detailed description of each task
and its schedule, budget, and management. Also, include an estimate of each softwar e devel opment
phase-related work effort and deliverables. Note: The actual structure of this subsection may be
organized as best suits the project.

3.1 Project Work Breakdown Structure
Description of the WBSrequired for the project. The WBSis a family-tree structure that relatesto
products produced and tasks performed at the various phases of the project life cycle. AWBS
displays and defines the product(s) to be developed or produced and relates the el ements of work
(tasks) to be accomplished to each other and to the end product(s). Typically, threelevels of WBSs
are developed during the system devel opment process: Summary, Project, and Contract. A WBS
Dictionary is also helpful for creating and recording the WBS elements.

3.1.1 Summary Work Breakdown Structure
Description of the Summary WBS, a high-level WBSthat coversthe first three level s of the Project
WBS. The Summary WBSis used for management presentations but is not used for detailed day-
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3.2

3.3

34

35

to-day project management. The structure of the Summary WBS may vary depending on the
nature of the project.

3.1.2 Project Work Breakdown Structure

Description of the Project WBS, the detailed WBSthat is used for the day-to-day management of a
project. The Project WBSincludes all important products and work elements or tasks of the
project, regardless of whether these tasks are performed by a DOL component or by a contractor.
The Project WBS may be modified, if necessary, during the life cycle.

3.1.3 Contract Work Breakdown Structure

Description of the Contract WBS (CWBS), a further breakdown of the contract-specific WBSthat
coversthe products and work elements or tasks from the Project WBSthat will be performed by a
subcontractor. In addition to items derived fromthe Project WBS, the CWBSincludes
contractor-specific items that may not be reflected in the Project WBS. Depending on the nature
of the project, the subcontractor may be responsible for a given part of the project devel opment
activities (such as QA), for a specific part of the devel opment life cycle (such as the Planning and
Requirements Definition Phase), or for the entire development process. A preliminary CWBS may
be specified in the acquisition plan. The contract line items, configuration items, contract work
statement tasks, contract specification, and contractor responses will typically be expressed in
terms of the preliminary CWBS.

3.1.4 Work Breakdown Structure Dictionary

AWBSDictionary provides detailed descriptions of each WBS element. Each WBSDictionary
entry should contain the title of the WBS element it amplifies; a narrative describing the work
represented by the element; the effort required (in person hours); the most likely duration (in
calendar days); and referencesto any special skillsor resourcesrequired to accomplish the
work. WBSDictionary entries should be completed only for the lowest-level WBS elements.

Resource Estimates
Estimate, for each WBS element, the total amount of human resour ce effort required, by resource
category. Use availabletoolsto estimate, store, and output resource requirements per WBS element
to use in the next component of the PMP.

Schedule

The project schedule. Assumptions made about task duration, resource availability, milestones,
constraints, and optimization criteria should be carefully documented. Provide the schedulein the
forms of Gantt charts, milestone tables, and deliverables and dates lists.

Resource Acquisition Plan
Description of the addition (and eventual departure) of project resources via a resource acquisition
plan. Each type of resource should be considered in this resource acquisition plan. The plan
should specify the source of the resources, the numbers of each, the start date for each, and the
duration needed. It also should consider additional, associated resource requirements, such as
space, hardware and software, office equipment, other facilities, and tools.

Communication Plan

Discussion of frequencies, target audiences, media, sources, formats, locations, forms, and types of
information delivered in each form of communication. Careful thought should be given to satisfying
existing standards and following existing conventions, and consideration should also be given to

i mproving the communication processin general and to ensuring that communication is enabled
and simplified for all project team members and external entities. Periodic status reports,
newsletters, bulletins, problem reports, issue lists, status and review meetings, team meetings, and
other forms of communication should all be carefully considered and documented when creating the
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communication plan. Output the communication plan in the form of a communication
item/audience matrix.

3.6 Project Standards and Procedures
Technical standards, business-related standards, and QA standards. Technical standards and
proceduresinclude such things as naming conventions, walk-through requirements, CM rules,
security standards, documentation requirements, tools, modeling techniques, and technical
contractual obligations. Business-related standards and procedures include such things as
procedures for scope changes, requirements changes, costing, and sign-off standards. QA standards
and procedures include such things as review processes, testing procedures, and defect tracking
requirements. QA may also provide standards on the use of metrics. Produce the project standards
and procedures by making entriesin the project workbook.

3.7 Risk Management
Address approaches for mitigating the effects of these factors. Add subsections as necessary to
separate different categories of risk or different risk-inducing factors. Include plan here, or reference
separ ate Risk Management Plan document (also in this appendix) also created during the
Conceptual Planning Phase.

4., Security and Privacy
Address security and privacy requirements for the project and should ensure that the Project
Management Plan reflects these requirements.

4.1 Privacy |ssues
Identify privacy issues that should be addressed during the phases of the I T system effort and define
the process to be established for addressing the privacy issues throughout the life cycle. (See DOL
Computer Security Handbook). It isimportant that there be a preliminary analysis of the potential
privacy effects of the proposed information system. The purpose will be to establish for the project
team and the review process an awar eness of the privacy-related issues that will haveto be
addressed as the systemis planned, developed, and implemented.

4.2 Computer Security Activities
Review and evaluation of requirements for security risk assessment and computer security planning
to determine that all system vulnerabilities, threats, risks, and privacy issueswill be identified and
that an accurate determination will be made of the sensitivity of the system and information.

Exhibit B-5: Sample Project Management Plan Outline
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Systems Development and Life Cycle
Management (SDLCM)

APPENDIX C —PLANNING AND REQUIREMENTS
DEFINITION PHASE DELIVERABLES

Functional Requirements Document

The Functiond Requirement Document (FRD) is formd statement of an application’s business
requirements. It servesthe same purpose as a contract. The developers agree to provide the
capabilities specified. The client agreesto find the product satisfactory if it provides the capabilities
gpecified in the FRD. The FRD has the following characterigtics:

It demondtrates that the application provides value to DOL in terms of the business
objectives and business processes in the 5-year strategic plan.

It contains a complete set of requirements for the application. It leaves no room for anyone
to assume anything not stated in the FRD.

It is solution independent. The FRD is a statement of what the gpplication is to do, not of
how it works. The FRD does not commit the developersto adesign. For that reason, any
reference to the use of a specific technology is entirdy inappropriate in an FRD.

A sample outline for an FRD is provided in Exhibit C-1.

Sample Functional Requirements Document Outline

Cover Page
Table of Contents

1. Introduction
11 Project Description
Provide a brief overview of the project.

1.1.1 Background
Summarize the conditions that created the need for the application.

1.1.2 Purpose
Describe the business objectives and business processes from the cost-benefit analysis
(CBA) that this application supports.

C1
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1.1.3 Assumptions and Constraints
Assumptions are future situations, beyond the control of the project, whose outcomes
influence the success of a project (e.g., availability of a hardware/software platform;
pending legislation; court decisions that have not been rendered; future trendsin DOL
missions; developmentsin technology). Constraints are conditions outside the control of
the project that limit the design alternatives (e.g., Government regulations; standards
imposed on the solution; strategic decisions). Be careful to distinguish constraints from
preferences. Constraints exist because of real business conditions. Preferencesare
arbitrary. For example, a delivery dateisa constraint only if there arereal business
consequences that can happen as a result of not meeting the date. For example, if failing to
have the subject application operational by the specified date placesthe DOL in legal
default, the dateisa constraint. A date chosen arbitrarily isa preference. Preferences, if
included in the RD, should be noted as such.
1.1.4 Interfacesto External Systems
Name the applications with which the subject application must interface. Statethe
following for each such application: name of application; owner of application (if external
to the DOL); details of interface (only if determined by the other application).
12 Pointsof Contact
List the names, titles, and roles of the major participantsin the project. Ataminimum, list the
following: DOL project leader; development project leader; user contacts, DOL employee
whose signature constitutes acceptance of the FRD.
1.3 Document References
Name the documents that wer e sources of this version of the RD. Include meeting summaries,
white paper analyses, CBA, and other Systems Development and Life Cycle Management
deliverables, aswell as any other documents that contributed to the RD. Include the
Configuration Management identifier and date published for each document listed.

2. Business Requirements
The business requirements describe the core functionality of the application. This section
includes the data and process requirements.
2.1 DataRequirements
Describe the data requirements by producing a logical data model, which consists of entity
relationship diagrams, entity definitions, and attribute definitions. Thisiscalled the
application data model. The data requirements describe the business data needed by the
application system. Data requirements do not describe the physical database.
2.2 Process Requirements
Process requirements describe what the application must do. Process requirements relate the
entities and attributes from the data requirements to the users needs. State the functional
process requirementsin a manner that enables the reader to see broad concepts decomposed
into layers of increasing detail.

3. Operational Requirements
Operational requirements describe the non-business characteristics of an application. Satethe
requirementsin this section. Do not state how these requirementswill be satisfied. For example,
in the Reliability section, answer the question, “ How reliable must the system be?" Do not state
what steps will be taken to provide reliability. Distinguish preferences from requirements.
Requirements are based on business needs. Preferences are not.
3.1 Security
The Security section describes the need to control accessto the data. Thisincludes
controlling who may view and alter application data.
32 Audit Trail
List the activities that will be recorded in the application’saudit trail. For each activity, list
the data to be recorded.
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3.3 DataCurrency
Data currency isa measure of how recent data are. This section answersthe question, “ When
the application respondsto a request for data how current must those data be?" Answer that
question for each type of data request.

3.4 Reliability
Reliability isthe probability that the systemwill be able to process work correctly and
completely without being aborted. State the following in this section: damage that could
result fromthis system’ s failure; minimum acceptable level of reliability; required reliability.

3.5 Recoverahility
State the ability to restore functions and data in case of a failure.

3.6 System Availability
System availability is the time when the application must be available for use. Required
system availability is used in determining when maintenance may be performed. Inthis
section state the hours during which the application isto be availableto users. Include the

times when usage is expected to be at its peak. These are times when system unavailability is
|east acceptable.

3.7 Fault Tolerance
Fault tolerance isthe ability to remain partially operational during a failure. Describethe
following in this section: which functions need not be available at all times; if a component
failswhat (if any) functions must the application continue to provide; and what level of
performance degradation is acceptable. For most applications, there are no fault tolerance
requirements. When a portion of the application is unavailable, thereis no need to be able to
use the remainder of the application.
3.8 Performance
Describe the requirements for the following: Response time for queries and updates,
throughput; expected volume of data; and expected volume of user activity (for example,
number of transactions per hour, day, or month).
39 Capacity
List the required capacities and expected volumes of data in businessterms. For example, state
the number of cases about which the application will have to store data; state capacitiesin
terms of the business. Do not state capacities in terms of system memory requirements or disk
space.
3.10 Data Retention
Describe the length of time the data must be retained.

4. Requirements Traceability Matrix
The requirements traceability matrix (RTM) provides a method for tracking the functional
requirements and their implementation through the development process. Each requirement is
included in the matrix along with its associated section number. Asthe project progresses, the
RTM is updated to reflect the status of each requirement. When the product is ready for system
testing, the matrix lists each requirement, what product component addressesit, and what tests
verify that itis correctly implemented. Exhibit C-2 illustrates a sample RTM.

5. Concepts of Operations (CONOPS)
A concept of operations (CONOPS) isrequired for all new systems or major system development
efforts. A CONOPSisalso required for all system enhancement efforts that will significantly affect
current operational procedures and processes, or that affect more than a single system. The user
group develops CONOPS, includes DOL Operational Experts, Managers, Subject Matter Experts,
and System Owners. CONOPS must be consistent with applicable Federal law, Congressional
direction and initiatives, the President’s priorities, DOL Srategic Plans and Mission Statements.

51 Definition of Features
This section describes the features of the system.
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5.2 Description of Operations
This section describes all aspects of the operations of the proposed system.
5.3 User Organization View
This section provides an explanation of how the systemwill |ook to each user organization.
5.4 Effect on Operations and Personnel
This section describes the effect of the system on personnel and on their operations.
55 Effect on Existing Operations
This section describes the effect of the system on existing operations.
5.6 Interfacesto Other Systems
This section describes the interfaces to other systems that will be built into the proposed new
system.
5.7 Methods of Implementation
This section describes the intended i mplementation approach, from the users point of views.
5.8 Figure (Optional)
This optional section contains a graphical representation of CONOPS.

Exhibit C-1: Sample Functional Requirements Document Outline

Reguirements Traceability M atrix

The requirements tracesbility mairix (RTM) provides amethod for tracking the functiona
requirements and their implementation through the development process. It is may be part of the
Functional Reguirements Document (see Exhibit C-1, Section 4), or produced separately Exhibit
C-2 illugratesasample RTM.

Functional Requirement *Verification Test Plan
Method Reference

Description Para. Test Plan
Reference | A I D T Reference

The functionality of the Enhanced Primary
Verification Process will be an expansion of the 3201 X TC2316
functionality of the point of sale (POS) emulation
logic that is currently in place to support primary
verification queriesto ASVI.

The 200 employers who will be part of the Phase
I1 TVSPilot will submit data electronically viaan 3.2-02 X TC2316
interface with the ASVI system.

All secondary information will be passed
electronically tothe LA FCO from ASVI for 3.2-03 X TC23110
secondary verification.

After adetermination has been made on a case,
the status verifier will then send the response 32-04 X TC23110
back to the employer electronically; the return

path is the exact opposite of the preceding path

to the FCO.
The new system will be capable of tracking TC23.16,
information on each case throughout both the 2317,
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Functional Requirement *Verification Test Plan
Method Reference

Description Para. Test Plan
Reference | A I D T Reference

primary and secondary verification processes. 3.2-05 X 23111

A =ANALYSIS [=INSPECTION D=DEMONSTRATION T = TEST

Exhibit C-2: Sample Requirements Traceability Matrix
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Systems Development and Life
Cycle Management (SDLCM)

APPENDIX D —DESIGN PHASE DELIVERABLES

Acquisition Plan

The Acquisition Plan (AP) is a document that shows how al hardware, software, and

telecommuni cations capabilities, dong with contractor support services, are acquired during the life
of the project. The AP helps ensure that needed resources are available at thetime they are
needed. The plan includes amilestone schedule thet lists activities for completion and ddliverables
to be produced with appropriate estimated completion dates. A sample outline for an Acquisition
Man is shown in Exhibit D-1.

Sample Acquisition Plan Outline

Cover Page
Table of Contents
1. Background and Objectives
11 Statement of Need
This section introduces the plan with a brief statement of need. This section should discuss feasible
acquisition alter natives and any related in-house efforts.
111  Acquisition History
112 Feasible Acquisition Alternatives Applicable Conditions

1.2 Applicable Conditions
This section states all the significant conditions affecting the acquisition, including
requirements for compatibility with existing or future systems or programs and any known cost,
schedule, and capability or performance constraints.

1.3 Cost
This section sets forth the established cost goals for the acquisition and the rational e supporting

them, and discusses related cost concepts to be employed, asindicated in the subsequent
sections.

1.3.1 Life Cycle Cost

This section discusses how the life cycle cost will be considered. If life cycle cost isnot used, this
section explainswhy. This section also discusses, if appropriate, the cost model used to develop
thelife cycle cost estimates. Life cycle cost isthetotal cost to the Government of acquiring,
operating, supporting, and disposing of the items being acquired.
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14

15

16

17

18

21

22

1.3.2 Design-to-Cost

This section discusses the design-to-cost objectives and the underlying assumptions, including
therationale for quantity, learning curve, and economic adjustment factors. It describes how
objectives areto be applied, tracked, and enforced, and indicates the specific related solicitation
and contractual requirementsto beimposed. Design-to-cost isa concept that establishes cost
elements as management goals to achieve the best balance between life cycle cost, acceptable
performance, and schedule. Under this concept, cost is a design constraint during the Design
and Development and Test Phases, and a management discipline throughout the acquisition and
operation of the system or equipment.

1.3.3 Application of Should-Cost
This section discusses the application of should-cost analysisto the acquisition, as per FAR
15.810.

Capability or Performance
This section specifies the required capabilities or performance characteristics of the products
being acquired, and states how they arerelated to the need.

Delivery or Performance-Period Requirements

This section describes the basis for establishing delivery of performance-period requirements,
and explains and provides reasons for any urgency resulting in concurrency of devel opment or
justifying other than full and open competition.

Trade-Offs
This section discusses the expected consequences of trade-offs among the various costs,
capability, performance, and schedule goals.

Risks

This section discusses the technical, cost, and schedule risks and describes what efforts are
planned or underway to reduce the risk and the consequences of failure to achieve goals. The
effects on cost and schedul e risks imposed by concurrency of development and production should
be discussed, if applicable.

Acquisition Streamlining

This section isincluded if the acquisition has been designated as part of a program subject to
acquisition streamlining. It discusses plans and proceduresto encourage industry participation
via draft solicitations, pre-solicitation conferences, and other means of stimulating industry
involvement during design and development. It also discusses plans and procedures for
selecting and tailoring only the necessary and cost-effective requirements, and it states the
timeframe for identifying which specifications and standards, that had originally been provided
for guidance only, are scheduled to become mandatory.

2. Planof Action

Sources

This section indicates the prospective sources of products that can meet the need. It considers
the required sources, including consideration of small businesses, small disadvantaged
businesses, and women-owned small business concerns. It addresses the results of market
research and analysis and indicates their effect on the various elements of the plan.

Competition

This section discusses the sour ce selection procedures for the acquisition, including the timing
for submission and evaluation of proposals, and the relationship of evaluation factorsto the
attainment of the acquisition objectives.
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2.3 Source-Selection Procedures
This section discusses the sour ce selection procedures for the acquisition, including the timing
for submission and evaluation of proposals, and the relationship of evaluation factorsto the
attainment of the acquisition objectives.

24 Contracting Considerations
This section discusses, for each contract contemplated, selection of the contract type; the use of
multi-year contracting; options; or other special contracting methods; any special clauses,
special solicitation provisions, Federal Acquisition Register (FAR) deviations required; if sealed
bidding or negotiation will be used, and why; if equipment will be acquired by lease or
purchase, and why; and any other contracting considerations.

25 Budgeting and Funding
This section explains, in accordance with FAR Part 11, the choice of product description types to
be used in the acquisition.

2.6 Product Descriptions
This section explains, in accordance with FAR Part 11, the choice of product description types to
be used in the acquisition.

2.7 Priorities, Allocations, and Allotments
This section specifies the method for obtaining and using priorities, allocations, allotments, and
the reasons for them, in cases wher e the urgency of the requirement dictates a short delivery or
performance schedule.

2.8 Contractor Versus Government Performance
This section addresses the consideration given to Office of Management and Budget (OMB)
Circular A-76. Circular A-76 indicatesthat it isthe policy of the Government to rely generally
on private commercial sources for supplies and services, when certain criteria are met, while
recognizing that some functions are inherently governmental and must be performed by
Government personnel. It also considersrelative cost when deciding between Gover nment
performance and performance under contract.

29 Inherently Governmental Functions
This section addresses the considerations given to Office of Federal Procurement Policy Letter
92-1. Inherently governmental functions are those functionsthat, as a matter of policy, are so
intimately related to the public interest as to mandate performance by Government employees.

210 Management Information Requirements
This section discusses the management systems that will be used by the Gover nment to monitor
the contractor’ s effort.

211 Make-or-Buy
This section discusses considerations given to make-or-buy programs, as per FAR 15.7.

212 Test and Evaluation
This section describes the test program of the contractor and the Government. It describesthe
test program for each major phase of a major systemacquisition. If concurrent
devel opment/deployment is planned, this section discusses the extent of testing to be
accomplished before production release.

2.13 Logistics Considerations
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214

215

216

217

218

219

220

This section describes the assumptions deter mining contractor or agency support, initially and
over thelife of the acquisition, including contractor or agency maintenance and servicing and
distribution of commercial items. It also describesthe reliability, maintainability, and quality
assurance requirements, including any planned use of warranties. It also describesthe
requirements for contractor data and data rights, their estimated cost, and the use to be made of
the data. Moreover, it describes standardization, including the necessity to designate technical
equipment as“ standard” so that future purchases of the equipment can be made from the same
manufacturing source.

Government-Furnished Property

This section indicates the property to be furnished to contractors, including material and
facilities, and discusses associated considerations, such as availability, or the schedule for its
acquisition.

Government-Furnished Information
This section discusses any Government information, such as manuals, drawings, and test data, to
be provided to prospective offerors and contractors.

Environmental and Energy Conservation Objectives

This section discusses all applicable environmental and energy conservation issues associated
with the acquisition, the applicability of an environmental assessment or environmental impact
statement, the proposed resolution of environmental issues, and any environmentally related
requirementsto beincluded in solicitations and contracts.

Security Considerations
This section discusses, for acquisitions dealing with security-related matters, how adequate
security will be established, maintained, and monitored.

Other Considerations

This section discusses, as applicable, other considerations, such as standardization concepts, the
industrial readiness program, the Defense Production Act, the Occupational Safety and Health
Act, foreign salesimplications, and any other matters germane to the plan and not covered
elsewhere.

Milestones for the Acquisition Cycle

This section addresses the following steps, and any others as appropriate: acquisition plan
approval; SOWSs; specifications; data requirements; completion of acquisition package
preparation; purchase requests; justification and approval for other than full and open
competition; issuance of synopsis; issuance of solicitation; evaluation of proposals, audits, and
field reports; beginning and completion of negotiations; contract preparation, review, and
clearance; and contract award.

Acquisition Plan Contacts
This section lists the individual s who participated in preparing the acquisition plan, and
provides contact information for each.

Exhibit D-1: Sample Acquisition Plan Outline
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Configuration M anagement Plan

The Configuration Management (CM) Plan establishes uniform CM practicesin a sysem
development project to manage the establishment of and changes to, system hardware and
software. CM helps maintain the integrity of the system throughout its life cycle and facilitates
communication about the system among project team members, users, and other supporting
organizations. CM guidelines are applied through the systematic identification, control, and auditing
of sysem characteridtics, induding the following:

Configuration identification of functiona and physical characteristics of a system through
structured documentation baselines.

Configuration control of changes to the physical and functiond characteristics of hardware
and software systems and the basdline documentation describing them.

Configuration status accounting about the current configuration and changesto it.

Configuration auditing to verify that sysem performance and configuration are accurately
identified in the basdine documentation.

Storage and control of access to the baseline documentation, source code, and executable
code.

A basdineis adocumented technical description that becomes a reference point againgt which
changes can be proposed, evauated, and incorporated. A sample outline of aCM Planisshownin
Exhibit D-2.

Sample Configuration Management Plan Outline

Cover Page
Table of Contents

1. Introduction
Provide a brief statement that introduces the CM plan and describes, in general terms, itsusein
managing the configuration of the specific projects.

1.1 Purpose
Describe why this CM plan was created, what it accomplishes, and how it is used.

1.2 Scope
Define the scope of CM planning. Include the Systems Development and Life Cycle
Management (SDLCM)) work pattern and its limits, effects of CM on the conduct of
development methodol ogy, and effects of the invol vement of other contractors within the CM
process.
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1.3 Policy
I dentify policy decisions that affect the conduct of CM on the project.

1.4 System Description
Briefly describe the system, its history, and the environment in which the project operates
(mainframe, client/server, or stand-alone). Describe the system architecture, operating system,
and application languages. Identify other legacy or new systems with which this system
interfaces. List the number of sitesthat are using the system.

15 Definitions
Define the terms that appear in the CM plan.

16  Reference Documents
List the documents that are referenced to support the CM process including any project or
standards documents referenced in the body of the CM plan.

2. Organization
I dentify the organization in which CM resides and all organization unitsthat participatein the
project. Definethe functional roles of these organizational unitswithin the project structure.

21 CM Activities
Identify all CM functions required to manage the configuration of the system.

22 CM Responsihilities
List CM responsibilitiesin supporting this project.

3. Configuration Identification
Explain that Configuration I dentification is the basis on which the configuration items (Cls) are
defined and verified; Clsand documents are labeled; changes are managed; and accountability is
maintained.

3.1 Configuration Item Identification
I dentify the Clsto be controlled and specify a means of identifying changes to the Cls and related
baselines.

3.2 ldentification Conventions
Describe the identification (numbering) criteria for the software and hardware structure, and for
each document or document set.

3.3 Naming Conventions
Provide details of the file naming convention to be used on the project and how file configuration
integrity will be maintained.

34 Labds
Describe the requirements for labeling media and application software.

35 Configuration Baseline Management
Describe what baselines are to be established. Explain when and how they will be defined and
controlled.

3.6 Libraries
Identify the libraries and the media under control, the requirements for the control of
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documentation, and how access control isto be managed.

4. Configuration Control
Explain that configuration change management is a process for managing configuration changes

and variances in configurations.

4.1 Change Process
Define the process for controlling changes to the system baselines and for tracking the

implementation of those changes.

4.2 Review and Control Board(s)
Describe any Internal Review Boards and Configuration Control Boards that will be established

for the project. For each board, discuss the memberswho will participate (and their functional
representatives), the Chair, the Secretariat, and the responsibilities of the board and of each
member to the board.

4.3 Interface Management
Identify the interfaces to be managed and describe the procedures for identification of interface

requirements, establishment of interface agreements, and participation in any Interface Control
Working Groups.

5. Configuration Status Accounting
Explain that Configuration Status Accounting (CSA) isthe process of keeping records of all
change actions pertaining to a configuration itemto generate reports on all decisions made and
implemented. Also, show that CSA provides a means of storing and cross-referencing the collected

data.

6. Configuration Audits
Describe how peer review audits will be accomplished.

7. Reviews
Describe how the technical reviews relate to the establishment of baselines and explain the role of

CM inthesereviews.

8.  CM Plan Maintenance
Describe the activities and responsibilities necessary to ensure continued CM planning during the

life cycle of the project; state who isresponsible for monitoring the CM plan. Describe how
frequently updates are to be performed; how changesto the CM plan are to be evaluated and
approved; and how changes to the CM plan are to be made and communicated.

Exhibit D-2: Sample Configuration Management Plan Outline

Preliminary Design Document

The preliminary design document describes the requirements, operating environment, and design
characterigics for an information system. It is used in conjunction with the functiond requirements
document (FRD) to provide a complete system specification of al user requirements for the system
and will reflect the user’ s perspective of the syssem design. A sample outline for a preliminary
design document is provided in Exhibit D-3.
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Sample Preliminary Design Document Outline

Cover Page
Table of Contents

1. Introduction
11 Purpose and Scope
This section provides a brief description of the preliminary design document’s purpose and
scope.
1.2 Project Executive Summary
This section provides a description of the project from a management per spective and an
overview of the framework within which the conceptual system design was prepared. If
appropriate, include the information discussed in the subsequent sections in the summary.
1.2.1 System Overview
This section describes the system in narrative form using non-technical terms. It should
provide a high-level system architecture diagram showing a subsystem breakout, if
applicable. The high-level system architecture or subsystem diagrams should show interfaces
to preliminary systems.
1.2.2 Design Constraints
This section describes any constraints in the system design and describes any assumptions
made by the project team in devel oping the system design.
1.2.3 Future Contingencies
This section describes any contingencies that might arise in the design of the system.
1.3 Document Organization
This section describes the organization of the preliminary design document.
14 Points of Contact
This section provides the organization code and title of the important points of contact (and
alternatesif appropriate) for the information system devel opment effort. These points of
contact should include the Project Manager, Project Owner and/or Functional Manager,
Project User, Quality Assurance (QA) Manager, Security Manager, and Configuration
Manager, as appropriate.
15 Project References
This section provides a bibliography of essential project references and deliverables that have
been produced before this point. For example, these references might include the PMP,
Feasibility Study, Cost Benefit Analysis, Acquisition Plan, QA plan, Configuration
Management Plan, and FRD.
1.6 Glossary
This section supplies a glossary of all terms and abbreviations used in the document. If the
glossary is several pagesin length, it may be included as an appendix.

2. System and Subsystem Specification
In this section, describe the system and subsystem specifications for the project. Provide a
summary of the intended capabilities of the system and subsystems in terms of major components
(work flows, process flows, and data models). Add as much detail as necessary to fully define
all specifications that will achieve the conceptual system design objectives.
2.1 System and Subsystem Overview
This overview supplements the project executive summary with the following technical details. a
narrative description of the preliminary conceptual design of the systemidentified in the project
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executive summary with a high-level description of each subsystem; high-level diagrams of each
subsystem with more detail (if known at this point) than the diagrams in the project executive
summary; a matrix of requirements ver sus design components

2.2 Specification Model
This section describes the specification model in terms of a workflow, process flow, and data
model, if appropriate. Include the data discussed in the subsequent sections.
2.2.1 Workflow
This section provides high-level diagramsidentifying the customers' workflow processes
among their offices and people at the task level. |dentify the automated ver sus manual
processes.
2.2.2 Process Flow
This section provides high-level diagrams that identify the interaction among various
organizational functions. Include all primary functional processes as well as any support
functions that should be described in the RD. Identify the automated ver sus manual
processes.
2.2.3 DataModel
This section provides high-level documentation regarding the database framework,
integration, and divisional models, including descriptions of the database transaction
journal capabilities that enable the user to track transactions fromoriginal sourcesto final
storage locations.
23  Prototypes
Create, use, and eval uate any prototypes to assist in the confirmation or completion of the FRD
or act asthe deliverable for a particular task or function design within the design phase. The
prototype should only be used as a tool for completing the Planning and Requirements
Definition and Design phases and should not replace the deliverables from these phases.
Prototypes should not be placed into production. Well-devel oped prototypes may be used for
preliminary user training and documentation; however, doing so may require systemrevisions
based on changes to the final system on completion of construction and testing.

3. Traceability (Regquirements Traceability Matrix)
In this section, extend the traceability matrix created in the FRD to include features fromthe
preliminary design that address user requirements. This matrix begins with the user requirements
and assistsin tracing how the requirements are addressed in subsequent phases and documents.

Exhibit D-3: Sample Preliminary Design Document Outline

Detailed Design Document

The Detailed Design Document describes the detailed system and subsystem designs, and detailed
requirements that will be used in developing the information system. It contains the database
dructure, file structures, input formats, output layouts, and module processing logic to be used by
the project team during system development. The sections and subsections of the find design
document may be organized, rearranged, or repeated as necessary to reflect the best organization
for aparticular project. A sample outline for a Detalled Design Document is shown is Exhibit D-4.
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Sample Detailed Design Document Outline
Cover Page Table of Contents

1. Introduction

1.1 Purpose and Scope
This section describes the final design document purpose and scope.

1.2 Organization of this Document
This section describes the organization of the final design document.

1.3 Points of Contact
Provide the organization and title of the key points of contact (and alternatesif appropriate)
for the information system devel opment effort in this section. These points of contact should
include the Project Manager, Project Owner, system devel oper, programmer analyst, Quality
Assurance (QA) Manager, Security Manager, Configuration Manager, and other points of
contact as appropriate.

1.4 Project References
In this section, provide a bibliography of key project references and deliverables that have
been produced before this point. For example, these references might include the Project
Management Plan, feasibility study, cost-benefit analysis, acquisition plan, QA plan,
Configuration Management Plan, Requirements document (RD), computer security plan, and
preliminary design document.

15 Glossary
Supply a glossary of all terms and abbreviations used in this document. If theglossaryis
several pagesin length, it may be included as an appendix.

2. System Design Overview
This section briefly describes the system and subsystem ar chitectures and their design
specifications. The overview information in this section may partially repeat some of the
content of the preliminary design document (such as, the system description and the flow
diagrams). The content of this section should include the following: a narrative description of
the system that describes all system inputs and outputs; a high-level block diagram of the
system; forms sequencesillustrating the detailed flow of events; object models; database
schema; a system data dictionary.

3. Unit Design Organization
This section describes the segmentation of the system into subsystems (this section may reference
the preliminary design document); segmentation of the subsystems into design units (a
subsystem may map to one or more design unit per subsystem); and the segmentation of design
unitsinto design modules. The section should show - graphically or in tables - the relationship
between design modules and the projected actual computer program compilation units. There
may be one or more design module per program compilation unit, depending on the software
design approach and the computer languages used. The degree and type of modularity above
may be modified as necessary for the project under development.

4. Fileand Database Design
Interact with the Data Administrator when preparing this section. The section should reveal the
final design of all database management system (DBMS) files and the non-DBMSfiles
associated with the system under development in this section. Additional information may be
added asrequired for the particular project.
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4.1 Database Management System Files
This section reveal s the final design of the DBMSfiles and includes the following information:
final logical design; a physical database description; access methods; estimate of the DBMS
file size or volume; and a definition of the update frequency of the database.
4.2 Non-Database Management System Files
In this section, provide the detailed description of all non-DBMSfiles and include a narrative
description of the usage of each file - including whether the file is used for input, output, or
both. If thisfileisatemporary file, include an indication of which modules read and write the
file, etc.; and file structures.

5. Input and Output Design
This section provides the detailed design of the system and subsystem inputs and outputs. Any
additional information may be added to this section and may be organized according to whatever
structure best presents the systeminput and designs. Depending on the particular nature of the
project, it may be appropriate to repeat these sections at both the subsystem and design module
levels. Additional information may be added to the subsectionsif the suggested lists are inadequate
to describe the project inputs and outputs.
5.1 System Input Design
This section is a description of the input media used for preliminary data transfers. For
example, electronic data interchange, magnetic tape, scanned paper, etc. |f appropriate, the
input record types, file structures, and database structures provided in Section 4, File and
Database Design may bereferenced. Define data element definitions. Provide the layout of all
input data screens or windows. Provide a graphic representation of each interface. Define or
reference all data elements associated with each screen or window.
5.2 System Output Design
This section describes the system output design. System outputs include reports, data display
screens, windows, and files. The output files are described in Section 4, and may be either
repeated or referenced.

6. Detailed Module Design
A moduleisthe lowest level of design granularity in the system. Depending on the software
devel opment approach, there may be one or more modules per program. This section should provide
enough detailed information about |ogic and data necessary to correctly write source code for all
modules in the systemin this section. At the point at which this document iswritten, development of
the detailed design has been completed for the modules, and that design is documented in this

section.

7. Traceability (Requirements Traceability Matrix)
This section extends the traceability matrix created in the FRD to include features from the final
design that address user requirements. This matrix beginswith the user requirements and assistsin
tracing how the requirements are addressed in subsequent phases and documents. The matrix may
also show traceability between FRD requirements, detailed requirements, and detailed design.

8. System Integrity Controls

Addressintegrity controlsfor protecting classified systems and data. This section may reference
other documentation.

Appendix A: Detailed system requirements devel oped from Functional Requirements.

Exhibit D-4: Sample Detailed Design Document Outline
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Systems Development and Life
Cycle Management (SDLCM)

APPENDIX E-DEVELOPMENT AND TEST PHASE
DELIVERABLES

I mplementation Plan

The implementation plan describes how the information system will be ingdled and trangtioned into
an operdiond sysem. The plan contains an overview of the system, a brief description of the mgor
tasks involved in the implementation, the overall resources needed to support the implementation
effort (such as hardware, software, facilities, materias, and personnd), and any site-specific
implementation requirements. A sample outline for an Implementation Plan is provided in Exhibit E-
1. A description of each of the subsections follows.

Sample Implementation Plan Outline

Cover Page
Table of Contents

1. Introduction

1.1 Purpose

1.2 System Overview
1.2.1 System Description
1.2.2 System Organization
1.3 Project References

14 Glossary

2. Management Overview
2.1 Description of Implementation
2.2 Points of Contact
2.3 Major Tasks
2.4 Implementation Schedule
2.5 Security
25.1 System Security Features
2.5.2 Security During Implementation

3. Implementation Support
3.1 Hardware, Software, Facilities, and Materials
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311 Hardware
3.1.2 Software
3.1.3 Facilities
3.1.4 Materia
3.2 Personnel
3.2.1 Personnel Requirements and Staffing
3.2.2 Training of Implementation Staff
3.3 Performance Monitoring
3.4 CM Interface

4. Implementation Requirements by Site
4.1 Site Nameor Identification for Site X
4.1.1 Site Requirements
4.1.2 Site Implementation Details
4.1.3 Back-Off Plan
4.1.4 Post-implementation Verification

Exhibit E-1: Sample Implementation Plan Outline

A description of each of the sections of the sample Implementation Plan follows.

1 Introduction - This section provides an overview of the information system and includes any
additional information that may be appropriate.

1.1  Purpose- Thissection describes the purpose of the implementation plan. Referencethe
system name and identify information about the system to be implemented.

1.2  System Overview - This section provides abrief overview of the system to be implemented,
including a description of the system and its organizetion.

1.2.1 System Description - This section provides an overview of the processesthe systemiis
intended to support. If the system is a database or an information system, provide a generd
discussion of the description of the type of data maintained and the operational sources and uses of
those data.

1.2.2 System Organization - This section provides a brief description of system structure and the
magor system components essentid to the implementation of the system. It should describe both
hardware and software, as appropriate. Charts, diagrams, and graphics may be included.

1.3  Project References - This section provides a bibliography of essentia project references
and deliverables that have been produced before this point in the project development. For
example, these references might include the Project Management Plan, Acquisition Plan, Functiona
Requirements Document (FRD), Test Plan, conversion plan, and preliminary and fina detailed
design documents.

14  Glossary - Provide aglossary of dl terms and abbreviations used in the manud. If itis
severd pagesin length, it may be placed in an gppendix.
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2. Management Overview - The subsequent sections provide a brief description of the
implementation and mgor tasksinvolved in this section.

2.1  Description of Implementation - This section provides a brief description of the system and
the planned implementation approach.

2.2  Pointsof Contact - In this section, list dl managers and saff with whom the implementation
must be coordinated, the name of the responsible organization(s), and titles and telephone numbers
of the staff who serve as points of contact for the system implementation. These points of contact
could include the System Owner, Project Manager, Security Manager, Database Administrator,
Configuration Management Manager, or other managers with responghbilities relaing to the sysem
implementation. The Ste implementation representative for each ingalation or implementation Ste
should aso be included, if gppropriate.

2.3  Mgor Tasks- This section provides a brief description of each major task required for the
implementation of the systlem. Add as many subsections as necessary to this section to describe dl
the major tasks adequately. The tasks described in this section are not site-specific, but generic or
overdl project tasksthat are required to instal hardware and software, prepare data, and verify the
system. Include the following information for the description of each mgor task, if gppropriate:
what the task will accomplish; resources required to accomplish the task; key person(s) responsble
for the task; and criteriafor successful completion of the task.

24  Implementation Schedule - In this section, provide a schedule of activitiesto be
accomplished during implementation. Show the required tasks (described in Section 2.3, Mgor
Tasks) in chronological order, with the beginning and end dates of each task.

25  Security - If appropriate for the system to be implemented, include an overview of the
system security features and requirements during the implementation. If the Privacy Act coversthe
system, provide Privacy Act concerns.

251 System Security Festures - In this section, provide an overview and discusson of the
security features that will be associated with the system when it isimplemented. It should include
the primary security features associated with the system hardware and software.  Security and
protection of sendtive agency data and information should be discussed, if applicable. Reference
the sections of previous deliverables that address system security issues, if gppropriate.

2.5.2  Security During Implementation - This section addresses security issues specifically related
to the implementation effort, if any. For example, if loca area network (LAN) servers or
workgations will beindalled a a Ste with sendtive data preloaded on non-removable hard disk
drives, address how security would be provided for the data on these devices during shipping,
trangport, and installation because theft of the devices could compromise the sensitive data.
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3. Implementation Support - This section describes the support software, materids,
equipment, and facilities required for the implementation, as well as the personne requirements and
training necessary for the implementation. The information provided in this section is not Site-
specific. If there are additiona support requirements not covered by the subsegquent sections,
others may be added as needed.

3.1 Hadware Software, Facilities, and Materids - In this section, list support software,
materias, equipment, and facilities required for the implementation, if any.

3.1.1 Hardware- This section providesalist of support equipment and includes dl hardware
used for testing the implementation. For example, if a client/server database isimplemented on a
LAN, anetwork monitor or “sniffer” might be used, dong with test programs, to determine the
performance of the database and LAN at high-utilization rates. If the equipment is Ste-specific, list
it in Section 4, Implementation Requirements by Site.

3.1.2 Software- This section provides alist of software and databases required to support the
implementation. ldentify the software by name, code, or acronym. Identify which softwareis
commercid off-the-shelf and which is DOL-specific. Identify any software used to facilitate the
implementation process. If the software is Ste-gpecific, lidt it in Section 4.

3.1.3 Fadlities- In this section, identify the physcd facilities and accommodations required during
implementation (e.g., physica workspace for assembling and testing hardware components, desk
gpace for software indalers, and classroom space for training the implementation staff). Specify the
hours per day needed, number of days, and anticipated detes. If the facilities needed are Site-
specific, provide thisinformation in Section 4.

3.1.4 Materid - Thissection provides alist of required support materids, such as magnetic tapes
and disk packs.

3.2  Personnd - This section describes personnel requirements and any known or proposed
gaffing requirements, if appropriate. Also, describe the training, if any, to be provided for the
implementation Saff.

3.2.1 Personnd Requirements and Staffing - In this section, describe the number of personnd,
length of time needed, types of kills, and sKkill levels for the staff required during the implementation
period. If particular staff members have been sdected or proposed for the implementation, identify
them and thair roles in the implementation.

3.2.2 Traning of Implementation Staff - This section addresses the training, if any, necessary to
prepare saff for implementing and maintaining the system; it does not address user training, which is
the subject of the training plan. Describe the type and amount of training required for each of the
following areas for the system: system hardware/software ingtdlation; system support; and system
maintenance and modification. Present atraining curriculum listing the courses that will be provided,
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a course sequence, and a proposed schedule. I appropriate, identify which courses particular
types of gaff should attend by job position description.

3.3  Peformance Monitoring - This section describes the performance monitoring tool and
techniques and how it will be used to hdp decide if the implementation is successful.

34  CM Interface - This section describes the interactions required with the Configuration
Management (CM) representative on CM-related issues, such as when software listings will be
distributed, and how to confirm that libraries have been moved from the development to the
production environment.

4, Implementation Requirements by Site - This section describes specific implementation
requirements and procedures. If these requirements and procedures differ by Site, repeet these
subsections for each Ste; if they are the same for each site, or if thereis only one implementation
Ste, use these subsections only once.

4.1  SteNameor Identification for Ste X - This section provides the name of the specific Ste or
Stesto be discussed in the subsequent sections.

4.1.1 Site Requirements - This section defines the requirements that must be met for the orderly
implementation of the system and describes the hardware, software, and Ste-specific facilities
requirements for thisarea. Any site requirements that do not fal into the following three categories
and were not described in Section 3, Implementation Support, may be described in this section, or
other subsections may be added following Facilities Requirements. hardware requirements; software
requirements, data requirements; and Facilities Requirements.

4.1.2 Site Implementation Details - This section addresses the specifics of the implementation
for thisgte. Include a description of the implementation team, schedule, procedures, and database
and data updates. This section should aso provide information on the following: team; schedule,
procedures; database; and Data Update.

4.1.3 Back-Off Plan - This section specifies when to make the go/no go decision and the factors
to be included in making the decison. The plan then goes on to provide a detailed list of steps and
actions required retoring the Ste to the origindl, pre-conversion condition.

4.1.4 Post-Implementation Verification - This section describes the process for reviewing the
implementation and deciding if it was successful. It describes how an action item list will be created
to rectify any noted discrepancies. It also references the back-off plan for instructions on how to
back-out the ingalation, if, because of the pogt-implementation verification, ano-go decison is
made.

Test Plan
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The Test Plan identifies the tasks and activities needed to be performed o that al aspects of the
system are adequately tested and that the system can be successfully implemented. It documents
the scope, content, methodol ogy, sequence, management of, and responsibilities for test activities.
It describes the test activities of the subsystem integration test, the system test, and the acceptance
test (including security testing) in progressively higher levels of detail as the system is developed.

The Test Plan provides guidance for the management of test activities, including organization,
relaionships, and responsibilities. Thetest case procedures may beincluded inthe Test Planorina
separate document, depending on system sze. The users assst in developing the Test Plan, which
describes the nature and extent of tests deemed necessary. This provides abasis for verification of
test results and vdidation of the sysem. The vdidation process ensures that the system conformsto
the functiond requirements in the Functional Requirements Document (FRD) and that other
gpplications or subsystems are not adversely affected. The Test Plan is a dynamic document used
for directing the testing of the system throughout the life cycdle. A sample outlinefor aTest Planis
shown in Exhibit E-2. A description of each of the subsections follows.

Sample Test Plan Outline

Cover Page
Table of Contents

1. Purpose

2. Background
3. Scope

4. Glossary

5. Limitations and Traceahility
5.1 Limitations
5.2 Traceability (Functional Requirements Traceability Matrix)

6. Test Plans

6.1 TestLevels
6.1.1 Subsystem Integration Test
6.1.2 System Test
6.1.3 User Acceptance Test
6.1.4 Security Test

6.2 Test Environment and Schedules
6.2.1 Software Description
6.2.2 Milestones
6.2.3 Organizations and Locations
6.2.4 Schedule
6.2.5 Resource Requirements
6.2.5.1 Equipment
6.25.2 Software
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6.2.5.3 Personnel

6.2.6 Testing Material

6.2.7 Test Training

6.2.8 Test Methods and Evaluation
6.2.8.1 Methodology
6.2.8.2 Conditions
6.2.8.3 Test Progression
6.2.8.4 DataRecording
6.2.8.5 Constraints
6.2.8.6 Criteria
6.2.8.7 DataReduction

7. Test Descriptions
7.1 Test Name (repeat for each test)
7.1.1 Test Description
7.1.2 Control
7.1.3 Inputs
7.1.4 Outputs
7.1.5 Procedures

Exhibit E-2: Sample Test Plan Outline

1 Purpose - In this section, present a clear, concise statement of the purpose of the project
test plan and identify the gpplication system being tested by name. Include a summary of the
functions of the system and the tests to be performed.

2. Background - This section should provide a brief description of the history and other
background leading up to the system development process. Identify the user organization and the
location where the testing will be performed. Describe any prior testing, and note results that may
affect thistedting.

3. Scope - This section describes the projected boundaries of the planned tests. Include a
summary of any congtraints imposed on the testing, whether they are because of alack of
specidized test equipment, or congtraints on time or resources. Describe condraints in detail in
Section 5.1, Limitations.

4. Glossary - This section provides alist of dl terms and abbreviations used in this document.
If theligt is severd pagesin length, it may be placed as an appendix.

5. Limitations and Traceability - This section eaborates on the limitations summarized in
Section 3, Scope, and cross-references the functiona requirements and detailed specifications to
the tests that demondtrate or partidly demonstrate that capability.

5.1  Limitations- This section describes limitations imposed on the testing, whether they are

because of alack of specidized test equipment, or constraints on time or resources. Indicate what
geps, if any, are being taken to reduce the program risk because of the test limitation(s).
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5.2  Traceahility (Functiond Requirements Tracegbility Matrix) - This section expands the
traceability matrix created in the FRD by including test activities that address user requirements.
The intent isto show that the test plan covers al functiondity, performance, and other requirements
associated with each design dement (unit, module, subsystem, and system) in the interna design
document.

6. Test Plans - This section describes the levels of tests that take place during devel opment:
integration, system, security, and user acceptance tests, and the planning that is needed. The test
environment is described in terms of milestones, schedules, and resources needed to support testing.

6.1  Tes Leves- Thissection should include alist of the types of software testing to be
peformed. Lig dl applicable levels and enter “Not applicable’ if aparticular levd of testing does
not apply to the project.

6.1.1 Subsystem Integration Test - This section discusses the tests that examine the subsystems
made up of integrated groupings of software units and modules. Thisisthefird level of testing
where problem reports are generated; these reports are classified by severity, and their resolution is
monitored and reported. Subsystem integration test results (including the test data sets and outputs
produced from the tests) may be ddivered as part of the find test plan, with the integration test
analysis report or as an gppendix.

6.1.2 Sysem Test - This section describes the type of testing that determines system compliance
with standards and satisfaction of functiond and technica requirements when executed on target
hardware usng smulated operationa data files and prepared test data. System documents and
training manuals are examined for accuracy, vaidity, completeness, and usability. During this testing
period, software performance, response time, and ability to operate under stressed conditions are
tested. Externd system interfaces are dso tested. Al findings are recorded in a system test analysis

report.

6.1.3 - Acceptance Test - This section describes the tests performed in a non-production
environment that mirrors the environment in which the sysem will befidded. Every system fegture
may be tested for correctness and satisfaction of functiond requirements. System interoperability,
al documentation, system reliability, and the level to which the system meets user requirements are
evaluated. Performance tests may be executed to ensure that screen response time, program run
time, operator intervention requirements, and overal system operations meet user requirements.
Recovery and restart procedures should be eva uated; interfaces to other gpplications should adso
be tested.

6.1.4 Security Test - This section discusses the tests that evaluate compliance with system security
and integrity requirements. System backup, recovery, security, audit trails, and reconciliation issues
are addressed. Include internd controls or application security features mentioned in the context of
security testing.  Security testing is performed in the operationd (production) environment under the
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guidance of designated security teff.

6.2  Tedt Environment and Schedules - This section documents key eements of the test
environment, including milestones, schedule, and resource requirements.

6.2.1 Software Description - This section provides a brief description of the inputs, outputs, and
functions of the software being tested.

6.2.2 Milestones - This section lists the milestone events and dates for the testing.

6.2.3 Organizations and Locations - This section provides information on the participating
organizations and the location where the software will be tested.

6.2.4 Schedule - This section shows the detailed schedule of dates and events for the testing by
location. Events should include familiarization, training, test data set generation, and collection, as
well as the volume and frequency of the input for testing.

6.2.5 Resource Requirements - This section and associated statements define the resource
requirements for the testing.

6.2.5.1 Equipment - This section shows the expected period of use, types, and quantities of
equipment needed.

6.2.5.2 Software - This section lists other software needed to support testing thet is not part of the
software being tested.  This should include debugging software and programming aids aswell as
many current programs to be run in parale with the new software to ensure accuracy; any drivers
or system software to be used in conjunction with the new software to ensure compatibility and
integration; and any software required to operate the equipment and record test results.

6.2.5.3 Personnd - This section lists the number of personne their skill types, and schedules for
personnd - from the user, database, Quality Assurance, security, and development groups - who
will beinvolved in thetest. Include any specid requirements, such as multiple-shift operation or key
personnel.

6.2.6 Teding Materid - This section lists the materials needed for the test, such as documentation,
software to be tested and its medium, test inputs, sample outputs, test control software, and
workshests.

6.2.7 Ted Training - This section describes or references the plan for providing training in the use
of the software being tested. Specify the types of training, personnd to be trained, and the training
gff.

6.2.8 Tes Methods and Evauation - This section documents the test methodologies, conditions,
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test progression or sequencing, data recording, congtraints, criteria, and data reduction.

6.2.8.1 Methodology - This section describes the general methodology or testing strategy for each
type of testing described in this test plan.

6.2.8.2 Conditions - This section specifies the type of input to be used, such as red-time entered
test data or canned data for batch runs. 1t describes the volume and frequency of the input, such as
the number of transactions per second tested, etc. Sufficient volumes of test transactions should be
used to smulate live sress testing and to incorporate awide range of vaid and invdid conditions.
Data vaues used should smulate live data and test limited conditions.

6.2.8.3 Test Progression - This section describes the manner in which progression is made from one
test to another, so the entire cycleis completed.

6.2.8.4 Data Recording - This section describes the method used for recording test results and
other information about the testing.

6.2.8.5 Condraints - This section indicates anticipated limitations on the test because of test
conditions, such as interfaces, equipment, personnel, and databases.

6.2.8.6 Criteria- This section describes the rules to be used to evaluate test results, such asrange
of data vaues used, combinations of input types used, or maximum number of alowable interrupts
or hdts.

6.2.8.7 Data Reduction - This section describes the techniques that will be used for manipulating the
test datainto aform suitable for evauation - such as manua or automated methods - to alow
comparison of the results that should be produced to those that are produced.

7. Test Description - This section describes each test to be performed. Tests at each level
should include verification of access control and system standards, data security, functiondity, and
error processng. Asvarious levels of testing (subsystem integration, system, user acceptance
testing, and security) are completed and the test results are documented, revisons or increments of
the test plan can be delivered. The subsections of this section should be repested for each test
within the project. If there are many tests, place them in an appendix.

7.1  Test Name- This section identifies the test to be performed for the named module,
subsystem, or system. Address the criteria discussed in the subsequent sections for each test.

7.1.1 Test Description - Describe the test to be performed. Tests at each leved of testing should
include those designed to verify data security, access control, and system standards;

system/subsystem/unit functiondity; and error processing as required.

7.1.2 Control - Describe the test control, such as; manua, semiautomatic, or automeatic insartion
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of inputs; sequencing of operations; and recording of results.

7.1.3 Inputs - Describe the data input commands used during the test. Provide examples of input
data. At the discretion of the Project Manager, input data listings may aso be requested in
computer readable form for possible future use in regression testing.

7.1.4 Outputs - Describe the output data expected because of the test and any intermediate
messages or display screens that may be produced.

7.1.5 Procedures - Specify the systematic procedures to accomplish the te<t, include test setup,

initialization steps, and termination. Also include effectiveness criteria or pass criteriafor each test
procedure.

Acceptance Test Report

The Acceptance Test Report documents the results of acceptance test activities as defined in the
Test Plan. It records results of the tests and presents the capabilities and deficiencies for review, if
goplicable. Test Problem reports, documenting problems encountered during testing, are included
in the Acceptance Test Report, as gppropriate. A sample outline for an Acceptance Test Report is
shown in Exhibit E-3 followed by description of each of the report subsections. A sample outline
for aTest Problem Report is provided in Exhibit E-4.

Sample Acceptance Test Report Outline

Cover Page
Table of Contents

1. Purpose
2. Scope

3. Reference Documents
3.1 Security
3.2 Glossary

4. Test Anaysis
4.1 Test Name (repeat for each test)
4.1.1 System Functions
4.1.2 Functiona Capability
4.1.3 Performance Capability

5. Software and Hardware Requirements Findings
5.1 Requirement Number and Name (repeat for each test)
5.1.1 Findings
5.1.2 Limitations
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6. Summary and Conclusions
6.1 Demonstrated Capabilities
6.2 System Deficiencies
6.3 System Refinements
6.4 Recommendations and Estimates
6.5 Test Problem Report
6.6 Test Analysis Approva Determination Form

Exhibit E-3: Sample Acceptance Test Report Outline

1 Purpose - This section should present aclear, concise statement of the purpose for the
Acceptance Test Report.

2. Scope - This section identifies the system tested and the test(s) conducted covered by this
report. Provide a brief summary of the project objectives, and identify the Project Owner and
USErs.

3. Reference Documents - This section provides a bibliography of essentid project references
and deliverables gpplicable to acceptance testing.  These references might include the Functiond
Requirements Document, User Manua, Operations Manud, Maintenance Manua, Test Plan, and
any prior test reports.

3.1  Security - This section describes any security condderations associated with the system
being tested, the test andlysis, and the data being handled - such as confidentidity requirements,
audit trails, access control, and recoverability. Reference those portions of the document that
specificaly address system security issues, if any.

3.2  Glossay - Thissection defines dl terms and provides alist of abbreviations used in the test
andysisreport. If thelist isseverd pagesin length, it may be placed as an appendix.

4, Test Analysis - This section describes the results of each test performed. 1t should include
verification of access control and system standards, functionality, and error process. Repest the
subsections of this section for each test performed.

4.1  Test Name- Thetest performed for the specified system is discussed in this section. For
each test, provide the subsequent sections.

4.1.1 System Functions - A high-level description of the functions tested and a description of
system capabiilities designed to satisfy these functions are contained in this section. Each system
function should be described separately.

4.1.2 Functiond Capability - This section evaluates the performance of each function
demondtrated in the test. This section aso assesses the manner in which the test environment may
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be different from the operationd environment and the effect of this difference on functiond
capabilities.

4.1.3 Peformance Capability - This section quantitatively compares the system performance
characterigtics with the criteria stated in the test plan. The comparison should identify deficiencies,
limitations, and congtraints detected for each function during testing. If appropriate, atest history or
log can be included as an appendix.

5. Software and Hardware Requirements Findings - This section summarizes the test results,

organized according to the numbered requirements listed in the Traceability section of the test plan.
Each numbered requirement should be described in a separate section. Repesat the subsections of
this section for each numbered requirement covered by the test plan.

51  Requirement Number and Name - The requirement number provided in thetitle to this
section is the number from the requirements traceability matrix in the Test Plan and the name
provided is the requirement’ s short name.

5.1.1 Fndings- This subsection briefly describes the requirement, including the software and
hardware capabilities, and sates the findings from one or more tests.

5.1.2 Limitations- This subsection describes the range of data values tested, including dynamic
and gatic data, for this requirement and identifies deficiencies, limitations, and congtraints detected
in the software and hardware during the testing.

6. Summary and Conclusons

6.1  Demongrated Capabilities - This section provides an overview and summary andysis of the
acceptance-testing program. Describe the overdl capabilities and deficiencies of the test activity.

In cases where tests were intended to demonstrate one or more specific performance requirements,
findings should be presented that compare the test results with the performance requirements.
Include an assessment of any differencesin the test environment versus the operationd environment
that may have had an effect on the demondtrated capabilities. Provide a satement, based on the
results of acceptance testing concerning the adequacy of the system or module to meet overal
Security requirements.

6.2  Sysem Deficiencies - This section describes acceptance test results showing system
deficiencies. Identify al problems by name and number when placed under configuration control.
Describe the cumulative or overdl effect of al detected deficiencies on the system of module.
Generate Test Problem Reports for each deficiency asrequired (see Exhibit E-4). If the Test
Problem Reports are tracked in an automated database, then include reports extracted from the
database in an appendix.

6.3  Sygem Refinements - This section itemizes any indicated improvements in system design or
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operation based on the results of the test period. Accompanying each improvement or
enhancement suggested should be a discussion of the added capability it provides and the effect on
the system design. Name and requirement number when placed under configuration control should
indicate the improvements.

6.4  Recommendations and Estimates - This section provides a statement describing the overal
readiness for system implementation. For each deficiency, address the effect on system
performance and design. Include any estimates of time and effort required for correction of each
deficiency and any recommendations on the following: the urgency of each correction; parties
responsible for corrections; and recommended solution or gpproach to correcting deficiencies.

6.5  Tedt Problem Report - This section contains copies of Test Problem Reports (Exhibit E-4)
related to the deficiencies found in the test results. Test Problem Reports will vary according to the
IT system development project, its scope and complexity, etc.

6.6  Acceptance Test Approva - This section contains one copy of the Acceptance Test
Approva (see Exhibit E-5). Thisform briefly summarizes the perceived readiness for migration of
the software. In the case of a user acceptance test, it serves as the user’ s recommendation for
migration to production.

Test Problem Report

Test Problem Report is generated during testing and is attached to the Acceptance Test Report (see
Exhibit E-3), as appropriate. A sample outline for a Test Problem Report is shown in Exhibit E-4.

Sample Test Problem Report Outline

TO:

FROM:

PREPARER/CONTACT: PHONE:
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PROGRAM BEING TESTED:

DESCRIPTION OF TEST PROBLEM

A. Expected Results

B. Actua Results

DISPOS TION OF PROBLEM

Action Taken and Date Corrected

Risk Impact if Problem Not Corrected

Changes Required for Existing Documentation

SIGNATURES
Project Manager System Developer

Date Date

Exhibit E-4: Sample Test Problem Report Outline

Acceptance Test Approval

The Acceptance Test Approvd is attached to the Acceptance Test Report (see Exhibit E-2), as
needed. It confirmsthat the IT system satisfies the intent of the project and is ready to proceed to
implementation. It documents that acceptance test results have been reviewed and acceptance

testing successfully completed. A sample outline for an Acceptance Test Approvd isshownin
Exhibit E-5.

Sample Acceptance Test Approval Outline

DATE:

FROM:

TO:
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We have reviewed the test material for the following project request:

TITLE:

We recommend:
()a Full acceptance. No problems encountered.

() b. Full acceptance. The attached Test Analysis Report describes the problems
encountered, which are now corrected.

() c. Full implementation with later correction. The attached Test Analysis Report
Describes the impact and expected results of this alternative.

() d. Partia implementation. The attached Test Analysis Report describes the impact
and expected results of this alternative.

() e. Rejection. The attached Test Analysis Report describes the reasons.

SGNATURE:

Project Manager Date

SGNATURE:

Designated Approval Authority Date

Exhibit E-5: Sample Acceptance Test Approval Outline

Training Plan

The Training Plan outlines the objectives, needs, strategy, and curriculum to be addressed when
training users on the new or enhanced information system. The plan presents the activities needed
to support the development of training materias, coordination of training schedules, reservation of
personnd and facilities, planning for training needs, and other training-related tasks. A sample
outlinefor a Training Plan is shown is Exhibit E-6. A description of each of the sectionsin the
sample plan follows.

Sample Training Plan Outline

Cover Page
Table of Contents

1. Introduction
1.1 Background and Scope
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1.2 Points of Contact

1.3 Document Organization

1.4 Project References

1.5 Security and the Privacy Act

16 Glossary

2. Requirements Traceability (optional)

3. Instructional Analysis
3.1 Development Approach
3.2 Issues and Recommendations
3.3 Needsand SkillsAnalysis

4. Instructional Methods
4.1 Training Methodology
4.2 Training Database
4.3 Testing and Evaluation

5. Training Resources
5.1 Course Administration
5.2 Resources and Facilities
5.3 Schedules
5.4 Future Training

6. Training Curriculum

Exhibit E-6: Sample Training Plan Outline

1 Introduction - This section provides a management summary of the entire plan. It isnot
required to provide information in this section if the descriptions provided in the subsequent sections
are aufficient.

1.1  Background and Scope - This section provides a brief description of the project from a
management perspective. It identifies the system, its purpose, and itsintended users. This section
aso provides a high-level summary of the training plan and its scope.

1.2  Pointsof Contact - This section provides the organization name (code) and the titles of key
points-of-contact for system development. It includes such points-of-contact as the Project
Manager, QA Manager, Security Manager, Training Coordinator, and Training representative, as
appropriate.

1.3  Document Organization - The organization of the training plan is described in this section.
1.4  Project References - This section provides a bibliography of key project references and

deliverables that have been produced before this point. For example, these references might include
the PMP, FRD, Test Plan, Implementation Plan, and preliminary and detailed design documents.
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15  Security and the Privacy Act - If gpplicable, this section provides a brief discussion of the
system’s security controls and the need for security and protection of sengtive DOL data. If the
system handles sengtive or Privacy Act information, information should be included about Iabeling
systemn outputs as sendtive or Privacy Act-rdlaed. In addition, if the Privacy Act protects the
system, include a natification of the Privacy Act’s civil and crimind pendties for unauthorized use
and disclosure of system data.

16  Glossay - Thissectionisaglossary of dl terms and abbreviationsused in the plan. If itis
severd pagesin length, it may be placed as an appendix.

2. Requirements Traceability Matrix (Optiona) - If gpplicable, this section presents a traceability
matrix that lists user requirements as documented in the FRD and traces how they are addressed in
such documents as preliminary and final design documents, test plans, and training plans. Cross-
reference the user requirements and training needs in the gppropriate sections of the Training Plan.
The requirements matrix may be broken into segments, if appropriate. For example, provide a
separate matrix of the training plan sections that trace to particular sections in the Detailed Design
Document, preliminary design, FRD, and the Statement of Work.

3. Ingtructiond Andyss

3.1  Deveopment Approach - This section discusses the approach used to develop the course
curriculum and ensure quality-training products. This description includes the methodology used to
andyze training requirements in terms of performance objectives and to develop course objectives
that ensure appropriate instruction for each target group. The topics or subjects on which the
training must be conducted should be listed or identified.

3.2  Issues and Recommendations - Any current and foreseeable issues surrounding training are
included in this section. Recommendations for resolving each issue and condraints and limitations
should also be listed.

3.3  Needsand Skills Andysis - This section describes the target audiences for courses to be
developed. Target audiencesinclude technica professonds, user professonds, data entry clerks,
clericd staff members, automated data processing (ADP), non-ADP managers, and executives.
The tasks that must be taught to meet objectives successfully and the skills that must be learned to
accomplish those tasks are described in this section. A matrix may be used to provide this
information. 1n addition, the training needs for each target audience are discussed in this section. If
appropriate, this section should discuss needs and courses in terms of gtaff location groupings, such
as headquarters and field offices.

4. Instructional Methods

4.1  Training Methodology - This section describes the training methods to be used in the
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proposed courses. These methods should relate to the needs and skillsidentified in Section 3.3,
Needs and Skills Analysis, and should take into account such factors as course objectives, the
target audience for a particular course, media characteristics, training setting criteria, and costs. The
materias for the chosen training gpproach (such as course outlines, audiovisud ads, ingructor and
student guides, student workbooks, examinations, and reference manuas) should be listed or
discussed in this section. Sample formats of materials can be included in an gppendix, if desired.

4.2  Traning Database - If gpplicable, this section identifies and discusses the training database
and how it will be used during computer syslemstraining. It discusses the Smulated production data
related to various training scenarios and cases developed for indtructiona purposes. This section
aso explains how the training database will be developed. [If this section is not gpplicable to the
system involved, indicate “Not applicable.”

4.3  Teding and Evauation - This section describes methods used to establish and maintain QA
over the curriculum development process. This description should include methods used to test and
evauate training effectiveness, evauate student progress and performance, and gpply comments to
modify or enhance the course materials and structure.

5. Training Resources

51  Course Adminigration - This section describes the methods used to administer the training
program, including procedures for class enrollment, student release, reporting of academic progress,
course completion and certification, monitoring of the training program, training records
management, and security, as required.

5.2  Resources and Facilities - This section describes the resources required by both ingtructors
and sudents for the training, including classroom, training, and laboratory facilities; equipment such
as an overhead projector, projection screen, flipchart or visua aids pand with markers, and
computer and printer workstations; and materia's such as memo pads and pencils, diskettes,
viewgraphs, and dides.

5.3  Schedules- This section presents a schedule for implementing the training strategy and
indicating respongble parties. Included are key tasks to be completed, such as when to set up
training facilities and schedule participants; other activities essentid to training; and dates on which
those tasks and activities must be finished. This section provides an overview of tasks, ddiverables,
such as approach and evauation forms, scheduled versus actua milestones; and estimated efforts,
such asthework plan. Inthe find verson of the Training Plan, actua course schedules by location
should be included.

54  Future Training - This section discusses scheduled training modifications and improvements.
Thisinformation can include periodic updating of course contents, planned modifications to training
environments, retraining of employees, and other predicted changes. Indicate procedures for
requesting and developing additiond training.
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6. Training Curriculum - This section provides descriptions of the components that make up
each course. If alarge number of courses or modulesis described, place these descriptionsin an
gppendix. Subsections of this section, if any, should be created for each course. Each course may
comprise one or more modules. A course description should be developed for each module. At a
minimum, each course description should include the course/module name; the length of time the
course/module will take; the expected dass Sze (minimum, maximum, optimad); the target audience;
course objectives;, module content/syllabus, specific training resources required, such as devices,
ads, equipment, materids, and mediato be used; and any specid student prerequisites. The course
description could aso include information on ingtructor-to student ratio, tota number of studentsto
be trained, estimated number of classes, location of classes, and testing methods.

M aintenance M anual

The maintenance manud provides maintenance personnd with the information necessary to maintain
the system effectively. The manud provides the definition of the software support environment, the
roles and respongbilities of maintenance personnd, and the regular activities essentid to the support
and maintenance of program modules, job streams, and database structures. In addition to the
itemsidentified for incluson in the maintenance manud, additiona information may be provided to
facilitate the maintenance and modification of the system. Appendices to document various

mai ntenance procedures, standards, or other essentia information may be added to this document
asneeded. A sample outline for aMaintenance Manud is shown in Exhibit E-7. A description of
each of the subsections of the manual follows.

Sample M aintenance Manual Outline

Cover Page
Table of Contents

1. Introduction
1.1 Purpose
1.2 Points of Contact
1.3 Project References
14 Glossary

2. System Description
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2.1 System Application

2.2 System Organization

2.3 Security and the Privacy Act

2.4 System Requirements Cross-Reference

3. Support Environment

3.1 Equipment Environment
3.2 Support Software

3.3 Database Characteristics
3.4 Personnel

4, System Maintenance Procedures
4.1 Conventions
4.2 Veification Procedures
4.3 Error Conditions
4.4 Maintenance Software
4.5 Maintenance Procedures

5. Software Unit Maintenance Procedures

Exhibit E-7: Sample Maintenance Manual Outline

1. Introduction - This section provides generd reference information regarding the maintenance
manua. Whenever gppropriate, additiona information may be added to this section.

1.1  Purpose- Inthis section, describe the purpose of the manua and reference the system
name and identifying information about the systlem and its programs.

1.2  Pointsof Contact - This section identifies the organization(s) responsible for system
development, maintenance, and use. This section aso identifies points-of-contact (and dternate if
appropriate) for the system within each organization.

1.3  Project Reference - This section provides a bibliography of key project references and
deliverables produced during the information system development life cycle. If appropriate,
reference the Functiona Requirements document (FRD), preliminary design, Detailed Design
Document, Test Plan, Acceptance Test Report, other system manuals (e.g., Operations Manud),
and User Manudls,

14  Glossay - Provide aglossary with definitions of al terms, abbreviations, and acronyms
used inthe manud. If the glossary is severa pagesin length, placeit as an appendix.

2. System Description - The subsequent sections provide an overview of the system to be
maintained.

21  System Application - This section provides a brief description of the purpose of the system,
the functionsit performs, and the business processes that the system isintended to support. If the
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system is a database or an information system, include a genera description of the type of data
maintained, and the operational sources and uses of those data.

2.2 Sygem Organization - In this section, provide a brief description of the system structure,
mgor system components, and the functions of each mgjor system component. Include charts,
diagrams, and graphics as necessary.

2.3  Security and the Privacy Act - This section provides an overview of the system’ s security
controls and the need for security and protection of sensitive data.

24  System Requirements Cross-Reference - This section contains an exhibit that cross-
references the detalled system requirements with the preliminary design document, find design
document, and test plans. This document, aso caled a tracesbility matrix in other documents,
asssts maintenance personnd by tracing how the user requirements developed in the FRD are met
in other products of the life cycle. Because thisinformation is provided in the Detalled Design
Document, it may be gppropriate to repeet or enhance that information in this section.

3. Support Environment - This section describes the operating and support environment for the
system and program(s). Include adiscussion of the equipment, support software, database
characterigtics, and personne requirements for supporting maintenance of the system and its
programs.

3.1  Equipment Environment - This section describes the equipment support environment,
including the devel opment, maintenance, and target host computer environments. Describe
telecommunications and facility requirements, if any.

3.1.1 Computer Hardware - This section discusses the computer configuration on which the
software is hosted and its general characteristics. The section should also identify the specific
computer equipment required to support software maintenance if that equipment differs from the
host computer. For example, if software development and maintenance are performed on a
platform that differs from the target host environment, describe both environments. Describe any
miscellaneous computer equipment required in this section, such as hardware probe boards that
perform hardware-based monitoring and debugging of software.

3.1.2 Fadlities- This section describes the specid facility requirements, if any, for system and
program maintenance and includes any telecommunications facilities required to test the software.

3.2  Support Software - This section lists dl support software such as operating systems,
transaction processing systems, and database management systems (DBM Ss) aswell as software
used for the maintenance and testing of the system. Include the appropriate version or release
numbers, dong with their documentation references, with the support software lists.

3.3 Database Characteristics - This section contains an overview of the nature and content of
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each database used by the system. Reference other documents for a detailed description, including
the preliminary design and fina design documents as gppropriate.

34  Personnd - This section describes the specid skills required for the maintenance personndl.
These skills may include knowledge of specific versons of operating systems, transaction
processing systems, high-level languages, screen and display generators, DBM Ss, testing tools, and
computer-aided system engineering tools.

4, System Maintenance Procedures - This section contains information on the procedures
necessary for programmers to maintain the software. If the conventions follow standard
programming practices and a standards document, that document may be referenced, if itis
avallable to the maintenance team.

4.2  Vaeification Procedures - This section includes requirements and procedures necessary to
check the performance of the system following modification or maintenance of the system’'s
software components. Address the verification of the system-wide correctness and performance.
Present, in detail, system-wide testing procedures. Reference the origina development test plan if
the testing replicates development testing. Describe the types and source(s) of test datain detail.

4.3  Error Conditions - This section describes al system-wide error conditions that may be
encountered within the systemn, including an explanation of the source(s) of each error and
recommended methods to correct each error.

4.4  Maintenance Software - This section references any specia maintenance software and its
supporting documentation used to maintain the system.

45  Maintenance Procedure - This section describes systemeatic, system-wide maintenance
procedures, such as procedures for setting up and sequencing inputs for testing. In addition, present
gtandards for documenting modifications to the system.

5. Software Unit Maintenance Procedures - For each software unit within the system, provide
the information requested. If the information isidentica for each of the software units, it is not
necessary to repest it for each software unit.

Oper ations M anual

The Operations Manua provides computer control personnel and computer operators with a
detailed operationd description of the information system and its associated environments. A
sample outline for an Operations Manud is shown in Exhibit E-8. A description of esch of the
subsectionsin the manud follows.

Sample Operations Manual Outline
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Cover Page
Table of Contents

1. Generd

1.1 Introduction and Purpose
1.2 Project References

1.3 Glossary

2. System Overview

2.1 System Application
2.2 System Organization
2.3 Software Inventory
2.4 Information Inventory
2.4.1 Resource Inventory
2.4.2 Report Inventory
2.5 Processing Overview
2.6 Communications Overview
2.7 Security

2.8 Privacy Act Warning

3. Description of Runs

3.1 RunInventory

3.2 Run Sequence

3.3 Diagnostic Procedures

3.4 Error Messages

3.5 Run Descriptions
3.5.1 Control Inputs
3.5.2 Primary User Contact
3.5.3 Datalnputs
3.5.4 Output Reports
3.5.5 Restart/Recovery Procedures
3.5.6 Backup Procedures
3.5.7 Problem Reporting/Escalation Procedure

Exhibit E-8: Sample Operations Manual Outline

1. Generd

1.1  Introduction and Purpose - Describe the introduction and purpose of the Operations
Manud, the name of the system to which it applies, and the type of computer operation.

1.2  Project References - Ligt, as appropriate, the User Manual, Maintenance Manua and other
pertinent documentation.

1.3  Glossy - Ligt any definitions or terms unique to this document or computer operation and
subject to interpretation by the user of this document.

2. System Overview

21  Sysem Application - Provide abrief description of the system, including its purpose and
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uses.

2.2  Sysem Organization - Describe the operation of the system by the use of a chart depicting
operations and interrel ationships.

2.3  Software Inventory - Ligt the software units, to include name, identification, and security
congderations. Identify software necessary to resume operation of the system in case of

emergency.

24  Information Inventory - Provide information about data flies and databases that are
produced or referenced by the system.

24.1 Resource Inventory - List all permanent files and databases that are referenced, created, or
updated by the system.

2.4.2 Report Inventory - List al reports produced by the system. Include report name and the
software that generatesiit.

25  Processng Overview - Provide information that is gpplicable to the processing of the
system. Include system restrictions, waivers of operationa standards, and interfaces with other
systems.

2.6  Communications Overview - Describe the communications functions and process of the
sysem.

2.7  Security - Describe the security considerations associated with the system.
2.8  Privacy Act Warning - Include a Privacy Act warning if the Privacy Act coversthe system.

3. Description of Runs

3.1  RunlInventory - List the runs showing the software components, the job control baich file
names, run jobs, and purpose of each run if any portion of the sysemisrun in batch mode. For
online transaction-based processing, provide an inventory of al software components that must be
loaded for the software system to be operationd.

3.2 Run Sequence - Provide a schedule of acceptable phasing of the software systeminto a
logicd series of operations. If the system is a batch system, provide the execution schedule, which
shows, & a minimum, the following: job dependencies; day of week/ month/date for execution; time
of day or night (if agnificant); and expected run time in computer units.

3.3  Diagnostic Procedures - Describe the diagnogtic or error-detection features of the system,
the purpose of the diagnostic features and the setup and execution procedures for any software
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diagnostic procedures.

34  Error Messages - Ligt dl error codes and messages with operator responses, as
appropriate.

3.5  Run Descriptions - Provide detailed information needed to execute system runs. For each
run, include the information discussed in the subsequent sections.

3.5.1 Control Inputs - Describe dl operator job control inputs, for example, Sarting the run,
selecting run execution options, activating an online or transaction-based system, and running the
system through remote devices, if appropriate.

3.5.2 Primary User Contact - Identify the user contacts (and dternate if appropriate) for the
system, including the person’s name, organization, address, and telephone number.

3.5.3 Datalnputs- Describe the following if datainput isrequired a production time: who is
responsible for the source data; format of the data; data validation requirements; and disposition of
input source and created data.

3.5.4 Output Reports - Identify the report names, ditribution requirements, and any identifying
numbers expected to be output from the run. Describe reports to be produced from the system run
by other than standard means.

3.5.5 Redart/Recovery Procedures - Provide ingtructions by which the operator can initiate
restart or recovery procedures for the run.

3.5.6 Backup Procedures - Provide ingtructions by which the operator can initiate backup
procedures. Cross reference applicable ingtructions with procedures in the Contingency Plan.

3.5.7 Problem Reporting/Escaation Procedure - Provide ingtructions for reporting problemsto a

point of contact. Include the person’s name and telephone numbers (that is, office, home, pager,
etc.).

Systems Administration M anual

A systems adminigtration manua serves the purpose of an operations manua in distributed
(client/server) gpplications. A sample outline for a Systems Adminigtration Manud is shown in
Exhibit E-9. A description of each of the subsections in the manua follows.
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Sample Systems Administration Manual Outline

Cover Page
Table of Contents

1. Genera

1.1 Introduction and Purpose
1.2 Project References

1.3 Glossary

2. System Overview

2.1 System Application

2.2 System Organization

2.3 Information Inventory
2.3.1 Resource Inventory
2.3.2 Report Inventory

2.4 Processing Overview

2.5 Communications Overview
2.6 Security

2.7 Privacy Act Warning

3. SiteProfile(s)
3.1 SiteLocation(s)
3.2 Primary Site

4, Systems Administration
4.1 User and Group Accounts
4.1.1 Adding/Deleting Users
4.1.2 Setting User Permissions
4.1.3 Adding/Deleting User Groups
4.2 Server Administration
4.2.1 Creating Directories
4.2.2 Building Drive Mappings
4.3 System Backup Procedures
4.3.1 Maintenance Schedule
4.3.2 Off-Site Storage
4.3.3 Maintenance of Backup Log
4.4 Printer Support
4.4.1 Maintenance
4.4.2 Print Jobs
4.5 System Maintenance
4.5.1 Monitoring Performance and System Activity
4.5.2 |Installing Programs and Operating System Updates
4.5.3 Maintaining Audit Records
4.5.4 Maintenance Reports
4.6 Security Procedures
4.6.1 Issuing IDS and Passwords
4.6.2 License Agreements
4.7 Network Maintenance
4.7.1 LAN Design
4.7.2Communications Equipment

4.8 Inventory Management
4.8.1 Maintaining Hardware and Software Configurations
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4.8.2Maintaining Floor Plans

4.8.3 Installing Software and Hardware
4.8.4 Maintaining Lists of Serial Numbers
4.85Maintaining Property Inventory

4.9 Training the Backup Administrator
4.10 Procedures for End-User Support
4.10.1 Escalation Procedures
4.11 Documentation
4.11.1 Troubleshooting | ssues

Exhibit E-9: Sample Systems Administration Manual Outline

1. Generd

1.1  Introduction and Purpose - This section introduces and describes the purpose of the
Systems Adminidration Manud, the name of the system to which it gpplies, and the type of
computer operation.

1.2  Project References - This section ligts, as appropriate, the User Manual, Maintenance
Manud, and other pertinent available systems documentation.

1.3  Glossay - Thissection ligs dl definitions or terms unique to this document or computer
operation and subject to interpretation by the user of this document.

2. System Overview

21  Sysem Application - This section provides a brief description of the system, including its
purpose and uses.

2.2 Sydem Organization - This section describes the organization of the system by the use of a
chart depicting components and their interrelaionships.

2.3 Information Inventory - This section provides information about data files, and databases
that are produced or referenced by the system.

2.3.1 Resource Inventory - This section lists all permanent files and databases that are referenced,
created, or updated by the system.

2.3.2 Report Inventory - This section ligs al reports produced by the system, including each
report name and the Software that generatesiit.

24  Processng Overview - This section provides information that is gpplicable to the processing

of the system. It includes system redtrictions, waivers of operationa standards, and interfaces with
other systems.
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25 Communications Overview - This section describes the communi cations functions and
process of the system.

2.6  Security - This section describes the security congderations associated with the system.

2.7  Privacy Act Warning - If the Privacy Act covers the system, then this section providesthe
appropriate Privacy Act notice and warning.

3. Site Profile(s) - This section contains information pertaining to the site(s) where the
goplication isrunning. That information includes the information contained in the subsequent
sections.

3.1  Stelocation(s) - Thisisthe officid address(es) of the site(s).

3.2  Primary Ste - For the Site(s) designated as primary, this section describes the essentia
personnel names and telephone numbers for the automated data processing Site contacts.

4, Systems Adminigration - This section introduces the responsibilities of the System
Adminigrator, as discussed in the subsequent sections.

4.1  User and Group Accounts - This section introduces topics related to system users.

4.1.1 Adding/Deeting Users - This section describes procedures to creste/delete user logins and
password accounts.

4.1.2 Setting User Permissions - This section describes procedures to give users/restrict access to
certan files.

4.1.3 Adding/Dedeting User Groups - This section contains procedures to create/del ete user
groups.

4.2  Server Adminigration - This section describes procedures to setup servers, including
naming conventions and standards.

4.2.1 Creating Directories - This section describes procedures to create server directories.

4.2.2 Building Drive Mappings - This section describes procedures to creste server drive
mappings.

4.3  System Backup Procedures - This section describes procedures for regularly scheduled
backups of the entire network, including data storage, and the creation and storage of backup logs.
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4.3.1 Maintenance Schedule (Daily, Weekly) - This section describes documented daily and
weekly backup schedules and procedures.

4.3.2 Off-Site Storage Procedures - This section describes the location, schedule, and
procedures for off-ste storage.

4.3.3 Maintaining Backup Log - This section describes procedures for creating and maintaining
backup logs.

4.4  Printer Support - This section discusses procedures for ingaling, operating, and maintaining
printers.

4.4.1 Maintenance (Configurations, Toner, Etc.) - This section describes maintenance contracts,
procedures, and equipment information.

4.4.2 Print Jobs (Moving, Deleting, Etc.) - This section describes procedures to monitor, delete,
and prioritize print jobs.

45  Sysem Maintenance - This section discusses procedures for maintaining the file sysem.

45.1 Monitoring Performance and System Activity - This section contains procedures to monitor
system usage, performance, and activity. This may include descriptions of system monitoring tools,
the hours of peak demand, alist of system maintenance schedules, etc.

4.5.2 Ingaling Programs and Operating System Updates - This section includes procedures on
how and when to ingtal operating system updates.

45.3 Maintaining Audit Records of System Operation - This section describes procedures to
Setup and monitor system audit trails.

4.5.4 Maintenance Reports - This section includes procedures to create and update maintenance
reports.

4.6  Security Procedures - This section describes the process for obtaining identifications (1Ds)
and passwords. It includes information concerning network access and confidentidity requirements.

4.6.1 Issuing IDs and Passwords - This section describes procedures for issuing 1Ds and
passwords.

4.6.2 License Agreements - This section describes licensing agreements and procedures for
ensuring that dl licenses are current.

4.7  Network Maintenance - This section describes procedures to maintain and monitor the data
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communications network.
4.7.1 LAN Desgn - This section contains alayout of the network.

4.7.2 Communications Equipment - This section contains alayout of the tedecommunications
equipment.

4.8  Inventory Management - This section contains a complete hardware and software inventory
to include make, model, verson numbers, and serid numbers.

4.8.1 Maintaning Hardware and Software Configurations - This section describes procedures for
maintaining the configuration information for the hardware and software actudly ingtaled.

4.8.2 Maintaining FHoor Plans - This section describes procedures for maintaining floor plans
showing the location of dl ingaled equipment.

4.8.3 Ingdling Software/Hardware (New, Upgrades) - This section describes procedures for
ingdling new or upgraded hardware and software.

4.8.4 Mantaining Ligs of Serid Numbers - This section describes procedures for maintaining all
serid number ligsrequired a aste.

4.85 Maintain Property Inventory - This section describes procedures for maintaining a property
inventory a the Ste.

4.9  Traning Backup Adminidrator - This section describes how to train a backup
adminigrator.

4.10 End-User Support Procedures for Support and Contact Information - This section provides
necessary end-user contact information and the procedures for providing end-user support.

4.10.1 Escdation Procedures - This section describes the forma escalation procedures to be used
by System Adminigtrators in response to priority user problem resolution requests.

4.11 Documentation - This section describes the documentation required of System
Adminigrators as they perform system adminigtration.

4.11.1 Troubleshooting Issues - This section describes how to conduct and document
troubleshooting activities.

User Manual
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The User Manua contains dl essentid information for the user to make full use of the information
system. This manua includes a description of the system functions and capabilities, contingencies
and alternate modes of operation, and systematic procedures for system accessand use. Use
graphics where possiblein thismanual. A sample outline for a User Manud is shown in Exhibit E-
10. A description of the content of each of the subsections follows.

Sample User Manual Outline

Cover Page
Table of Contents

1. Introduction

1.1 Purpose and Scope

1.2 Organization

1.3 Pointsof Contact

1.4 Project References

1.5 Primary Business Functions
1.6 Glossary

2. System Capabilities
2.1 Purpose
2.2 General Description
2.3 Privacy Act Considerations

3. Description of System Functions
3.1 Function X Title
3.2 Detailed Description of Function
3.3 Preparation of Function Inputs
3.4 Results

4, Operating Instructions

4.1 Initiate Operation

4.2 Maintain Operation

4.3 Terminate and Restart Operations
5. Error Handling

6. HepFacilities

Exhibit E-10: Sample User Manual Outline

1. Introduction

1.1  Purpose and Scope - This section provides a description of the purpose and scope of the
User Manud.

E32



U.S. Department of Labor Systems Development and Life Cycle Management Manual Version 2.0

1.2  Organization - This section describes the organization of the User Manual.

1.3  Pointsof Contact — This section identifies the organization codes and staff (and dternates if
gppropriate) who may assst the system user. If ahelp desk facility or telephone assistance
organization exigts, describeit in this section.

14  Project References - This section provides abibliography of key project references and
deliverables that have been produced before this point in the system devel opment process.
References might include the quality assurance plan, Configuration Management Plan, FRD,
preliminary design, or Detailed Design Document.

1.5  Primary Business Functions - This section discusses the business perspective of the user’s
primary respongbilities and tasks as they are supported by the system. Introduce the business
functions so that the focus may rest on the systematic steps to support the business functions in later
sections.

16  Glossy - Thissection provides aglossary of dl terms and abbreviations used in the
manud. If the glossary is severd pages or morein length, it may be placed as an appendix.

2. System Capabiilities - This section provides abrief overview of the system and its capabilities.
2.1  Purpose- This section describes the purpose of the gpplication system.

2.2 Generd Description - This section provides an overview of the system’s capatilities,
functions, and operation, including the specific high-leve functions performed by the system. Use
graphics and tables, if appropriate.

2.3 Privecy Act Consderations

3. Description of System Functions - This section describes each specific function of the
sysem. In thishigh-level section, describe any conventions to be used in the associated
subsections. Each of the subsequent sections should be repested as often as necessary to describe
each function within the sysem. The term “Function X” in the subsection title is replaced with the
name of the function.

31 Function X Title - This section provides the title of the specific system function.

3.2 Detailed Description of Function - This section provides a description of each function.
Include the following, as gppropriate: purpose and uses of the function; initidization of the function, if
gpplicable; execution options associated with this function; description of function inputs; description
of expected outputs and results; relationship to other functions; and summary of function operation.

33 Preparation of Function Inputs - This section defines required inputs. These inputs should
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include the basic data required to operate the systlem. The definition of the inputsinclude the
fallowing: title of each input; description of the inputs, including graphic depictions of display
screens, purpose and use of the inputs; input medium; limitations and restrictions; format and content
on inputs, and a descriptive table of dl dlowable vaues for the inputs;, sequencing of inputs; specid
ingtructions; relationship of inputs to outputs, and examples.

34  Reaults- This section describes expected results of the function. Include the following in the
description, as gpplicable: description of results, using graphics, text, and tables, form in which the
results will appear; output form and content; report generation; instructions on the use of outputs,
restrictions on the use of outputs, such as those mandated by Privacy Act and Computer Security
Act redtrictions; rdationship of outputs to inputs; function-specific error messages; function-specific
or context-sengtive help messages associated with this function; and examples.

4, Operating Ingtructions - This section provides detailed, step-by-step system operating
ingructions.

4.1  |Initiate Operation - This section contains procedures for system logon and system
initidization to aknown point, such as a sysem main menu screen. Thisinitidization procedure
should describe how to establish the required mode of operation and set any initid parameters
required for operation. Software ingtalation procedures should be included if the software is
distributed on diskette and should be downloaded before each use.

4.2  Maintain Operation - This section defines procedures to maintain the operation of the
software where user intervention is required.

4.3  Terminae and Restart Operations - This section defines procedures for normd and
unscheduled termination of the system operations and should define how to restart the system.

5. Error Handling - This section should address error message and help facilities. Additiona
information and subsections may be added as necessary. Included in this section should be alist of
al possible error messages, including the following: any numeric error codes associated with the
error message; a description of the meaning of the error message; and a discussion of how to
resolve the error.

6. Help Facilities - This section describes any resident help software or any Service or

contractors help desk facility that the user can contact for error resolution. Help Desk telephone
numbers should be included.
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Cycle Management (SDLCM)

APPENDIX F-IMPLEMENTATION PHASE DELIVERABLES

Computer Security Certification Package

A security certification refersto the technica evauation of asystem or an application to verify that
the ingtalled security safeguards are adequate and work effectively for the system or application. To
verify adequacy and effectiveness, these safeguards must be tested. Certification takes place after
Security tests have been completed and the results of the tests indicate that the system or application
meets dl applicable policies, regulations, and sandards. The Computer Security Certification
Package is comprised of 1) amemorandum stating completion of security activities, 2) a Computer
Security Certification Statement, 3) a Summary of Compliance, and 4) a Statement of Residua
Risk. Exhibits F-1 through F-4 show sample templates for these documents.
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Memorandum
Subject: Date:
Security Certification
To: From:

<DOL Project Manager's Name and Title>

A computer security survey has been conducted on the <system/application name>. A System Security Plan,
Security Operating Procedures, and Risk Analysis have been completed that included areview of the security
reguirements, vulnerabilities, and potential threats against the <system or application>. Based on the results of
therisk analysis, identified countermeasures were approved and implemented or planned for implementation.

A Security Test and Evaluation (ST&E) of the <system/application name> was conducted to ensure that
implemented countermeasures operate as expected. The results of the ST& E were reviewed and additional
countermeasures were planned for implementation if deemed necessary.

The countermeasures that will not be implemented are considered residual risk and are included on the Statement
of Residual Risk. Those countermeasures that were implemented after conducting the Risk Analysisand ST&E,
and those countermeasures that are planned for implementation in the future, are included on the Summary of
Compliance.

A Certification Package for the <system/application name> includes the Sensitive System Worksheet, System
Security Plan, Security Operating Procedures, Risk Analysis, Security Test and Evaluation, Summary of
Compliance, Statement of Residual Risk, and Certification Statement.

The submission of this memorandum and the attached Certification Package is our commitment to DOL that
planned countermeasures will be implemented and based on the findings of our various assessments, our
<system or application> is operating at an acceptable level of risk.

Inquiries may be directed to <Security Manager’s Name> at <telephone number>.

<DOL Project Manager’s Name and Title>

Exhibit F-1: Security Certification Statement Cover Memo
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Security Certification Statement

We have carefully considered the security and integrity requirements and the vulnerahilities of the
<system/application name>. Based on our review of the requirements, vulnerabilities, potential threats against
the applications, and security integrity measures implemented or planned, we have determined that the security
capabilities are adequate for known risks. The Statement of Residual Risk isafair representation of the level of
risk remaining for the mainframe applications as of <date>. (See attached sheet)

We have determined that all applicable Federal regquirements have been satisfied, and the
<system/application name> is operating in the best interest of the Department of Labor. Based on our
authority and judgment after weighing the remaining residual risks against operational requirements, we
recommend operation (or continued operation) of the applications. We further recommend initiation of
the corrective actions listed in the Summary of Compliance to enhance the security and integrity of the
<system/application>. (See attached sheet)

Signed:
Designated Security Manager
Date:
Signed:
DOL Project Manager
Date:

Exhibit F-2: Sample Security Certification Statement
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Summary of Compliancefor the

Countermeasure Actions Needed to Expected
I mplement Completion

Note: List those counter-measures Counter measures Date
from your
Situational Assessment and
indicate that you PLAN to
implement at your site.
Example Example Example:
Develop a contingency plan and Identify and document preventative | January 3, 2000

procedures

measures that will reduce the effect
of potential disasters. Address
emergency response, backup, and
recovery procedures for each
sensitive system.

10.

Exhibit F- 3: Sample Summary of Compliance
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Statement of Residual Risk for the Office

Countermeasure Reason for Not | mplementing

Note: List those countermeasures from your Situational the Countermeasure

Assessment and indicate that you DO NOT PLAN to implement at

your site.

Example Example:

Post and maintain an authorized computer room access list. Access to the computer room is provided through
an electronic card access device and a unique
access code. Accessisgiven toonly those
personnel who require access to complete their job
responsibilities.

1

2.

3.

4.

5.

6.

7.

8.

9.

10.

11.

12.

Exhibit F-4: Sample Statement of Residual Risk

F5




U.S. Department of Labor Systems Development and Life Cycle Management Manual Version 2.0

| mplementation Certification Statement

An implementation certification refers to the technica evauation of a system or an application to
verify tha the system to be ingtaled meets dl known requirements and that it has been devel oped
and tested in accordance with the provisons in the Project Management Plan and other plansin the
systems development life cycle. To verify that the system to be ingtalled meets requirements, the
system’ s features must be tested.  Certification takes place after system tests have been completed
and the results of the tests indicate that the system or gpplication meets al documented
requirements. The Implementation Certification Statement is signed by the System Owner and
Project Manager. A sample template is shown in Exhibit F-5.

USER'SCERTIFICATION STATEMENT

| have carefully considered the requirements for the system. Based on reviews of
requirements, design documentation, programming, and testing, | have determined that this system conforms to
al known requirements and is ready to be installed into production, except for the weaknesses noted in the
certification report.

Based upon the report and my judgment, | hereby certify, subject to the corrections recommended in the
certification report, that the system meets all documented and approved requirements.

Weighing the remaining residual risks against operational regquirements, | recommend that the
system be accredited for continued operation and that the
recommendations included in the certification report be implemented.

Signed Date
Project Manager
| am in concurrence with the above and formally accept the system.
Signed Date
System Owner

Exhibit F-5: Sample Implementation Certification Statement
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Systems Development and Life
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APPENDIX G —OPERATIONS AND MAINTENANCE PHASE
DELIVERABLES

Disposition Plan

The digposition plan is the mogt significant deliverable in the disposition of the information system,
and the plan will vary according to the system and DOL requirements. The objectives of the plan
are to end the operation or the system in a planned, orderly manner and to ensure that system
components (i.e., hardware, software, data, and documentation) are properly archived or
incorporated into other systems. At the end of this task, the system will no longer exist as an
independent entity. The completion of the sysemslife cycleis carefully planned and documented to
avoid disruption to the organizations using the system or the operation of other systems that use the
data and/or software of the present syssem. A sample template for a Disposition Plan is provided in
Exhibit G-1. A description of the contents of each subsection of the plan follows.

Sample Dispostion Plan Outline
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Cover Page
Table of Contents

1. Introduction
1.1 Purpose and Scope
1.2 Points of Contact
1.3 Project References

14 Glossary

2. System Disposition
2.1 Notifications
2.2 DataDisposition
2.3 Software Disposition
2.4 System Documentation Disposition
2.5 Equipment Disposition

3. Project Closedown
3.1 Project Staff
3.2 Project Records
3.3 Facilities

Exhibit G-1: Sample Disposition Plan Outline

1 Introduction - This section provides a brief description of introductory materid.

1.1  Purpose and Scope - This section describes the purpose and scope of the Disposition Plan.
Reference the information system name and provide identifying information about the system-
undergoing dispostion.

1.2  Pointsof Contact - This section identifies the System Owner. Provide the name of the
responsible organization and staff (and aternates, if appropriate) who serve as points of contact for
the system disposition. Include telephone numbers of key staff and organizations.

1.3  Project References - This section provides abibliography of key project references and
deliverables that have been produced before this point in the project development. These
documents may have been produced in a previous engineering life cycle that resulted in the initia
verson of the system now undergoing disposition or may have been produced in subsequent
enhancement efforts.

14  Glossy - Thissection contains aglossary of dl terms and abbreviations used in the plan.
If it is severd pagesin length, it may be placed in an appendix.

2. System Disposition
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2.1  Notifications - This section describes the plan for notifying known users of the system being
shut down, aswdll as other affected parties, like those responsible for other interfacing systems and
operations saff membersinvolved in running the system.

2.2  DaaDispostion - This section describes the plan for archiving, ddeting, or transferring to
other systems the data files and related documentation in the system being shut down.

2.3  Software Digpogtion - This section describes the plan for archiving, deleting, or transferring
to other systems the software library files and related documentation in the system being shut down.

24  Sygem Documentation Disposition - This section describes the plan for archiving, deleting,
or transferring to other systems the hardcopy and softcopy systems and user documentation for the
system being shut down.

25  Equipment Dispostion - This section describes the plan for archiving, deleting, or

transferring to other systems the hardware and other equipment used by the system being shut
down.

3. Project Closedown

3.1  Project Staff - This section describes the plan for notifying project team members of the
shutdown of the system, and the transfer of these team members to other projects.

3.2  Project Records - This section describes the plan for archiving, deleting, or transferring to
other projects the records of project activity for the project that has been maintaining the system
being shut down.

3.3  Fadllities- This section describes the plan for transferring or disposing of facilities used by
the project saff for the system being shut down.
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APPENDIX H—-SDLCM DELIVERABLESMATRIX

Deliverable

Type

|Supporting Documents

Conceptual Planning Phase

Request for Information Core FIPS PUB 64 1.3.1

Technology Services

(RITS)/Statement Of Concept

Cost Benefit Analysis Core OMB A-130:Appx IV 8b1; OMB A-94: Section 5; IEEE/EIA 12207.0-1996 Section 5.1.1.6,
Clinger-Cohen Act 1996 Sec 5112(c); FIPS PUB 64 1.3.3

Risk Management Plan Core OMB Director’s Policy Memorandum M-97-02 (Raines Rules); IEEE/EIA 12207.0-1996 Section
5.1.1.6; NIST Handbook March 16, 1995; OMB A-130 Appx IIl B; IEEE/EIA 12207.2-1997
Section 7.1.2.1 (f)/Annex L, Clinger-Cohen Act 1996 Sec 5112 (a)(b)(c); 5122(a)(b)(5)

Project Management Plan Core IEEE/EIA 12207.2-1997 Sec 5.2.4.2

Feasibility Study (s) Optional Clinger-Cohen Act 1996 Sec 5122(b)/Sec 5123 ; OMB A-130 Appx IV Sec 8b(1) ; IEEE/EIA
12207.0-1996 Sec 7.1.1.2; FIPS PUB 64 1.3.2

Acquisition Strategy Optional See Design Phase

Work Breakdown Structure Optional See Design Phase

Statement of Work Optional Clinger-Cohen Act 1996 Sec 5312 (c)(2)

Planning and Requir

ements Definition Phase

Functional Requirements Core IEEE/EIA 12207.0-1996 Sec 5.1.1.2/5.1.1.8/5.2.4.3

Document

Project Risk Assessment Core OMB A-130 Appx IIA3 a2 ; OMB A-130 Appx Il A4 a 3) ; OMB A-130 Appx lll Ba 2 ; OMB A-
130 Appx Il B a 3 ; NIST Special Publication 500-223 ; FIPS Pub 102 Sec 1.5.1 ; IEEE/EIA
12207.0-1996 Sec 5.1.1.6 ; Clinger-Cohen Act 1996 Sec 5131 (2)(D); IEEE/EIA 12207.0-1996
Sec. 5.2.4.5

System Security Core OMB A-130 Sec 8 Policy-Info Mgmt/Safeguards; OMB A-130 Appx Il B a 2) Security plan;

Plan/Security Risk Assessment IEEE/EIA 12207.0-1996 Sec 5.2.4.5 (l), Clinger-Cohen Section 5131, DOL Computer Security
Handbook

Acquisition Plan/Strategy Optional See Design Phase

Work Breakdown Structure Optional See Design Phase

Configuration Management Optional See Design Phase

Plan

Test Plan Optional See Development and Test Phase

Legacy Data Plan Optional IEEE/EIA 12207.2-1997 Sec 5.5.5

Project Management Plan Update See Conceptual Planning Phase

Cost Benefit Analysis Update See Conceptual Planning Phase

Risk Management Plan Update See Conceptual Planning Phase

Design Phase

Work Breakdown Structure Core IEEE/EIA 12207.2-1997 Sec 5.2.4.5 (c)

Configuration Management Core IEEE/EIA 12207.2-1997 Sec 6.2/1SO 10007 ; IEEE/EIA 12207.0-1996 Sec 5.2.4.5

Plan
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Deliverable Type Supporting Documents

Detailed Design Core IEEE/EIA 12207.2-1997 Sec 5.3.4.2, 5.3.5.6, 5.3.7.5, 5.3.8.5; NIST SP 500-223 Sec 2.2, 2.3

Acquisition Plan Strategy Core OMB Memorandum M-97-02 (Raines Rules) ; Clinger-Cohen Act 1996 Sec 5124 ; OMB A-130
Appx IV Sec 8 b(5) ; OMB A-109; IEEE/EIA 12207.0-1996 Sec 5.1.1.2/5.1.1.8/5.2.4

Contingency Plan Optional OMB A-130 Appendix A3 b 2) d

Implementation Plan Optional See Development and Test Phase

Test Plan Optional See Development and Test Phase

Project Risk Assessment Update See Planning and Requirements Definition Phase; OMB A-130 Sec 8 and Appendix Ill Ba2;
IEEE/EIA 12207.0-1996 Sec 5.2.4.5; Clinger-Cohen Act 1996 Sec 5131.

System Security Update See Planning and Requirements Definition Phase

Plan/Security Risk Assessment,

Project Management Plan Update See Conceptual Planning Phase

Cost Benefit Analysis Update See Conceptual Planning Phase

Risk Management Plan Update See Conceptual Planning Phase

Development and Test Phase

Test Plan Core IEEE/EIA 12207.2-1997 Annex D-H.4 (c),

Acceptance Test Plan Core IEEE/EIA 12207.2-1997 Sec 5.3.13.1 and Annex D-H.4

Acceptance Test Report Core IEEE/EIA 12207.2-1997 Sec 5.3.13.1/5.3.11.2; IEEE 12207.0-1996 Annex E 3, 4

Acceptance Test Approval Core IEEE/EIA 12207.2-1997 Sec 5.3.13.1 and Annex D-H4.

Implementation Plan Core IEEE/EIA 12207.2-1997 Sec 5.3.1

System manuals Core IEEE/EIA 12207.2-1997 Sec 6.1

User Manuals Core IEEE/EIA 12207.2-1997 Sec 6.1

Training Plan Core IEEE/EIA 12207.0-1997 Sec 7.4.1.1;0MB A-130 Appendix Il A 3a2)b); Clinger-Cohen Act 1996
Section 5112(i) ; IEEE/EIA 12207.0-1996 Sec 5.2.4.5(0)

Delivered System Core IEEE/EIA 12207.2-1997 Sec 5.3.12; OMB A-130 Appendix Il A

System Fielding Optional IEEE/EIA 12207.2-1997 Sec 5.3.12; NIST Special Pubs 500-223 Sec 2.5

Authorization

Project Risk Assessment Update See Planning and Requirements Definition Phase

Work Breakdown Structure Update See Design Phase

Acquisition Plan/Strategy Update See Design Phase

System Security Update See Planning and Requirements Definition Phase

Plan/Security Risk Assessment,

Project Management Plan Update See Conceptual Planning Phase

Risk Management Plan Update See Conceptual Planning Phase

Implementation Phase

Computer Security Core FIPS Pub 102

Certification

Security Accreditation Letter Core IEEE/EIA 12207.0-1996 Sec 5.3.13; FIPS Pub 102 Sec 2.5.2, 2.6.2; DOL Computer Security
Handbook

Implemented System Core IEEE/EIA 12207.0-1996 Sec 6.2

Trained Personnel Core IEEE/EIA 12207.0-1996 Sec 5.3.13.3 and Sec 5.2.4.5; IEEE/EIA 12207.0-1996 Sec 7.4 ; OMB
A-130 Appendix Ill

Implementation Certification Core IEEE/EIA 12207.0-1996 Section 5.3.12

Statement

System Security Update See Planning and Requirements Definition Phase

Plan/Security Risk Assessment

Configuration Management Update See Design Phase

Plan

User Manuals Update See Development and Test Phase

System Manuals Update See Development and Test Phase

Project Risk Assessment Update See Planning and Requirements Definition Phase

Work Breakdown Structure Update See Design Phase

Acquisition Plan/Strategy Update See Design Phase
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Deliverable Type Supporting Documents
Project Management Plan Update See Conceptual Planning Phase
Risk Management Plan Update See Conceptual Planning Phase

Operations and Maintenance Phase

Disposition Plan Core IEEE/EIA 12207.0-1996 Sec 5.2.4

User Manuals Update See Development and Test Phase

System Manuals Update See Development and Test Phase

Project Risk Assessment Update See Planning and Requirements Definition Phase
Risk Management Plan Update See Conceptual Planning Phase

System Security Plan/System Update See Planning and Requirements Definition Phase
Risk Assessment

Disposition Phase

Archived System Core IEEE/EIA 12207.2-1997 Sec 5.5.6.1(b)

Core

Deliverable Types: Optional

Update

deliverable is required for this phase
deliverable may or may not be produced for this phase

deliverable may be updated in this phase

Exhibit H-1: SDLCM Deliverables Matrix




